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Establish Information Quality
as a Program
Information about suspects, crime
scenes, and other related justice data
is often rapidly created and shared.
This rapid creation of information and
its quickly changing nature necessitate
ongoing attention to improve the
quality of justice entity information.
Achieving high-quality information is
the result of a strategic and intentional
process—an information quality (IQ)
program. Establishing an IQ program
helps to ensure on a continuous basis
that information is accurate, timely,
complete, and secure.
The Information Quality Program Guide
is designed to help managers of justice
information establish an IQ program
for their organization, to support the
analysis of justice agency information,
and to determine what is needed to
ensure good quality information. This
primer summarizes the nine program
elements of an ongoing agency-wide IQ
program. Though these elements are
considered steps in a comprehensive
IQ program, each requiring completion
prior to proceeding to the next, it should
be noted that all of these elements must
be acknowledged and incorporated into
the planning strategy at the formation of
the IQ program.

1.1. The Program Champion: Sponsoring

the Creation of an IQ Program

There must be a champion for information
quality in the organization. Managers of justice
information must endorse and treat IQ as a
program.

2.2. Governance Structure
A governance structure lays out the
responsibility and authority for IQ decisions.
Common elements for a successful governance
structure include Inclusive Membership,
Purpose and Goals, Authority, and a
Governance Charter.

3.3. Strategic Planning
Strategic planning includes the development
of guidance statements (vision, mission, and
values statements) and the identification of
clear goals and objectiveswhat needs to be
accomplished and the steps needed to get
there.

4.4. Identify Justice Events and

Information Products

Prior to performing an assessment of the quality
of the information the agency collects, receives,
stores, accesses, shares, and destroys, the
agency must first identify what justice events or
products it manages or produces. The entity
must also research and determine what laws,
regulations, and rules dictate information quality
protections and procedures for the agency.

5.5. Perform the Analysis—IQ Dimensions

and the Information Life Cycle

Once the task of identifying justice agency
events and information products has been
completed, the next step is to individually break
down each justice event into the life cycle of
that event to illustrate the flow of information
from creation and receipt to maintenance, use,
and disposition and destruction phases and,
furthermore, to acknowledge the roles and
responsibilities, policies and procedures, and
information technology components of each of
those phases. The information life cycle is a

simple framework for illustrating the flow
of information through a justice event and
helps to organize the information, making
it easier to apply core dimensions and to
determine which contextual dimensions
may apply to the justice event information.
Using standard core IQ dimensions
(accuracyfree of error, timeliness
available when needed, completeness
appropriate amount of information, and
securityaccess limitations in place
and information integrity maintained)
along with agency-defined contextual IQ
dimensions (IQ dimensions that may not
apply to all justice information at all stages
of the information life cycle) will result in a
foundation of business rules that will solidify
agency IQ objectives and improve the
quality of decisions that are based on that
information.

6.6. Complete the IQ Assessment
Using the Information Quality SelfAssessment Tool contained in the
Information Quality Program Guide, the
entity will perform an IQ assessment,
applying standard core dimensions
and the agency-identified contextual
dimensions to reveal any gaps in roles and
responsibilities, policies and procedures,
and information technology that may
threaten the quality of the information.
Assessing the quality of the information in
each agency justice event will result in an
IQ baseline for that information which the
entity can use as a benchmark or a starting
point for improvement.

7.

7. Evaluate IQ Assessment Findings
The IQ assessment may expose gaps
or areas that require improvement in
information quality. Since the assessment
will determine the baseline level of quality
for each justice event, the entity will
need to then establish or revise policies,
procedures, and technologies to ensure
the agency meets or improves upon that

level of quality. Implementation may
include integration of IQ requirements into
information technology (IT) processes,
business systems and processes, or
information sharing policies.

8.

8. Education and Training
Fostering agency-wide IQ awareness and
ensuring that IQ practices are embedded
into the organizational culture will require
education and training.

9.

9. Systematic Monitoring,
Evaluation, Review, and Validation
An IQ program is an ongoing activity that
will require evaluation, monitoring, and
enhancement to ensure that business rules
are up to date and actively implemented
throughout the organization and that
program goals are being met.
Though these last three elements (7 through
9) may appear, chronologically, as final tasks
in an IQ program, it is important to realize that
these will need to be considered a priority
from the beginning—before the program is
implemented.

About Global
DOJ’s Global serves as a Federal Advisory
Committee to the U.S. Attorney General on
critical justice information sharing initiatives.
Global promotes standards-based electronic
information exchange to provide justice and
public safety communities with timely, accurate,
complete, and accessible information in a
secure and trusted environment. Global
is administered by the U.S. Department of
Justice, Office of Justice Programs, Bureau of
Justice Assistance.

For More Information
Go to www.it.ojp.gov/IQ_Resources
or contact the U.S. Department of Justice’s
(DOJ) Global Justice Information Sharing
Initiative (Global) at (850) 385-0600.

This project was supported by Grant No. 2007-NC-BX-K001 awarded by the Bureau of Justice Assistance, in collaboration with the
U.S. Department of Justice’s Global Justice Information Sharing Initiative. The Bureau of Justice Assistance is a component of the
Office of Justice Programs, which also includes the Bureau of Justice Statistics, the National Institute of Justice, the
Office of Juvenile Justice and Delinquency Prevention, the SMART Office, and the Office for Victims of Crime. Points of view or
opinions in this document are those of the author and do not represent the official position or policies of the U.S. Department of Justice.
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A Sign of the Times: Increasing Electronic
Data Exchange Increases the Need for
Information Quality
Recent events, such as terrorist threats and catastrophic natural disasters, have
revealed a critical need for increasing information sharing capacities across
disciplines, jurisdictions, agencies, and geographic areas. As these needs
are increasingly addressed by the application of new technologies and crossagency interaction, it is imperative to also focus on information quality (IQ). The
justice system depends on information sharing. Increased sharing ultimately
requires increased responsibility for IQ to ensure sound justice decision making.

What Is Information Quality?
Few professionals in any discipline will dispute that “good information is good
business.” But what constitutes “good,” or “quality,” information? Conventional
wisdom typically equates good information with accurate information. Yet good
information should also be timely, reliable, and complete. Today, information
quality is understood to be a multidimensional concept that encompasses
critical relationships among multiple attributes, such as timeliness, accuracy,
and relevancy. Together, these attributes contribute to the validity of the
information. Quality information is the cornerstone of sound agency decision
making and inspires trust in the justice system and in the law enforcement
entities that use information. Such information enables agencies to perform
their jobs efficiently and effectively.

What Problems Arise From Poor
Information Quality?
The typical triggers for poor information quality are commonplace business
challenges such as incomplete records, delays, failure to update record
information, data-entry mistakes, or improper releases of information.
Additionally, technical issues, information volume, and the widespread
availability of data may lead to IQ concerns.
The routine nature of day-to-day business processes underscores the potential
for inadvertent generation of inferior IQ. As data is increasingly shared and
becomes more readily and rapidly accessible, justice agency control over IQ
becomes a bigger challenge.
Poor information quality can be harmful to the individual, the community, and
the justice entity. Failure to actively and continuously evaluate and improve IQ
in justice-related information sharing practices may result in harm or injustice
to individuals, lawsuits and liability, population of other agency databases with
inaccurate data, public criticism, inefficient use of resources, or inconsistent
actions within agencies.

The following scenario
demonstrates why quality
information is critical for justice
information sharing.
On a busy holiday weekend,
a police officer pulls over a
speeding driver. After quickly
checking whether the vehicle
is stolen and whether there
are warrants for the registered
owner, the officer approaches
the vehicle. The driver
presents his driver’s license,
and the officer observes that
there are two young girls and
an adult female in the car. The
officer runs a routine driver’s
history check and a search
of the state’s criminal history
file. She quickly discovers that
the driver has recently been
released from prison after
serving a term for third-degree
sexual conduct with a child.
The conditions for parole
indicate that the driver is not to
be in the company of minors.
The officer is then able to
make an arrest because an
appropriate amount of justice
information was accessible,
complete, and available at the
time it was most critical.

With the rapid proliferation and evolution of new technologies, increased data sharing requires
increased responsibility for information quality to ensure sound justice decision making.
This fact sheet explores information quality as a multidimensional concept encompassing
critical relationships among multiple attributes, such as timeliness, accuracy, and relevancy.
Hypothetical scenarios are presented depicting situations of good and poor information quality,
as well as suggestions on what you can do to improve the quality of your own information
systems. Research and resource references are provided for further reading.

More scenarios on page 4.
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The Information Quality Program Guide is intended to help managers of justice information
develop an information quality program for their organizations and is designed to support
managers who must analyze their justice entity’s information and determine what is needed to
ensure good quality information. In support of that effort, the Guide features a step approach
to the development and implementation of an agency-wide IQ program and includes a variety
of resources and tools, as well as a framework for analyzing a justice entity’s business rules for
information quality. The information contained within this Guide will lead practitioners through
the:
•

Establishment of IQ as an agency-wide program.

•

Identification and analysis of agency justice events and products.

•

Application of standard and customized IQ dimensions.

•

Completion of an IQ assessment (using the Information Quality Self-Assessment Tool).

•

Implementation and follow-up (policies and procedures, education and training, and
systematic monitoring, evaluation, review, and validation).

E
TM

N T OF

J

Global Justice
Information
Sharing
Initiative

TI CE
US

DEPAR

Information Quality Self-Assessment Tool
United States
Department of Justice

Information
Quality
Self-Assessment Tool

January 2010

A mandatory step for any agency in developing an IQ program is the completion of an information
quality self-assessment—the evaluation of agency information and reports associated with justice
events. The Information Quality Self-Assessment Tool will allow practitioners to:
•

Break down the flow of information in a justice event into the multiple phases of an
information life cycle.

•

Apply standard and customized information quality dimensions to each point along this
information continuum.

•

Uncover gaps in roles, responsibilities, policies, procedures, and technology that beget
information quality problems.

•

Implement information quality in practice.

•

Enhance overall understanding of the effects that a justice agency’s business processes—
related to information collection, maintenance, management, dissemination, and
disposition—have on information quality.

This tool is composed of a matrix of self-assessment questions within a process framework
that can be tailored to agency-specific processes. The series of questions will help an agency
determine its relative level of information quality and benchmarks for evaluation, improvement,
and accountability. Questions are generic and can be customized to a broad range of justice
events and associated information components.

