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The collection of Global-recommended normative standards has been developed and assembled into
a unified package of composable, interoperable solutions that enable effective information exchange.
This collection is known as the Global Standards Package (GSP). GSP solutions are generally focused
on resolving technical interoperability challenges but also include associated guidelines and operating
documents to assist implementers. The GSP includes artifacts associated with many of the Global
product areas, including but not limited to:

o Global Reference Architecture (GRA): Offers guidance on the design, specification, and
implementation of services (and related infrastructure) as part of a justice Service-Oriented
Architecture (SOA).

o Global Service Specification Packages (SSPs): Reference services that are reusable nationwide in
order to save time and money and reduce complexity when implementing particular information
exchanges with external partners.

o Global Federated Identity and Privilege Management (GFIPM): Guidelines and standards for
establishing, implementing, and governing security, identity management, and access control
solutions to ensure that information can be accessed only securely and appropriately.

o Global Privacy Technology Framework: A framework for automating information access controls
based on privacy and related policies restricting the use or dissemination of such information.

For More Information

For more information on the GSP and the Global Standards Council (GSC)—the Global group
responsible for developing, maintaining, and sustaining the same—please visit
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The Global Advisory Committee (GAC) serves as a Federal
Advisory Committee to the U.S. Attorney General.
Through recommendations to the Bureau of Justice
Assistance (BJA), the GAC supports standards-based
electronic information exchanges that provide justice and
public safety communities with timely, accurate, complete,
and accessible information, appropriately shared in a
secure and trusted environment. GAC recommendations
support the mission of the

U.S. Department of Justice, initiatives sponsored by BJA,
and related activities sponsored by BJA's Global Justice
Information Sharing Initiative (Global). BJA engages GAC-
member organizations and the constituents they serve
through collaborative efforts, such as Global working
groups, to help address critical justice information sharing
issues for the benefit of practitioners in the field.
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those referenced in this document, call (850) 385-0600 or
visit http://www.it.ojp.gov/GIST.
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The Global Standards Council (GSC) serves as a Global
Advisory Committee (GAC) subcommittee, supporting
broadscale electronic sharing of pertinent justice- and
public safety-related information by recommending

to BJA (through the GAC) associated information
sharing standards and guidelines. To foster community
participation and reuse, the GSC reviews proposed
information sharing standards submitted by Global
consumers and stakeholders. Additionally, BJA
emphasizes an open, participatory review-and-comment
process for proposed standards; please see the Global
Justice Tools Web site at www.globaljusticetools.net for
more information on this opportunity. BJA-approved
standards are developed, maintained, and sustained as
one cohesive Global Standards Package (GSP) located at
http://www.it.ojp.gov/gsp.
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1. Introduction

In the context of the Global Reference Architecture (GRA) and Service-Oriented Architecture [soa] in general, a service is the means by which one partner gains access to one or more capabilities offered by another partner.  Capabilities generate real-world effects that can be as simple as sharing information or can involve performing a function as part of a complex process or changing the state of other related processes.  Government organizations have numerous capabilities and a multitude of partner organizations, both inside and outside of their traditional communities.  There are significant benefits to these organizations for sharing information and having access to each other's capabilities.  Achieving interoperability among these organizations requires alignment of business and technical requirements and capabilities.  In addition, it is critical to have a consistent way of specifying these requirements and capabilities and sharing them across organizational boundaries.  The GRA was developed to facilitate interoperability and to assist in meeting other key requirements common in a complex government information sharing environment.  In order to achieve interoperability, a consistent approach must be defined to identify, describe, and package services and their interactions in many different technical environments, across multiple government lines of business, at all levels of government, and with partner organizations. 

 

The GRA defines a service interface as “the means for interacting with a service.”  It includes specific protocols, commands, and information exchange by which actions are initiated on the service.  A service interface is what a system designer or implementer (programmer) uses to design or build executable software that interacts with the service.  That is, the service interface represents the “how” of the interaction.  Since the service interface is the physical manifestation of the service, best practices call for service interfaces that can be described in an open-standard, machine-referenceable format (that is, a format that could be processed automatically by a computer).

 

A Service Specification is a formal document describing the capabilities made available through the service; the service model that defines the semantics of the service by representing its behavioral model, information model, and interactions; the policies that constrain the use of the service; and the service interfaces that provide a means of interacting with the service.  A Service Specification is analogous to the software documentation of an Application Programming Interface [api].  It provides stakeholders with an understanding of the structure of the service and the rules applicable to its implementation.  It gives service consumers the information necessary for consuming a particular service and service providers the information necessary for implementing the service in a consistent and interoperable way. 

 

The main components of a Service Specification are the Service Description, one or more Service Interface Descriptions, and the schemas and samples used to implement and test the service. 

 

A Service Description contains information about all aspects of the service that are not directly tied to the physical implementation of the service; in other words, the service interface.  A Service Interface Description is a description of the physical implementation; specifically, the service interface used in a specific implementation of the service.

This document is a Service Description for the Arrest Warrant Information Exchange Warrant Update Service (AWIE-WU).

2. Service Overview

The collection of Arrest Warrant Information Exchange Services provides a framework for criminal justice agencies to communicate and route arrest warrant information throughout the warrant life cycle—from an initial warrant request to eventual disposal.
Handling of arrest warrants is complicated by the involvement of several distinct criminal justice lines of business (e.g., law enforcement, prosecutor, courts, repositories).  This service is intended to automate the flow and routing of warrant information between these lines of business to accommodate warrant requests, issuance, service, and data maintenance.  By streamlining these processes, the service aims to provide criminal justice organizations with the data necessary to act on warrants and warrant requests in a timely and accurate manner.
At a high level, the Warrant Update Service is intended to facilitate the following business processes:
· Warrant update requests
· Warrant update reviews

· Warrant update issuance
This service is designed to accommodate a variety of real-world implementation scenarios.  Because there is considerable jurisdictional diversity in the responsibilities of each line of business, the service is described in terms of generic roles rather than the specific lines of business that satisfy them.  Listed below are these roles:
· Requesting Entity
· Screening Entity
· Approving Entity
· Issuing Entity
· Owning Entity
· Repository System
· Subscribing Entity
The service description includes examples of common business scenarios with “mappings” from these roles to the actual organizations that might implement the service.  It is the responsibility of the implementer to determine an appropriate mapping based on the specific processes and workflows used in a particular jurisdiction.
2.1 Purpose
The Arrest Warrant Information Exchange Service was developed to automate the sharing and processing of arrest warrant information throughout the warrant life cycle.  Specifically, the Warrant Update Service supports warrant modifications and updates.  Included in these processes are provisions for routing of request data, multiple review and approval steps, and notification of warrant update activity to interested parties and repositories.
2.2 Scope
The scope of this service is bounded by the life cycle of an Arrest Warrant within the criminal justice system, beginning with the initial warrant request and ending with disposal of the warrant (by service, recall, or other means).
Specifically, the service is designed to accommodate the following high-level processes:

· Warrant information updates (including review and approval of update requests)
· Updating of warrant information in applicable local, state, and national repositories
· Notification to interested agencies of warrant update activity

The following items are considered to be outside the scope of this service:

· Other types of legal documents that authorize law enforcement to take a person into custody (e.g., bench warrants, escape warrants, warrants for material witnesses).
· Handling of juvenile cases (insofar as the juvenile process differs from normal arrest warrant processing).
· Victim and defense counsel notifications.

· Other types of manual notifications.
Although these other processes were not specifically considered during service design, the specification does not expressly exclude them as reuse candidates.  That is, implementers may find this service specification is able to accommodate these processes either as-is or through the use of extensions.
2.3 Capabilities
1. Request Warrant Update

2. Deny Warrant Update Request

3. Approve Warrant Update Request

4. Issue Warrant Update
2.4 Real-World Effects
Request Warrant Update

Entities such as law enforcement can submit a request for a warrant update, including all necessary documentation, to a Screening Entity or Approving Entity for review.

Deny Warrant Update Request

Screening Entities and Approving Entities can notify Requesting Entities that a warrant update request has been denied, including a reason for the denial.  This notification informs a Requesting Entity of the reason for the denial and enables the Requesting Entity to take additional actions when appropriate (further investigation, collection of additional documentation, etc.).
Approve Warrant Update Request

Screening Entities and Approving Entities can notify Requesting Entities that a warrant update request has been approved.

Issue Warrant Update

Approving Entities (such as a court) can transmit warrant update details to an Issuing Entity (such as a clerk).
Issuing Entities can transmit warrant update details to interested parties, including the entity that requested the update as well as the entity responsible for servicing the warrant.
Warrants can be updated in applicable local, state, and national repositories.

2.5 Summary
The service is designed to automate the flow of information between criminal justice lines of business to support the arrest warrant update process.
2.6 Security Classification
Unserved warrants are classified as Confidential.  Served warrants are classified as Sensitive but Unclassified
 (SBU). 

2.7 Service Specification Package Version
This service specification is built based on version 1.0.0 of the Service Specification Package.
3. Business Scenarios
3.1 Request Warrant Update
During the service development process, it was determined that some types of warrant updates require no screening or approval, while other types of updates follow a process similar to the initial warrant request.  For example, adding an address or alias to a warrant does not typically require approval, while modifying the charges or altering the subject’s date of birth requires approval from an Approving Entity such as the court.  Because this process handles the actual request for a warrant update, updates that do not require screening or approval are accommodated by the “Issue Warrant Update” process described later in this document.
Note that in some jurisdictions, there is no process for updating warrants.  Instead, any modifications to a warrant are accomplished by first recalling the warrant and subsequently issuing a new warrant with the updated information.  This scenario is supported by the “Request Warrant Recall” and “Issue Warrant Recall” processes described later in this document.
The following table summarizes the responsibilities of each role depicted on the process flow chart:
	Role
	Responsibilities
	Examples

	Requesting Entity
	· Prepares and submits a warrant update request to an Approving Entity or, in jurisdictions with intermediate screening, a Screening Entity.

· Receives the outcome of a previously submitted warrant update request from either a Screening Entity or an Approving Entity.
	· Law Enforcement

· Prosecution

· Corrections

· Probation

· Parole

	Screening Entity
	· In jurisdictions with intermediate screening, receives and reviews requests for warrant updates.

· Authorizes or denies the warrant update request.

· Notifies the requesting entity of the review outcome.

· If the request is authorized, submits the request to an Approving Entity.
	· Prosecution

· Court

	Approving Entity
	· Receives requests for warrant updates from Requesting and Screening Entities.

· Approves or denies the warrant update request.

· Notifies an Issuing Entity that a warrant update should be issued.
	· Court

	Issuing Entity
	· Receives approved warrant updates from an Approving Entity.

· Issues the warrant update by distributing the updated warrant document to appropriate entities. 
	· Court

· Court Clerk


3.1.1 Primary Flow
· An Owning Entity (Law Enforcement) generates a Warrant Update Request Message containing the details of the warrant update request and any documentation required to support the request (incident report, witness statement, etc.).
· The Warrant Update Request Message is sent to a Screening Entity for review.  In jurisdictions where intermediate screening of warrant requests is required, the Screening Entity will typically be the Prosecution.  In jurisdictions where there is no intermediate screening, the Screening Entity can be omitted entirely.
· The Screening Entity reviews the warrant update request and decides whether to authorize or deny the warrant update request.

· If the Screening Entity denies the warrant update request, a Warrant Update Request Decision Message is sent to the Owning Entity indicating the reason the request was denied (further investigation required, insufficient documentation, etc.)

· If the Screening Entity authorizes the warrant update request, a Warrant Update Request Message is generated and sent to an Approving Entity (typically the Court.)

· The Approving Entity reviews the warrant update request and decides whether to approve or deny the warrant update request.

· If the Approving Entity denies the warrant update request, a Warrant Update Request Decision Message is sent to the Owning Entity indicating the reason the request was denied.

· If the Approving Entity approves the warrant update request, a Warrant Update Message is generated and sent to an Issuing Entity (typically the Court Clerk or the Court itself).  A Warrant Update Request Decision Message is also sent to the Requesting Entity indicating that the request was approved.

· The Issuing Entity receives the Warrant Update Message and issues the warrant update.

The following process flow diagram depicts the business process in more detail.
Note:  Click here for a larger view of the diagram. 
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Figure 1:  Request Warrant Update—Primary Flow
3.2 Issue Warrant Update

During the service development process, three common scenarios for issuing warrant updates were identified.  The distinction among these three scenarios lies in the process used for distributing information about warrant updates.
In the first scenario, an Issuing Entity notifies the Owning Entity that a warrant has been updated, and the Owning Entity distributes this information to other interested parties.  In the second scenario, the Issuing Entity notifies the Repository System that a warrant has been updated, and the Repository System distributes this information to other interested parties.  In the third scenario, the Issuing Entity notifies both the Owning Entity and Repository System simultaneously, and these entities distribute the information to other interested parties.
Note that all three of these processes support updates that require screening and/or approval as well as updates that do not require screening or approval.  In the former case, the process is initiated when an Issuing Entity receives a Warrant Update Message from an Approving Entity as depicted in the “Request Warrant Update” process.  The later scenario is triggered when an Owning Entity wishes to make a warrant update that does not require screening or approval. 
The process identifies the generic concept of a “Subscribing Entity.”  It was determined that when a warrant is updated, any number of entities may need to receive a notification.  Because there is considerable jurisdictional variation in the routing of such notifications, this model does not specify the lines of business that might receive a warrant notification.  As an example, an implementation may choose to send these notifications to involved parties (Requesting Entity, Screening Entity, etc.) based on the content of the warrant or the type of warrant update.  Other implementations may have no need for such notifications.
The following table summarizes the responsibilities of each role depicted on the process flow chart:
	Role
	Responsibilities
	Examples

	Requesting Entity
	· Receives the outcome of a previously submitted warrant update request from either a Screening Entity or an Approving Entity.
	· Law Enforcement

· Prosecution

· Corrections

· Probation

· Parole

	Issuing Entity
	· Issues the warrant update by distributing the updated warrant document to appropriate entities. 
	· Court

· Court Clerk

	Owning Entity
	· Receives issued warrant updates from an Issuing Entity.

· Maintains the warrant (submits updated information, locates warrant subject, etc.)
	· Law Enforcement

	Subscribing Entity
	· Receives notification that a warrant has been updated.
	· Law Enforcement

· Prosecution

· Corrections

· Probation

· Parole

· Court

· Court Clerk


3.2.1 Primary Flow

· An Issuing Entity (Court, Court Clerk) receives a Warrant Update Message from an Approving Entity (Court) indicating that a warrant is to be updated.

· The Issuing Entity generates and sends a Warrant Update Message to the Owning Entity (Law Enforcement) that is responsible for maintaining and servicing the warrant.

· The Owning Entity generates and sends a Warrant Update Message to the Repository System.  The Repository System processes this message and updates the warrant in the repository.

· If necessary, the Owning Entity generates and sends a Warrant Update Notification to any Subscribing Entities.  Which entities receive such notifications will depend on the type of warrant update and jurisdiction.

· If necessary, the Repository System submits the updated warrant information to NCIC.
3.2.2 Alternative Flow 1

· An Issuing Entity (Court, Court Clerk) receives a Warrant Update Message from an Approving Entity (Court) indicating that a new warrant is to be updated.

· The Issuing Entity generates and sends a Warrant Update Message to the Repository System.  The Repository System processes this message and updates the warrant in the repository.

· The Repository System generates and sends a Warrant Update Message to the Owning Entity (Law Enforcement) that is responsible for maintaining and servicing the warrant.

· If necessary, the Repository System generates and sends a Warrant Update Notification to any Subscribing Entities.  Which entities receive such notifications will depend on the type of warrant update and jurisdiction.

· If necessary, the Repository System submits the updated warrant information to NCIC.

3.2.3 Alternative Flow 2

· An Issuing Entity (Court, Court Clerk) receives a Warrant Update Message from an Approving Entity (Court) indicating that a warrant is to be updated.

· The Issuing Entity generates and sends a Warrant Update Message to the Owning Entity (Law Enforcement) that is responsible for maintaining and servicing the warrant as well as the Repository System.

· If necessary, the Owning Entity generates and sends a Warrant Update Notification to any Subscribing Entities.  Which entities receive such notifications will depend on the type of warrant update and jurisdiction.

· The Repository System processes the Warrant Update Message and updates the warrant in the repository.

· If necessary, the Repository System submits the updated warrant information to NCIC.

The following process flow diagrams depict the business process in more detail.

Note:  Click here for a larger view of the diagrams.
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Figure 2:  Issue Warrant Update—Primary Flow
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Figure 3:  Issue Warrant Update—Alternative Flow 1
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Figure 4:  Issue Warrant Update—Alternative Flow 2

Note:  The source files for the process flow diagrams are available under the behavior model folder of the service specification package.  The provided source files can be used for modifications of the diagrams if such modifications are required for implementation in a specific jurisdiction.

Note:  Provided as part of this service specification package is a document titled AWIE-WU Agency Role-Mapping Worksheet.  This worksheet is developed to assist implementers in determining what business entities within their jurisdictions are responsible for fulfilling each of the roles identified in the above business scenarios.

4. Service Interoperability Requirements
4.1 Service Assumptions

· All messages exchanged are stored in a log file for auditing purposes.

· All messages exchanged will require acknowledgement of receipt.

· The acknowledgement of receipt will contain only metadata about the message.  The metadata will consist of a time stamp and identifiers that uniquely identify the message.

· All messages exchanged will contain unique, immutable identifiers for each warrant that can be used for subsequent transactions.
4.2 Service Dependencies
No dependencies have been identified at this time.
4.3 Execution Context 
The service design will follow the GRA Execution Context Requirements.
4.4 Policies and Contracts
· Participating entities will use memoranda of understanding (MOUs), nondisclosure agreements (NDAs), service-level agreements (SLAs), or other types of agency agreements as appropriate to document applicable policy requirements.  In coordination with the technical implementation of a GRA Reference Service Specification Package, policy-level documents guide interaction between the agencies exchanging information.  Examples include service-level agreements (SLAs), access and identity management specifications, memoranda of understanding (MOUs), and many others.  While these documents are never specific to GRA implementations, some specific resources available below may be helpful in policy agreements.
 

· Because of the variety and complexity of the security and privacy rules associated with the messages exchanged as part of the warrants process and the significant differences from jurisdiction to jurisdiction, it is recommended that a comprehensive authorization and access control mechanism based on GFIPM be in place for the implementation of this service.

4.5 Security
· The service implementation must adhere to the rules of the CJIS Security Policies.
4.6 Privacy
· The MOUs between participating entities will further define specific privacy requirements.
· Because of the variety and complexity of the security and privacy rules associated with the messages exchanged as part of the warrants process and the significant differences from jurisdiction to jurisdiction, it is recommended that a comprehensive authorization and access control mechanism based on GFIPM be in place for the implementation of this service.  That would allow implementing the guidelines defined by the Global Privacy Technical Framework. 
5. Service Model
5.1 Information Model

5.1.1 Messages and Data Elements

The following messages and data elements were identified during the analysis process.  The data elements are presented below based on the type of message.
The AWIE Services leverage the Arrest Warrant IEPD published by the National Center for State Courts (NCSC).  This IEPD is used by the AWIE services to represent a warrant document (or a warrant request) within an AWIE message.  The NCSC IEPD provides mappings for the following information:
· Defendant Information

· Criminal/Offense Information (Probable Cause, Requested/Recommended Charge, Venue)

· Incident Information

· Victim Information

· Vehicle Information

· Witness Information

· Bail/Bond Information

· Optional Attachments (forensic report, signature, etc.)

· Notes

· Criminal History

· Requesting Entity

· Approving/Issuing Entity

· Service Information (date/time of service, location of service, custody status, etc.)

In the context of the AWIE messages described below, the term “Arrest Warrant” is used to refer to the complete NCSC IEPD including the data elements described above.
Warrant Update Request Message
· Arrest Warrant with new values for data elements to be updated (required)

· Requesting Agency (required)

· Screening Agency (optional)

Warrant Update Request Decision Message

· Warrant Update Request to which the decision pertains (required)

· Reviewing Entity (required)

· Decision* (“Approved” or “Denied”) (required)

· Decision Comment (optional)
*Note:  The Warrant Update Request Decision Message is used by both Approving Entities and Screening Entities (in implementations with intermediate screening) to communicate the results of their review.  Although the process flow diagrams depict the decision made by a Screening Entity as either “Authorize” or “Deny,” the same “Decision” enumeration listed above is used to communicate the result of the review, regardless of the entity performing the review.
Warrant Update Message

· Arrest Warrant with new values for data elements being updated (required)

Warrant Update Notification Message

· Subset of Warrant Update Message (in some cases, may be the same as Warrant Update Message)
Note:  Provided as part of this service specification package is a document titled AWIE-WU Information Model Worksheet.  This worksheet is developed to assist implementers in determining what elements of the AWIE IEPD are optional or required in a specific jurisdiction and implementation.

5.2 IEPD Reference

The National Center for State Courts (NCSC) Arrest Warrant IEPD is leveraged for the information model of this service.  The IEPD is extended to represent the messages listed above.  The resulting IEPD is the AWIE IEPD used by this service.
6. Behavior Model

6.1 Action Model

Included in this section are the actions of the service. 
	Action Name
	SubmitWarrantUpdateRequest

	Action Purpose

	This action will be implemented by Approving Entities to receive requests for warrant updates.  The action is used by Owning Entities to submit warrant update requests to Approving Entities.  In jurisdictions that require intermediate screening, this action also will be implemented by Screening Entities.  An acknowledgement of receipt or fault message will be sent in response to this message.

	Action Inputs
	Action Outputs

	Warrant Update Request Message
	Acknowledgement or Fault

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


	Action Name
	SubmitWarrantUpdateRequestDecision

	Action Purpose

	This action will be implemented by Owning Entities to receive the outcome (decision) of a previously submitted warrant update request.  The action will be used by Screening and Approving Entities to communicate the result of a warrant update request to the requestor.  An acknowledgement of receipt or fault message will be sent in response to this message.

	Action Inputs
	Action Outputs

	Warrant Update Request Decision Message
	Acknowledgement or Fault

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


	Action Name
	SubmitWarrantUpdate

	Action Purpose

	This action will be implemented by Issuing Entities, Owning Entities, and Repository Systems to receive the details of a warrant update upon approval and issuance.  The action will be used by Approving Entities, Issuing Entities, Owning Entities, and the Repository System to distribute warrant update information.  An acknowledgement of receipt or fault message will be sent in response to this message.

	Action Inputs
	Action Outputs

	Warrant Update Message
	Acknowledgement or Fault

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


	Action Name
	SubmitWarrantUpdateNotification

	Action Purpose

	This action will be implemented by Subscribing Entities to receive notification of warrant updates.  This action will be used by Owning Entities and Repository Systems to notify Subscribing Entities of warrant updates.  An acknowledgement of receipt or fault message will be sent in response to this message.

	Action Inputs
	Action Outputs

	Warrant Update Notification Message
	Acknowledgement or Fault

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


The action-role matrix provided below describes which actions will most likely be implemented by the different entities participating in the arrest warrant information exchange.
	
	Requesting Entity
	Screening Entity
	Approving Entity
	Issuing Entity
	Owning Entity
	Subscribing Entity
	Repository System

	SubmitWarrantUpdateRequest
	 
	 
	 
	 
	 
	 
	 

	SubmitWarrantUpdateRequestDecision
	
	
	
	
	
	
	

	SubmitWarrantUpdate
	
	
	
	
	
	
	

	SubmitWarrantUpdateNotification
	 
	 
	 
	 
	 
	 
	 


For convenience of implementation, the actions of the AWIE-WU service are grouped in service interfaces based on the above action-role matrix.  As a result, the service has the following interfaces:
· Requesting Entity Service Interface

· Screening Entity Service Interface

· Approving Entity Service Interface

· Issuing Entity Service Interface

· Owning Entity Service Interface

· Subscribing Entity Service Interface

· Repository System Service Interface

6.2 Process Model

This section contains diagrams providing additional information on how each of the business scenarios can be implemented by invoking the actions of the service.
Note:  Ctrl+Click can be used for a larger view of each diagram. 
Note:  The source files for the diagrams are also available under the behavior model folder of the service specification package.  The provided source files can be used for modifications of the diagrams if such modifications are required for implementation in a specific jurisdiction.

6.2.1 Request Warrant Update
Primary Flow
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Figure 5:  Request Warrant Update—Primary Flow BPMN Diagram

Figure 6:  Request Warrant Update—Primary Flow Use Case Diagram

Figure 7:  Request Warrant Update—Primary Flow Sequence Diagram
6.2.2 Issue Warrant Update

Primary Flow
[image: image8.jpg]Issuint Entity System

Repository System Owning Entity System

Subscribing Entty System

Action: SubmitWarrantUpdate

Warrant Updats Hessage

Action: SubmitWarrantUpdate

Senvice: Arrest Warrant
Information Exchange

Senvice: Arrest Warrant
Information Exchange

[Farrant Upaate Wessage

Hessage

Warrant Update essage

Information Exchange

Process Warrant,

Process Warrant
Update Request or

No O

Notify Othgr Entities?

Update Message

Senice: Arrest Warrant
Information Exchange

Process
Warrant Update
Notiication

Submit Update to NCIC?

—0O

[Farrant Upgate Notiication essage




Figure 8:  Issue Warrant Update—Primary Flow BPMN Diagram

Figure 9:  Issue Warrant Update—Primary Flow Use Case Diagram

Figure 10:  Issue Warrant Update—Primary Flow Sequence Diagram
Note:  The elements of the above diagrams, which are represented in gray, provide an alternative option for requesting entities to request a warrant update, which does not require a screening and/or approval process.

Alternative Flow 1
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Figure 11:  Issue Warrant Update—Alternative Flow 1 BPMN Diagram

Figure 12:  Issue Warrant Update—Alternative Flow 1 Use Case Diagram

Figure 13:  Issue Warrant Update—Alternative Flow 1 Sequence Diagram
Note:  The elements of the above diagrams, which are represented in gray, provide an alternative option for requesting entities to request a warrant update, which does not require a screening and/or approval process.
Alternative Flow 2
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Figure 14:  Issue Warrant Update—Alternative Flow 2 BPMN Diagram

Figure 15:  Issue Warrant Update—Alternative Flow 2 Use Case Diagram

Figure 16:  Issue Warrant Update—Alternative Flow 2 Sequence Diagram
Note:  The elements of the above diagrams, which are represented in gray, provide an alternative option for requesting entities to request a warrant update, which does not require a screening and/or approval process.
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Appendix B—Glossary
	AWIE
	Arrest Warrant Information Exchange

	CJIS
	Criminal Justice Information System

	GFIPM
	Global Federated Identity and Privilege Management

	MOU
	Memorandum of Understanding

	NCSC
	National Center of State Courts

	NCIC
	National Crime Information Center

	NDA
	Nondisclosure Agreement

	SBU
	Sensitive But Unclassified
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� The Arrest Warrant Information Exchange service is designed to automate the flow of information for the entire arrest warrant process.  As a result, the type of information exchanged varies widely from message to message and from jurisdiction to jurisdiction.  In some jurisdictions, warrants issued by the court are considered public.  Other documents exchanged as part of the process are considered sensitive and may be viewed only by individuals with specific credentials.  Consequently, a comprehensive authorization and access control mechanism based on the Global Federated Identity and Privilege Management (GFIPM) standard is recommended to be in place for the implementation of this service.


� http://it.ojp.gov/docdownloader.aspx?ddid=1172


� http://www.it.ojp.gov/docdownloader.aspx?ddid=1327





