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The collection of Global-recommended normative standards has been developed and assembled into
a unified package of composable, interoperable solutions that enable effective information exchange.
This collection is known as the Global Standards Package (GSP). GSP solutions are generally focused
on resolving technical interoperability challenges but also include associated guidelines and operating
documents to assist implementers. The GSP includes artifacts associated with many of the Global
product areas, including but not limited to:

o Global Reference Architecture (GRA): Offers guidance on the design, specification, and
implementation of services (and related infrastructure) as part of a justice Service-Oriented
Architecture (SOA).

o Global Service Specification Packages (SSPs): Reference services that are reusable nationwide in
order to save time and money and reduce complexity when implementing particular information
exchanges with external partners.

o Global Federated Identity and Privilege Management (GFIPM): Guidelines and standards for
establishing, implementing, and governing security, identity management, and access control
solutions to ensure that information can be accessed only securely and appropriately.

o Global Privacy Technology Framework: A framework for automating information access controls
based on privacy and related policies restricting the use or dissemination of such information.

For More Information

For more information on the GSP and the Global Standards Council (GSC)—the Global group
responsible for developing, maintaining, and sustaining the same—please visit
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1. Introduction
In the context of the Global Reference Architecture (GRA) and Service-Oriented Architecture (SOA) in general, a service is the means by which one partner gains access to one or more capabilities offered by another partner.  Capabilities generate real-world effects that can be as simple as sharing information or can involve performing a functional part of a complex process or changing the state of other related processes.  Justice and public safety organizations have numerous capabilities and a multitude of partner organizations, both inside and outside the traditional justice and public safety community.  There are significant benefits for these organizations to have access to each other's capabilities.  The justice and public safety world has nearly 100,000 agencies, each with its own governance, business needs, applications, hardware, and networks. Achieving interoperability among justice and public safety organizations and with external partner organizations requires alignment of business and technical requirements and capabilities.  In addition, it is critical to have a consistent way of specifying these requirements and capabilities and sharing them across organizational boundaries.  The GRA was developed to facilitate interoperability and to assist in meeting other key requirements in a justice and public safety information sharing environment.  In order to achieve this goal, there is a strong need to define a consistent approach to identifying and describing services and their interactions that can be implemented in many different technical environments, across multiple government lines of business, at all levels of government, and with other partner organizations. 

The GRA defines a service interface as “the means for interacting with a service.”  It includes the specific protocols, commands, and information exchange by which actions are initiated on the service.  A service interface is what a system designer or implementer (programmer) uses to design or build executable software that interacts with the service.  That is, the service interface represents the “how” of the interaction.  Since the service interface is the physical manifestation of the service, best practices call for service interfaces which can be described in an open-standard, referenceable format (that is, a format which could be automatically processed by a computer).

A Service Specification is a formal document describing the capabilities made available through the service; the service model that defines the semantics of the service by representing its behavioral model, information model, and interactions; the policies that constrain the use of the service; and the service interfaces that provide a means to interact with the service.  A Service Specification is analogous to the software documentation of an Application Programming Interface (API).  It provides stakeholders with an understanding of the structure of the service and the rules applicable for its implementation.  It gives the service consumers the information necessary for consuming a particular service, and service providers the information necessary for implementing the service in a consistent and interoperable way. 

The main components of a Service Specification are the Service Description, one or more Service Interface Descriptions, and the schemas and the samples required to implement and test the service. 

A Service Description contains information about all aspects of the service not directly tied to the physical implementation (in other words, the service interface).  A Service Interface Description is a description of the physical implementation—specifically, the service interface used in a specific implementation of the service.  Since a service can leverage multiple Service Interfaces, the Service Specification might contain more than one Service Interface Description.
This document is a Reference Service Description Document for the Charging Service (CS).
2. Service Overview
The Charging Service (CS) will assist justice agencies by supporting more efficient and effective sharing of charging information including bill of information and complaints, and indictments to appropriate agencies and individuals within the justice system.
We could significantly enhance efficiency by improving the electronic initiation of criminal cases through exchange of charging information.  Charging documents include bills of information/complaints and indictments.

2.1 Purpose

The Charging Service will support the submission of charging information from an initiating entity (e.g., law enforcement) to a receiving entity (e.g., court) or through an approving entity (e.g., prosecutor) to a receiving entity (e.g., court).
The submission of a charging document for approval is called a referral. 
Charges, whether referred or directly submitted, may be amended. 
The successful submission of a charging document may require notification.

2.2 Scope

The Charging Service will obtain charging information from a particular system (e.g., law enforcement) and send it to other criminal justice agencies as appropriate (e.g., courts, prosecutors) in an effort to increase the accuracy and timeliness of sharing the initial charging information.  The exchange will provide data such as charge date, charge(s), and agency/entity.
The Charging Service does not provide the capability to “manage” or query charges beyond the submission of amended charging information.  Any operations other than submitting charges or amended charges would need to be provided by other services or performed directly as part of the Court Management System user interface.  As an example, there is no Charging Service action to get a report of all charges in all cases associated with the defendant. 
The Charging Service does not address subsequent disposition of charges, e.g., nolle prosequi (a decision by the prosecutor not to prosecute the case), nor does it include the submission of any other charge related documents.  Specifically, the service does not address summons, subpoenas, or prosecutor arrest warrants. 
Charge diversion is outside the scope of the current service but can be accommodated by the service. 
Expedited processes, such as simple citations, that do not result in formal submission of charges (court) are also outside the scope of the service. 
While notifications such as victim or witness notifications are an important by-product of the charging process, notification mechanisms vary greatly and are outside the scope of the charging information exchange.  Subsequent references to notification are intended to provide an orientation as to where notification processes might be engaged if implemented.
The Charging Service could be modified to include other documents (e.g., Probable Cause Statement, An Oath and Affirmation, Complaint/Warrant, Complaint/Summons) for the submission of a more comprehensive charging profile required by some jurisdictions.

2.3 Capabilities
The following capabilities will be provided by the Charging Service:
· Submit/receive initial charges

· Submit/receive amended charges

2.4 Real-World Effects

The real-world effect of the Charging Service is the initial or amended submission of charges to a court.  While the specific nature of charges varies greatly, charging represents a specific and formal step in the criminal justice process. 
2.5 Summary

The Charging Service provides the mechanism to allow for the receipt of initial and amended charging information by the appropriate prosecutor case management system or a court case management system. 

2.6 Description

The Charging Service itself is relatively simple.  It provides the mechanism for the receipt of charging information by the appropriate prosecutor case management system and a court case management system.  In addition, it provides for the ability to receive amended or supplemental information related to a prior charging. 
The reference service also includes the concept of notifications.  However, the actual implementation of notifications is so unique to a particular solution that no mechanism is defined.  Many criminal justice communities are adopting “service bus” solutions that provide for rules-based notifications directly from the service bus.  More information can be obtained by requesting information from vendors offering enterprise service bus systems.

2.7 Security Classification

The highest level of security classification for the information exchanged by this service may be confidential.  In addition, charging information may have very specific handling and disclosure constraints.  For example, grand jury charges may be “sealed.”
2.8 Service Specification Package Version

This service specification is built based on version 1.0.0 of the Service Specification Package.

3. Business Scenarios

Because of the considerable disparity in justice system implementations, there are many other situations that might result in the exchange of charging information. 
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SEARCH, The National Consortium for Justice Information and Statistics, has created the Justice Information Exchange  Model (JIEM) and working with numerous practitioners over the years has created a comprehensive model of the justice process.  In particular, the Adult Felony Reference Model (http://search.org/files/pdf/AdultFelonyReferenceModel.pdf) provides excellent background information that details typical charging processes.  The JIEM tool is currently being augmented to produce Service Specification Package artifacts as a direct by-product of modeling information exchanges.
The OASIS Electronic Court Filing (ECF) specification may provide some additional insights into implementation approaches.  ECF provides a rich exchange model that includes querying cases and attorney-to-attorney exchanges.
The sequence of events in the criminal justice system is provided in the diagram below.
  This diagram depicts a typical sequence, but events and terminology can vary significantly in each jurisdiction.
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Figure 1:  Sequence of Events in the Criminal Justice System
3.1 Primary Flow 
The Charging Service would typically be consumed by a prosecutor system or directly by law enforcement systems. 
The following diagram depicts the process flow described above:
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Figure 1:  High-Level Flow Diagram—Charging Service

Typically, the charging information would be exchanged between a prosecutor case management system and the court case management system.
In other situations, charges may be submitted directly by law enforcement.  In that case, the charging information would likely be exchanged between a police Records Management System (RMS) and the Court Case Management System.
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Figure 2:  Flow Diagram—Charging Service

3.2 Alternate Flow

Because of the considerable disparity in justice system implementations, there are many other situations that might result in the exchange of charging information.  Some of the most common alternate flows are the direct submission of grand jury charges and the submission of charges in support of the detention/booking and bail functions associated with Jail Management Systems.  These alternative sources for charging submissions are collectively included as “others” in the flow diagram above.

4. Service Interoperability Requirements
The service interoperability requirements include the service interaction requirements, service assumptions, and service dependencies.  The foundational exchange/interaction standard is the Global Reference Architecture Reliable Secure Web Services Profile.
4.1 Service Interaction Requirements

The GRA was developed to facilitate interoperability and to assist in meeting other key requirements in an information sharing environment.  In order to achieve this goal, there is a strong need to define a consistent approach to identifying and describing services and their interactions that can be implemented in many different technical environments, across multiple government lines of business, at all levels of government and with other partner organizations. 

4.2 Service Assumptions

· Logging to a state repository will typically be required.
· Messages will always require an acknowledgement of receipt.
· Partners to the exchange have agreed-upon identifiers that are unique to the individual or organization being charged (see Section 5.1.2, Need for Reference Number).
· All exchanges will have a digital time stamp.
· There will be one sender and one receiver; any exchange can have a secondary receiver in the form of a notification.
· Warrant arrests, summonses, subpoenas, probable cause statements, etc. will require additional informational model content.
4.3 Service Dependencies

No dependencies have been identified at this time.
4.4 Execution Context 

The service design and implementation will follow the GRA Execution Context Guidelines.
  In particular, Section 3.4 regarding the use of intermediaries will be followed to ensure the loose coupling and separation of concerns for services.  The separation of integration (information flow) logic from the specifics of interacting with each partner system also tends to produce reusable services. 

4.5 Policies and Contracts

Participating entities will use memoranda of understanding (MOUs), nondisclosure agreements (NDAs), service-level agreements (SLAs), or other types of agency agreements as appropriate to document applicable policy requirements.  Policy document templates have been developed by Global and are available on the GRA Web site.
 

4.5.1 Security

In general, charging exchanges will occur between trusted systems over a secure government network.  However, increasing use of public networks justifies greater security precautions.  The GRA Service Interaction Profiles (SIPs) define the requirements and related implementation standards to support secure exchanges over public networks.

4.5.2 Privacy

The privacy associated with charging information varies greatly by jurisdiction and the nature of charges.  Some states support a “public records” perspective in which nearly all information is open and available.  Others are highly restrictive in disclosure.  Certain circumstances, such as juveniles or sealed grand jury indictments, require specific privacy guidelines to be implemented.  Likewise, certain types of charges, such as rape, might restrict disclosure of victim or even witness information.

4.6 Other Requirements
None.

4.7 Additional Information
None.

5. Service Model
The service model describes the inputs, outputs, actions, and behaviors of the service.  The subsequent sections describe the service model.

5.1 Information Model

The information model used for charging exchanges varies by jurisdiction.  Since this is a reference implementation, it is not possible to define precise information exchanges.  Several excellent information exchange package documentations (IEPDs) have been developed that could be used as a basis for the information model of a specific exchange.

5.1.1 IEPD Reference

Two types of related IEPDs have been developed:  National Reference IEPDs and integrated state IEPD suites.  The National Reference IEPDs have been developed based on consensus from a diverse group of experts and practitioners.  These tend to be comprehensive and less specific to any one implementation.  The national reference IEPDs for charging information exchange include the following:

· NCSC Charge Document
(http://www.ncsconline.org/d_tech/gjxdm/IEPD.asp#ChargeDocument)
· SEARCH Charging Document
(http://www.search.org/files/zip/ChargingDocPackage.zip#CourtFiling.xls) 
· IJIS Prosecutor Charging Document
(http://it.ojp.gov/default.aspx?area=implementationAssistance&page=1017&standard=446) 
The IJIS Charging IEPD is the most comprehensive and aligns best with the information model developed by the work group.  Therefore, reuse of the IJIS Charging IEPD forms the basis for the Charging Service IEPD. 
The criminal justice process is a continuum, so information exchanges need to rely on precursor information exchanges and, in turn, support subsequent processes.  As an example, if arrest information is not properly aligned with charging information, the charging process may not be able to be fully automated.  There has been no overt effort to align the national reference IEPDs, so any specific implementation will need to perform the alignment.
Conversely, integrated state IEPD suites tend to be very consistent throughout the entire criminal justice process and provide excellent end-to-end data mapping.  However, they are often unique to the state and sometimes even derived directly from specific paper processes and forms.  Examples of integrated state IEPD suites include the Texas Path to NIEM and the California Administrative Office of the Courts.
Most IEPDs, including the charging information exchanges, can be located at the IEPD Clearinghouse.
The main “objects” defined in the IJIS Charging IEPD are listed below:
	High-Level Objects

	Defendant/Alias
	Arrest

	Case
	Investigation

	Filing Charge (Prosecution to Court)
	Booking

	Referral (Law Enforcement to Prosecution/Court)
	Prosecutors Office

	Incident
	Court

	Filing Agency
	Custodial Agency

	Person/Case Associated Numeric Identifiers
	Victim 


5.1.2 Need for Reference Numbers

The specific information associated with charging information exchanges varies greatly.  In many situations, it may be preferable to provide associated information by reference rather than including all information directly in the charging exchange.  For example, it may be preferable to include an arrest report reference number rather than including the arrest report information in its entirety.  It is strongly recommended that an extensible “Associated Identifiers” component be added to the reference IEPD to allow for implementation of specific-related reference numbers (e.g., arrest, booking number, grand jury case number).  Below is a list of typical reference numbers:

· Case number identifiers (prosecutor number, court number)

· Arrest, booking, police report, filing numbers

· Originating agency charge identifier

· Fingerprint event tracking number
· Agency case number/identifier

· SSN, state ID

· License number
· Local person identifier

· Military ID

· Student ID

· Employment ID

· FBI number
· Corrections number
· Related case numbers
5.1.3 Referral

Referral (for Prosecution) and Charging Documents are closely related.  Implementers should carefully consider using the referral information exchange in conjunction with the charging information exchange.

5.1.4 Data Inputs 
The charging information submission will largely consist of a charging “document,” including associated identifiers as well as a number of attachments and/or objects such as probable cause statements, supporting affidavits, oaths and affirmations, etc.  An amended charging submission is expected to be nearly identical.  The high-level objects are listed in the table above.

5.1.5 Data Outputs

The response to an initial or amended charging submission would be an acknowledgement, typically represented as a new case number/identifier.

5.1.6 Provenance

The provenance of the data would be governed by statute and practice for the involved agencies.

5.2 Behavior Model
The behavior model components (the action model and the process model) are provided below.  The process model is presented as a UML activity diagram as well as a business process modeling notation diagram.

5.2.1 Action Model
Included in this section are the actions defined by the Charging Service.
	Action Name
	ReceiveInitialCharging

	Action Purpose

	Consumer systems invoke this action to submit charging information.

	Action Inputs
	Action Outputs

	ChargingDocument
	Acknowledgement or Fault Message

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


	Action Name
	ReceiveAmendedCharging

	Action Purpose

	Consumer systems invoke this action to submit amended charging information.

	Action Inputs
	Action Outputs

	AmendedChargingDocument
	Acknowledgement or Fault Message

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


5.2.2 Process Model

The process for charging submission (initial or amended) would typically be a simple information exchange.  A UML Sequence diagram is provided below. 
Faults or exceptions would be associated with application errors, such as invalid charging submission data, or system errors, such as network failure.
Order of operation must be maintained (i.e., when a failure occurs, hold in queue any additional transmissions on the same charging document to maintain data integrity).
Note:  Notifications are shown but are not within the scope of the service.
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Figure 3:  UML Sequence Diagram

The business process modeling notation (BPMN) diagram provided below further describes the behavior model of the service. 
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Figure 4:  BPMN Diagram
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