Service Specification
Fingerprint Identification Service
I. Service Name – Fingerprint Identification Service
II. Context – This service provides positive identification based on fingerprints of subjects for criminal justice, applicant, licensing and employment purposes.
III. Service Overview
This service provides a positive, biometrically based response (no record on file or an identification number issued by the responding agency) based on the submission of one or more fingerprint images.

This service specification is at the lowest level of granularity.  It is expected that the Fingerprint Identification Service would only be used as a component in a composite service.  For example, the Fingerprint Identification Service could be part of a composite service which provides criminal history record information.  The Fingerprint Identification Service would provide the positive identification, or no record response, and the composite service would use the response from the Fingerprint Identification Service to obtain a criminal history record. 
This service receives one or more fingerprint images, related transaction identification information to support relating the response to the inquiry in an asynchronous

 communications environment, information concerning the inquirer and may also contain additional subject information (e.g., name, sex, date of birth, etc) to assist the service provider in performing a search of its files.

This service provides either a no record response or a biometrically based identification number issued by the responding agency.  The biometrically based identification number may be newly issued based on the current submission.  
The service may also provide biometrically based identification numbers issued by other agencies (e.g., FBI, major police department, etc.) and may
 provide other identification information (e.g., name, sex, date of birth, height, weight, driver’s license
 number social security number, etc.) related to the biometrically based identification number based on prior submissions and inquiries. 
This service may be linked to other services which perform similar fingerprint based biometric searches and/or use the results of this service to search other fingerprint identification services. 

This service may be linked to other services using the biometric identification number to obtain biometrically based criminal history record information, active arrest warrants, sex offender registration information, and other registered offender information typically from the associated files of the responding agency.  The biometrically based identification number may also be retained and searchable in related local, regional, state and national biometric files and provide similar information.
IV. Business Scenarios @ Contextual View  Scenarios are examples….
Criminal justice agencies frequently need to determine or verify the identity of an individual.  Events such as an arrest, bond hearings custodial intake and transfer are typical instances where positive identification is required.  This service provides that positive identification.  Once the positive identification is obtained, these agencies need additional information to complete the larger process in which they are engaged.  For instance, in a bond hearing, a positive identification is required as well as the related criminal history record which is used as part of the bond setting.  In the custodial intake instance, the positive identification number is used to invoke another service which provides previous incarceration information which is used to set security classification.
Governmental agencies require positive identification for licensing  determinations.  The positive identification is used to invoke other services to provide warrant and criminal history information to be used in the determination.

Private individuals may have access to this service for the purpose of screening applicants for employment or volunteer positions.  They also may use the service to review information concerning themselves.  The fingerprint identification service response is used to invoke other services which provide active warrant, registered sex offender, and criminal history information.  
In providing the information the inquiring person/agency wants, there are two, not mutually exclusive options:

1. The person/agency uses the response from the Fingerprint Identification Service to perform additional service requests.

2. The Fingerprint Identification Service is part of a composite service built either by the inquiring person/agency to provide all the information they need or by the service provider to provide all of the information they have.

Use Cases
The following Use Case diagram illustrates the three scenarios described above.  All three are essentially the same.  Any differentiation in the response to these scenarios will be managed by the service profile.  The output of the service can be either directed to the requestor or used as an input to another service.  
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Process Model

The following Sequence Diagram illustrates the exchanges involved when invoking the Fingerprint Identification Service.  As a lower-level service, the Fingerprint Identification Service will likely be invoked by an intermediary service that lies between the requestor and this service.  This diagram also shows how subsequent services may be invoked based upon the output of this service.
Fingerprint Identification Service Request – Sequence Diagram
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V. Assumptions and Dependencies – May be Contextual
The Fingerprint Identification Service is at the lowest level of granularity.  It is expected that it would be used as a component of a composite service.  The composite service would provide the context for the response (e.g., criminal history information, registered traveler, etc.). 
It is expected that services such as audit and authentication will be handled by other separate services and be part of larger, composite services. 

VI. Information (Data) Model
The message requesting this service will contain four types of information:

1. One or more fingerprints to be used for biometric identification
2. Optionally, additional subject information to be used by the service provider in searching its files
3. Transaction information to support the asynchronous communications
4. Inquirer information to support auditing and redaction of response information.
b. Reference IEPD(s) – high level information model as well?  Yes.
c. How the IEPD relates via graphical model (perhaps optional?)
d. Enumerate IEPDs utilized and/or provide description of IEPD-type information
e. Reference GJXDM/NIEM in this section
f. Include:  Logical description of model, IEPD/reference, and caveat that states this doesn’t have to be GJXDM/NIEM compliance in certain situations (limitation?)

Resolution:
Include logical description of model
Include an IEPD(s) directly, or by reference
Data Structures

Fingerprint Identification Service Request - 
The Fingerprint Identification Service Request message consists of the data elements presented below.  The service requires a service profile, a request identification mechanism, and at least one fingerprint image.
Fingerprint Identification Service Request – Static Structure Diagram
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Fingerprint Identification Service Response - 
The response to this request is simply the fingerprint identifier associated with the print(s) submitted.  The identifier may already be on-file or may be created as a result of the fingerprint(s) submitted.
Fingerprint Identification Service Response – Static Structure Diagram
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VII. Service Interface (see pp 14, DNI)
Describes a message w/in a WSDL.  Perhaps with a UML diagram referencing IEPDs.

a. Describes interface (input and output) of the service (RE: Available via a specific SIP)
b. Describes the operations available on that interface
c. Describes any faults that may be thrown by an individual operation (w/in context of service, not infrastructure)
d. Defines the WSDL used by the interface
e. E.g., single print, 10-print, etc.
f. “Puts English around the WSDL” but also technically specific language to avoid ambiguity in development
i. Resolution:  WSDL inclusion (optional) – leads to reference implementation; 
NOTE:  After HL7 exercise, group into BEHAVIORAL and INFORMATIONAL models
VIII. Processing Rules (Matches “behavior model” in JRA)
Process that the service interacts with provider and consumer


a. Functional model (from HL7, section 5)
b. BPMN for this specific use case (sequence diagram)
IX. Implementation considerations
i. Ensure BPMN addresses business scenario(s)
b. High level description of service behavior
c. Describing a component service/model 

X. Fault Handling

The following fault conditions could exist: 

1. The service is not operational at the time of the inquiry

2. The inquiry does not contain all of the required data elements

3. The inquiry does not contain valid entries for a data element

4. The fingerprints are not of sufficient quality to perform the biometric search or verification.

b. How to handle error code (use DNI description)
XI. Profiles

The Fingerprint Identification Service has three sets of profiles which are not mutually exclusive.  

1. The Fingerprint Identification can specify the minimum and maximum number of fingerprints required.
2. The Fingerprint Identification Service can specify the particular fingerprints required (e.g., left index, right thumb, etc.)

3. The Fingerprint Identification Service can specify whether the fingerprint impressions must be rolled or flat impressions.

4. The Fingerprint Identification Service can specify the resolution of the fingerprint images (e.g., 500 ppi).
XII. Visibility (aligned with JRA) (DNI = Discovery and Publishing)
a. Taxonomy of where this goes in the registry
b. Metadata for the repository

c. Homework/task for SI Committee: Registry Taxonomy to fully specify a service (and put into a repository), assign Kael’s group to determine metadata answers for inclusion in our specification document

d. Resolution:  Use DNI 2 bullets, I.e.:
· Describes how to discover and publish the service from a Service Registry

· Specifies the available metadata for the service that will be published and searchable
XIII. Taxonomy Issues

a. Naming

b. Versioning (NOTE:  Adopt language from DNI, page 15, section 2.5.1) and

c. Lifecycle Management (NOTE:  Adopt language from DNI, page 16, section 2.5.2)

XIV. Considerations 
a. Security
b. Performance
c. Deployment
d. Enabling (previously non-functional? term?)
i. Security should be outside the service?

ii. Should be limited by who can access data

iii. Role and authentication v. data security

iv. Issues:  Policies, contracts, and constraints by other services

v. Who can get access, and how shipped/exchanges (rules)

vi. Describe unsolicited responses

vii. If an external message should/must be spawned, this needs to be noted in the specification (logical statement – in processing rules, notation)

viii. JRA security approach is now envisioned as system to system; user to user, or content of message is currently not in scope.  Issue of security of service.  

1. If we want to deal with user-to-user or content issues, we need to deal with it here in the service specification

ix. Service Interaction Requirements is where this currently occurs, except user-to-user and content issues

*  We should identify these things (security, performance, and deployment considerations) in this specification

x. Resolution: there are classes of services we haven’t tackled that must exist for us to accomplish what we want to do.  

xi. Agent in front, coupled with each service (Verizon/Iveta’s approach)

Resolution from SI group:  system to system level – this group argues that is undoable.  And What are security considerations 

xii. User authentication doesn’t belong in SIP
1. In service description?
Issue for resolution by the EAC:  JRA does not address user-specific issues.  How do we address user/system-level security concerns in our service specification, such as: an agency has policy that X info will only be provided to Y people; OR juvenile information will not be provided to certain people?
(Answers likely to emerge from SI Committee and Security Working Group)  
(DNI-categories of Security, performance, and deployment considerations are high-level discussions – not to be handled here) – identify class of Data-level Services and deal with this at a different level – Need Considerations Section
XV. Integration Patterns

Resolution:  reference appropriate SI profiles.

�Is the reference to asynchronous communications meaningful in a services environment?


�I put it in just to explain why the transaction information is important.


�Shoud this be optional or should it be required since it will be available?


�In some cases it would not be available, example, unknown deceased and, in some cases, the service may not require it.
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