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Foreword

The U.S. Department of Justice (DOJ) and the U.S. Department
of Homeland Security (DHS) collaborated in the development
of these fusion center guidelines. The intent of the partnership
is to provide a consistent, unified message and to provide a
comprehensive set of guidelines for developing and operating a
fusion center within a state or region.

Members of DOJ’s Global Justice Information Sharing Initiative
(Global) and DHS’s Homeland Security Advisory Council (HSAC)
supported this project, which involved numerous law enforcement
experts and practitioners from local, state, tribal, and federal
agencies, as well as representatives of public safety and private
sector entities across the country. Their collective knowledge,
insight, and willingness to participate resulted in an outstanding
product. Strong leadership for the project’s focus groups was
provided by Peter Modafferi, chair of the Law Enforcement
Intelligence Focus Group; John Cohen, chair of the Public Safety
Focus Group; and Kenneth Bouche, chair of the Private Sector
Focus Group.

This effort would not have been possible without the support
and guidance of key individuals. A special thank you is given to
the following individuals for their leadership and commitment to
this initiative: Regina B. Schofield, Assistant Attorney General,
Office of Justice Programs (OJP); Domingo S. Herraiz, Director,
Bureau of Justice Assistance (BJA), OJP; J. Patrick McCreary,
Associate Deputy Director of National Policy, BJA; Tim Beres,
Director, Preparedness Programs Division, Office for Domestic
Preparedness, DHS; Dave Brannegan, Program Manager, Office
of State and Local Government Coordination and Preparedness,
DHS; Daniel Ostergaard, Executive Director, HSAC, DHS;
Michael Miron, Jeff Gaynor, and Candace Stoltz, Directors,
Intelligence and Information Sharing Working Groups, HSAC;
DHS; and Mitt Romney, chairman, Intelligence and Information
Sharing Working Group, HSAC, DHS.

In developing-our.country’s response to the threat of terrorism, law enforcement, public safety, and private sector leaders have

recognized-the need‘to-improve the sharing of information and intelligence across agency borders. Every official involved

in information-and-intelligence sharing has a stake in this initiative. Leaders must move forward with a new paradigm on the
—exchange of information-and-intelligence, one that includes the integration of law enforcement, public safety, and the private

seeter—— T O

__Law enforcement,-public safety,.and private sector leaders are encouraged to embrace the guidelines in this report when
establishing-a fusion center-or-participating in one. Information and intelligence sharing among states and jurisdictions will

become seamless-and-efficient-when ea
to provide guidelines that help ensure fusion e
protects the privacy-and-civil fiberties of citizens.

Sl N

fusion center uses a common set of guidelines. It is the intent of this document
nters are established and operated effectively and efficiently in a manner that
‘he complete support of public safety leaders at all levels is critical to the
successful implementation-and operation of fusion centers=__
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The need to develop and share information and intelligence
across all levels of government has significantly changed over
the last few years. The long-standing information sharing
challenges among law enforcement agencies, public safety
agencies, and the private sector are slowly disappearing. Yet,
the need to identify, prevent, monitor, and respond to terrorist
and criminal activities remains a significant need for the law
enforcement, intelligence, public safety, and private sector
communities.

Through the support, expertise, and knowledge of leaders from
all entities involved, the fusion center concept can become

a reality. Each official has a stake in the development and
exchange of information and intelligence and should act as

an ambassador to support and further this initiative. It is the
responsibility of leadership to implement and adhere to the
Fusion Center Guidelines.

In their January 2005 survey, the National
Governors Association Center for Best
Practices revealed that states ranked the
development of state intelligence fusion
centers as one of their highest priorities.

The development and exchange of intelligence is not easy.
Sharing this data requires not only strong leadership, it also
requires the commitment, dedication, and trust of a diverse group
of men and women who believe in the power of collaboration.

How can law enforcement, public safety, and private

entities embrace a collaborative process to improve
intelligence sharing and, ultimately, increase the ability

to detect, prevent, and solve crimes while safeguarding

our homeland? Recently, an initiative has emerged that
incorporates the various elements of an ideal information and
intelligence sharing project: fusion centers (or “center”). This
initiative offers guidelines and tools to assist in the establishment

and operation of centers. The guidelines are a milestone in
achieving a unified force among all levels of law enforcement
agencies; public safety agencies, such as fire, health, and
transportation; and the private sector. Fusion centers bring all
the relevant partners together to maximize the ability to prevent
and respond to terrorism and criminal acts. By embracing this
concept, these entities will be able to effectively and efficiently
safeguard our homeland and maximize anticrime efforts.

What Is the Fusion Center
Guidelines Initiative?

In 2004 and 2005, many states began creating fusion centers
with various local, state, and federal funds. At the time,

no standards or guidelines were in existence to assist with
interoperability and communication issues with other centers

at the state, regional, and federal levels. As a result, centers
designed to share information were actually silos of information,
incapable of information exchange. In response, the U.S.
Department of Justice (DOJ), at the request of its Global Justice
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Information Sharing Initiative’s (Global) Criminal Intelligence
Coordinating Council (CICC), formed the Law Enforcement
Intelligence Fusion Center Focus Group (FCFG).!

Concurrently, the U.S. Department of Homeland Security’s

(DHS) Homeland Security Advisory Council (HSAC or Council)
Intelligence and Information Sharing Working Group was focusing
on prevention and information sharing by developing guidelines
for local and state agencies in relation to the collection, analysis,
and dissemination of terrorism-related intelligence (i.e., the fusion
process). The recommendations resulting from DOJ’s initiative
and HSAC's efforts laid the foundation for the expansion of the
Fusion Center Guidelines to integrate the public safety and
private sector entities.

Subsequent to publishing Version 1 of the Fusion Center
Guidelines and the HSAC's Intelligence and Information Sharing
Initiative: Homeland Security Intelligence and Information Fusion
report, DOJ and HSAC established two additional focus groups—
the Public Safety FCFG and the Private Sector FCFG—in an
effort to develop a comprehensive set of guidelines for fusion
centers. Participants in the three focus groups? included experts
and practitioners from local, state, and federal law enforcement
agencies; public safety agencies; and the private sector as well
as representatives from currently operating fusion centers.® In
addition, representatives from national law enforcement, public
safety, and private sector organizations participated in the focus
groups.

These guidelines should be used to ensure that fusion centers
are established and operated consistently, resulting in enhanced
coordination efforts, strengthened partnerships, and improved
crime-fighting and antiterrorism capabilities. The guidelines

and related materials will provide assistance to centers as they
prioritize and address threats posed in their specific jurisdictions
for all crime types, including terrorism. In addition, the guidelines
will help administrators develop policies, manage resources, and
evaluate services associated with the jurisdiction’s fusion center.

The guidelines should be used for homeland security, as well
as all crimes and hazards. The full report contains an in-depth
explanation of the guidelines and their key elements. Also
included in the report are additional resources, model policies,
and tools for guideline implementation.

What Is the Fusion Process?

The concept of fusion has emerged as the fundamental
process to facilitate the sharing of homeland security-related
and crime-related information and intelligence. For purposes
of this initiative, fusion refers to the overarching process of
managing the flow of information and intelligence across all
levels and sectors of government and private industry. It
goes beyond establishing an information/intelligence center or
creating a computer network. The fusion process supports the
implementation of risk-based, information-driven prevention,

1 Previously named the Fusion Center Intelligence Standards Focus
Group.

2 Acomplete listing of participants from each of the focus groups can
be found in Appendix A.

3 Information on currently operating fusion and intelligence centers can
be accessed via the National Criminal Intelligence Resource Center at

WWW.NCirc.gov.

response, and consequence management programs. At the
same time, it supports efforts to address immediate or emerging
threat-related circumstances and events.

Data fusion involves the exchange of information from different
sources—including law enforcement, public safety, and the
private sector—and, with analysis, can result in meaningful and
actionable intelligence and information. The fusion process
turns this information and intelligence into actionable knowledge.
Fusion also allows for relentless reevaluation of existing data

in context with new data in order to provide constant updates.
The public safety and private sector components are integral

in the fusion process because they provide fusion centers with
crime-related information, including risk and threat assessments,
and subject-matter experts who can aid in threat identification.

Fusion: Turning Information and Intelligence
Into Actionable Knowledge

Because of the privacy concerns that attach to personally
identifiable information, it is not the intent of fusion centers to
combine federal databases containing personally identifiable
information with state, local, and tribal databases into one
system or warehouse. Rather, when a threat, criminal predicate,
or public safety need is identified, fusion centers will allow
information from all sources to be readily gathered, analyzed, and
exchanged, based upon the predicate, by providing access to a
variety of disparate databases that are maintained and controlled
by appropriate local, state, tribal, and federal representatives at
the fusion center. The product of this exchange will be stored by
the entity taking action in accordance with any applicable fusion
center and/or department policy, including state and federal
privacy laws and requirements.

What Is a Fusion Center?

A fusion center is an effective and efficient mechanism to
exchange information and intelligence, maximize resources,
streamline operations, and improve the ability to fight crime
and terrorism by analyzing data from a variety of sources.

In addition, fusion centers are a conduit for implementing
portions of the National Criminal Intelligence Sharing Plan
(hereafter, NCISP or Plan).* The NCISP is the blueprint for
law enforcement administrators to follow when enhancing or
building an intelligence function. The Plan contains over 25
recommendations that were vetted by law enforcement officials
and experts from local, state, tribal, and federal agencies. It
embraces intelligence-led policing, community policing, and
collaboration and serves as the foundation for the Fusion Center
Guidelines.

A fusion center is defined as a “collaborative effort of two or more
agencies that provide resources, expertise, and information

to the center with the goal of maximizing their ability to detect,
prevent, investigate, and respond to criminal and terrorist
activity.” Among the primary focuses of fusion centers are the

4 The National Criminal Intelligence Sharing Plan is available at
WWW.it.0jp.QoV.
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intelligence and fusion processes, through which information is
collected, integrated, evaluated, analyzed, and disseminated.
Nontraditional collectors of intelligence, such as public safety
entities and private sector organizations, possess important
information (e.g., risk assessments and suspicious activity
reports) that can be “fused” with law enforcement data to
provide meaningful information and intelligence about threats
and criminal activity. It is recommended that the fusion of public
safety and private sector information with law enforcement data
be virtual through networking and utilizing a search function.
Examples of the types of information incorporated into these
processes are threat assessments and information related to
public safety, law enforcement, public health, social services,
and public works. Federal data that contains personally
identifiable information should not be combined with this data

Although each fusion center will have unique
characteristics, it is important for centers

to operate under a consistent framework—
similar to the construction of a group of
buildings where each structure is unique,

yet a consistent set of building codes and
regualtions are adhered to regardless of the
size or shape of the building.

until a threat, criminal predicate, or public safety need has been
identified. These processes support efforts to anticipate, identify,
prevent, monitor, and respond to criminal activity. Federal law
enforcement agencies that are participating in fusion centers
should ensure that they comply with all applicable privacy laws
when contemplating the wholesale sharing of information with
nontraditional law enforcement entities.

Ideally, the fusion center involves every level and discipline of
government, private sector entities, and the public—though

the level of involvement of some of these participants will vary
based on specific circumstances. The fusion process should be
organized and coordinated, at a minimum, on a statewide level,

and each state should establish and maintain a center to facilitate

the fusion process. Though the foundation of fusion centers is
the law enforcement intelligence component, center leadership
should evaluate their respective jurisdictions to determine what
public safety and private sector entities should participate in the
fusion center. To aid in this assessment, functional categories
have been developed, in which similar entities are grouped.
These categories are not comprehensive but represent a starting
point for fusion center leadership to begin assessing what
agencies and organizations should be involved in the center’s
operations.

The functional categories include:

e Agriculture, Food, Water, and the Environment
e Banking and Finance
e Chemical Industry and Hazardous Materials

e Criminal Justice

e Education

e Emergency Services (non-law enforcement)
e Energy

e Government

e Health and Public Health Services

e Hospitality and Lodging

¢ Information and Telecommunications

e Military Facilities and Defense Industrial Base
e Postal and Shipping

e Private Security

e Public Works

e Real Estate

e Retail

e Social Services

e Transportation

The Fusion Center Guidelines report contains an appendix
describing the functional categories and provides examples of
the types of information that the entities can provide to fusion
centers.
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Why Should Fusion Centers Be
Established?

The ultimate goal is to provide a mechanism through which
government, law enforcement, public safety, and the private
sector can come together with a common purpose and improve
the ability to safeguard our homeland and prevent criminal
activity. It is critical for government to accomplish more with
less. Fusion centers embody the core of collaboration, and as
demands increase and resources decrease, fusion centers will
become an effective tool to maximize available resources and
build trusted relationships. It is recommended that fusion centers
adhere to these guidelines and integrate the key elements

of each guideline to the fullest extent, in order to enhance
information and intelligence sharing.
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Summary of Guidelines and Key
Elements’

Adhere to the tenets contained in the National
Criminal Intelligence Sharing Plan (NCISP) and
other sector-specific information sharing plans,
and perform all steps of the intelligence and fusion
processes.

v" Consult the tenets of the NCISP, and use model standards

and policies as a blueprint for establishing or enhancing
the intelligence function within the center.

v" Consult the Homeland Security Advisory Council's
(HSAC) Intelligence and Information Sharing Initiative:
Homeland Security Intelligence and Information Fusion
report when incorporating the fusion process in the center.

Collaboratively develop and embrace a mission
statement, and identify goals for the fusion center.

v" Develop the center’s mission statement and goals
collaboratively with participating entities.

v" Identify customer needs, define tasks, and prioritize
functions.

v Ensure the mission statement is clear and concise and
conveys the purpose, priority, and role of the center.

v" Include the name and type of the center, what the
center does, and whom the center serves in the mission
statement.

Create a representative governance structure that
includes law enforcement, public safety, and the
private sector.

v" Ensure all participating agencies have a voice in the

Create a collaborative environment for the sharing
of intelligence and information among local, state,
tribal, and federal law enforcement agencies,
public safety agencies, and the private sector.

v" Maintain a diverse membership to include representatives
from local, state, tribal, and federal law enforcement,
public safety, and the private sector.

v" Conduct regular meetings with center personnel, and
participate in networking groups and organizations.

v" Educate and liase with elected officials and community
leadership to promote awareness of center operations.

Utilize Memoranda of Understanding (MOUs), Non-
Disclosure Agreements (NDAS), or other types of
agency agreements, as appropriate.

v" Educate and consult legal advisors early in the fusion
center development process.

v" Utilize an NDA for fusion center personnel and
participants to aid in the security of proprietary
information.

v" Ensure awareness of local, state, and federal public
records laws as they relate to NDAs, including the
Freedom of Information Act (FOIA).

v Use an MOU as the foundation for a collaborative
initiative, founded on trust, with the intent to share and
exchange information.

v" At a minimum, consider including the following elements
in fusion center MOUs:

: ) ! o Involved parties
establishment and operation of the fusion center. o Mission
v Ensure participating entities are adequately represented o Governance
within the governance structure. o Authority
v Compose the governing body with officials who have o Security _
authority to commit resources and make decisions. o Assignment of personnel (removal/rotation)
o Funding/costs
o Civil liability/indemnification issues
o Policies and procedures
o Privacy
5 Electronic versions of the documents, products, and reports o Terms

referenced in the following guidelines can be found at www.it.ojp.gov.
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Integrity control

Dispute resolution process

Points of contact

Effective date/duration/modification/termination
Services

Deconfliction procedure

Code of conduct for contractors

Special conditions

Protocols for communication and information exchange

0O OO OO0 OO0 0o

Leverage the databases, systems, and networks
available via participating entities to maximize
information sharing.

v" Obtain access to an array of databases and systems. At
a minimum, consider obtaining access to driver’s license
information, motor vehicle registration data, location
information, law enforcement and criminal justice systems
or networks, and correctional data.

v Become a member of a regional or state secure
law enforcement network, such as the Regional
Information Sharing Systems® (RISS)/Federal Bureau
of Investigation’s (FBI) Law Enforcement Online (LEO)
system, the U.S. Department of Homeland Security’s
(DHS) Homeland Security Information Network (HSIN),
or the FBI's Law Enforcement Regional Data Exchange
(R-DEXx) and National Data Exchange (N-DEX).

Create an environment in which participants
seamlessly communicate by leveraging existing
systems and those currently under development,
and allow for future connectivity to other local,
state, tribal, and federal systems. Use the

U.S. Department of Justice’s (DOJ) Global Justice

Extensible Markup Language (XML) Data Model

and the National Information Exchange Model

(NIEM) standards for future database and network

development, and consider utilizing the Justice

Information Exchange Model (JIEM) for enterprise

development.

v" Establish formal communications protocols, and ensure
effective and efficient information exchange.

v" Develop and implement a communications plan, and
ensure secure and redundant communications.

v Ensure communications and systems access policies,
including consequences for noncompliance.

v" Consider utilizing the Organization for the Advancement
of Structured Information Standards (OASIS)-ratified
Common Alerting Protocol (CAP) to enable the exchange
of emergency alert and public warning information over
data networks and computer-controlled warning systems.

Develop, publish, and adhere to a privacy and civil
liberties policy.

v" Develop, display, adhere to, and train personnel on the
center’s privacy policy.

v" Consult the Fair Information Practices when developing a
privacy policy.
v" Ensure all other policies and internal controls are

9.

10.

11.

v

consistent with the center’s privacy policy.

Establish a process for tracking and handling privacy
complaints or concerns.

Develop rules on the use of privately held data systems
information.

Adhere to applicable state and federal constitutional and
statutory privacy and civil liberties provisions.

Specify that public safety and private sector databases
should not be combined with any federal databases that
contain personally identifiable information.

Fusion center participants should comply with all local,
state, tribal, and federal privacy laws, when applicable.

Ensure appropriate security measures are in place
for the facility, data, and personnel.

v

v

v

AN

Develop, publish, and adhere to a security plan, and
ensure proper safeguards are in place.

Ensure security plans are marked, handled, and controlled
as sensitive but unclassified (SBU) information.

Obtain appropriate security clearances for personnel
within the center and key decision makers who need
access.

Conduct background checks on personnel.
Train personnel on the center’s security protocols.

Consult Global’'s Applying Security Practices to Justice
Information Sharing document and resource materials
when developing a security plan.

Consult the Homeland Security Information Act of 2002:
Critical Infrastructure Information Act when collecting and
storing critical infrastructure-related information.

Consult private industry security personnel when
obtaining and storing industry-specific information (e.g.,
building security plans).

Ensure state laws allow for the security and confidentiality
of public and private sector data.

Integrate technology, systems, and people.

v

v

v

Colocate personnel and/or utilize virtual integration to
bring technology, systems, and people together.

Base the selection of a site on the functional needs of the
center.

Plan, identify, design, train, implement, and adhere to a
physical security plan and a contingency plan.

Achieve a diversified representation of personnel
based on the needs and functions of the center.

v

v

v

v

Maintain a 24-hour-a-day/7-day-a-week operation when
feasible.

Require a minimum term commitment for full-time center
personnel.

Identify subject-matter experts from the private sector for
utilization when industry-specific threats or crimes are
identified (e.g., cyber threats).

Adhere to the Law Enforcement Analytic Standards
booklet and other relevant analytic publications available
through the International Association of Law Enforcement
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12.

13.

14.

15.

Intelligence Analysts (IALEIA) when hiring personnel to
perform the analytic function.

Ensure personnel are properly trained.

v" Adhere to the training objectives outlined in the National
Criminal Intelligence Sharing Plan.

v" Ensure center personnel meet the minimum training
standards outlined in the report Minimum Criminal
Intelligence Training Standards for United States Law
Enforcement and Other Criminal Justice Agencies.

v" Ensure center personnel receive training on facility and
information security, operations, policies, and procedures.

v" Include cross-educational training regarding the fusion
centers and the applicable functional categories, including
the types of information that entities can provide to
the fusion center and what the center does with the
information, once received.

Provide a multitiered awareness and educational
program to implement intelligence-led policing and
the development and sharing of information.

v" Ensure appropriate noncenter personnel involved in the
intelligence process are aware of the center’s functions,
including policymakers, agency heads, and private sector
executives.

v" Develop and disseminate outreach and educational
materials to officers, analysts, policymakers, and others.

Offer a variety of intelligence services and
products to customers.

v" Produce strategic and tactical products to support the
mission and priorities of the center.

v" Consult the Law Enforcement Analytic Standards booklet
to ensure development of professional quality analytic
products.

v" Ensure that feedback from participating agencies and
organizations occurs when products are created and
distributed.

Develop, publish, and adhere to a policies and
procedures manual.

v" Use a standardized format to allow for easy reading, filing,
retrieving, and correcting.

v" Implement an annual review of center directives, and
purge or revise outdated policies and procedures.

v" Ensure that personnel have access to the latest policies
and procedures manual.

17.

18.

make decisions and allocate resources.

v" Utilize performance measures to track progress and
ensure accountability.

v" Inform center personnel of performance and progress on
a regular basis.

Establish and maintain the center based on

funding availability and sustainability.

v Identify center needs and available funding sources, to
include local, state, tribal, federal, and nongovernmental
sources.

v" Establish an operational budget and adhere to reporting
requirements.

Develop and implement a communications
plan among fusion center personnel; all law
enforcement, public safety, and private sector
agencies and entities involved; and the general
public.

v" Determine primary and secondary modes of
communication between the fusion center and
participating entities.

v" Incorporate regular testing of the plan to ensure its
functionality.

v" Include a mechanism to alert fusion center participants of
new information and intelligence.

A companion CD has
been developed in
conjunction with
the Fusion Center
Guidelines report. This
CD contains sample

policies, checklists, resource documents, and links

to Web sites that are referenced throughout the
report. For copies of the resource CD, contact
DOJ’s Global at (850) 385-0600. The fusion
center resources are also available at DOJ’s
Global Web site, www.it.ojp.gov/fusioncenter,
DHS’s Web site, and the Homeland Security
Information Network (HSIN).

16. Define expectations, measure performance, and
determine effectiveness.
v" Design performance measures based on the center’s core
mission, goals, and objectives.

v" Ensure performance measures are valid, reliable,
measurable, and quantifiable.

v" Develop an evaluation process to gauge the adequacy,
appropriateness, and success of center services.

v" Use performance measures and an evaluation process to
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Introduction—

Fusion Concept and Functions

As criminal and terrorist activity threatens the safety of our
nation’s citizens and visitors, the ability to quickly exchange
relevant information and intelligence becomes increasingly
critical. Over the last few years, significant progress has been
made in breaking down barriers and improving information
exchange. Policymakers and leaders have recognized the
importance of creating an environment where intelligence can be
securely shared among law enforcement, public safety agencies,
and the private sector. Although strides have been made,

there is still much work ahead. There is still an urgent need to
rigorously refine and accommodate our rapidly changing world.

Many obstacles have been encountered that have impacted

the ability to share intelligence, such as the lack of trusted
partnerships; disparate, incompatible, and antiquated
communications, computer systems, and software; the need to
query multiple databases or systems; the lack of communication;
the lack of standards and policies; and legal and cultural issues.

These barriers have proven to be difficult hurdles. Yet, there
are steps that can be taken to overcome these issues and
create a proactive environment for the successful exchange of
intelligence.

Fusion Center Guidelines

Development

Through the U.S. Department of Justice (DOJ), members

of its Global Justice Information Sharing Initiative (Global)

have developed recommended guidelines to enhance justice
information sharing.® Examples include the National Criminal
Intelligence Sharing Plan (NCISP or Plan), the Privacy and
Information Quality Policy Development for the Justice Decision
Maker, the Applying Security Practices to Justice Information
Sharing, and the Global Justice Extensible Markup Language
(XML) Data Model (Global JXDM). DOJ’s Global represents
over 30 law enforcement organizations throughout the country,
at all levels of government. Global promotes standards-based
electronic information exchange to provide the justice community
with timely, accurate, complete, and accessible information in a
secure and trusted environment.

6 For more information regarding Global, visit www.it.ojp.gov.

Information systems contribute to every aspect
of homeland security.” Although American
information technology is the most advanced
in the'world, our country’s information systems
have not adequately supported the homeland
security mission. Databases used for federal
law enforcement, immigration, intelligence,
public health, surveillance, and emergency
management have not been connected in

a way that allows us to comprehend where
information gaps and redundancies exist.

We must link-the vast amounts of knowledge
residing within-each government agency while
ensuring adequate privacy.

The National Strategy for Homeland Security
July 2002

Through the Global Intelligence Working Group (GIWG)—one
of Global's four issue-focused working groups—intelligence
issues, concerns, and obstacles have been addressed. Global's
Criminal Intelligence Coordinating Council (CICC)” supported
the development of the Law Enforcement Intelligence Fusion
Center Focus Group (FCFG) to initiate Phase 1 of the fusion
center guidelines development. This group was tasked with
recommending guidelines specifically for the law enforcement

7  The CICC was established in response to recommendations
contained in the NCISP. The CICC is composed of local, state, and

federal entities and advises the U.S. Attorney General on matters relating

to criminal intelligence.
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intelligence component of fusion centers. The focus group was
also tasked with recommending related model policies and
procedures to support this initiative. Group members recognized
the need and importance of integrating all public safety and
private partners.

Concurrently, a parallel effort was under way by the Homeland
Security Advisory Council (HSAC) Intelligence and Information
Sharing Working Group to develop intelligence and information
sharing guidelines, based on specific presidential directives, for
local, state, and federal agencies creating fusion centers.® These
directives provide guidance to local and state entities regarding
prevention and response to criminal and terrorist activities.®

The recommendations and findings resulting from HSAC’s
Intelligence and Information Sharing Working Group efforts
support the expansion of the Fusion Center Guidelines to public
safety and private sector entities.

Subsequent to the efforts of the Law Enforcement Intelligence
FCFG and HSAC, the Public Safety FCFG was created for

the purpose of integrating the public safety component into

the Fusion Center Guidelines. Members of the focus group
concentrated on the need for information and intelligence sharing
between law enforcement and public safety communities.

This group endorsed the guidelines developed by the Law
Enforcement Intelligence FCFG and offered suggestions and
recommendations to successfully incorporate public safety
entities into fusion centers.

The last phase established the Private Sector FCFG, whose
mission was to integrate the private sector into the guidelines.
With 85 percent of critical infrastructure owned by private entities,
their involvement in fusion centers is essential to having a
comprehensive all-hazards, all-crimes fusion center. Key points
addressed included collaboration between the fusion center and
mission-critical private sector entities, as well as identification of
private sector capabilities and information needs. In addition,
the need for a two-way educational process between the private
sector and fusion centers was identified. The purpose of this
educational process is to develop an understanding of how
each entity operates and how each can enhance operations and
functionality with the other.

All levels of government, the private sector, and nongovernmental
organizations must work together to prepare for, prevent, respond
to, and recover from terrorist and criminal events. Through

8 More information on HSAC can be accessed at www.dhs.gov/hsac.
9 Homeland Security Presidential Directive 8 (HSPD-8) was issued
with the purpose of establishing policies to strengthen the preparedness
of the United States to prevent and respond to threatened or actual
domestic terrorist attacks, major disasters, and other emergencies. This
is done by requiring a national domestic all-hazards preparedness goal,
establishing mechanisms for improved delivery of federal preparedness
assistance to state and local governments, and outlining actions to
strengthen preparedness capabilities of federal, state, and local entities.
HSPD-5 addresses the management of domestic incidents and identifies
steps for improved coordination in response to incidents. It requires the
U.S. Department of Homeland Security to coordinate with other federal
departments and local, state, and tribal governments to establish a
National Response Plan (NRP) and a National Incident Management
System (NIMS). Each of these items plays a role in the establishment
of fusion centers and lays a foundation for enhanced information and
intelligence sharing among all levels of law enforcement, public safety,
and the private sector. For more information regarding HSPD-8, HSPD-5,

NRP, and NIMS, visit www.0jp.usdoj.gov/odp/assessments/hspd8.htm.

the hard work, dedication, and commitment of the individuals
participating in these efforts, the appropriate guidelines, tools,
and information will be available to all entities involved. In
addition, a collaborative environment will result in a consistent,
unified approach to prevention and response.

The ultimate goal is to provide a mechanism where law
enforcement, public safety, and private sector partners can come
together with a common purpose and improve the ability to
safeguard our homeland and prevent criminal activity. The fusion
center is this mechanism; it is key to ensuring the flow of threat-
and crime-related information between local, state, regional,

and federal partners. The guidelines contained in the report
represent the key components and issues to consider when
establishing fusion centers.

The Fusion Concept

Law enforcement has always been aware of the key role that
information and intelligence play in prevention and response.
Although it is impossible to protect every potential target from
every conceivable method of attack, a number of strategies can
be implemented to maximize this ability. In addition, further
refinement in the intelligence and information sharing arena

will maximize the ability to respond quickly and efficiently if an
incident occurs.

Effective terrorism-related intelligence information and crime
prevention, protection, preparedness, and response depend

on timely and accurate information about the terrorists, their
operations, their support mechanisms and structure, their targets,
and their attack methods. This information should serve as a
guide for efforts to rapidly identify both immediate and long-

term threats; identify persons involved in terrorism-related and
criminal activities; and guide the implementation of information-
driven and risk-based prevention, response, and consequence-
management.

Since September 11, both response and prevention are critical to
an overall strategy to secure our homeland and decrease criminal
activities. September 11 also confirmed how critical local, state,
tribal, and federal law enforcement agencies and public safety
and private sector entities are in collecting important information
and intelligence that ultimately impacts the nation’s overall ability
to prevent terrorism-related and criminal activities. In responding
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to September 11 and subsequent incidents (e.g., the anthrax
issue), it became apparent how important it is to incorporate
nontraditional collectors of data (e.g., fire and health entities)
into prevention efforts. Data fusion represents an important part
of a mechanism that can dramatically improve information and
intelligence sharing between all components and collectors of
information.

As a result of the need to exchange diverse data from various
sources, fusion emerged as the fundamental process to facilitate
the sharing of homeland security- and crime-related intelligence.
On the surface, it would appear that defining fusion is difficult.
Although the concept is new to many law enforcement, public
safety, and private sector communities, fusion is not new to
many other industries and the military. In fact, fusion has been
discussed and used in transportation and aviation; satellite
imaging; meteorology and weather forecasting; sensory imaging;
and military and defense activities for years.

Fusion refers to managing the flow of information and intelligence
across levels and sectors of government and private industry.*°
It goes beyond establishing an intelligence center or creating

a computer network. Fusion supports the implementation

of risk-based, information-driven prevention, response, and
consequence management programs. At the same time, it
supports efforts to address immediate or emerging threat-
related circumstances and events. Data fusion involves the
exchange of information from different sources, including law
enforcement, public safety, and the private sector.? When
combined with appropriate analyses, it can result in meaningful
and actionable intelligence and information. The fusion process
turns information and intelligence into knowledge. The primary
emphasis of fusion is to identify emerging terrorism-related
threats and risks as well as to support ongoing efforts to address
criminal activities. The fusion process will:

e Allow local and state entities to better forecast and identify
emerging crime and public health trends.

e Support multidisciplinary, proactive, risk-based, and
community-focused problem solving.

e Provide a continuous flow of intelligence to officials to assist
in developing a depiction of evolving threats.

e |mprove the delivery of emergency and nonemergency
services.

To illustrate the fusion process within a conceptualized fusion
center concept, Figure 1 depicts a distributed capability,
populated by multiple and diverse information sources. Users
access the data via a common interface, extracting, analyzing,
and disseminating information based on need and current
demands. Although it is anticipated that fusion and fusion
centers will primarily be used for preventive and proactive

10 Terms and definitions mentioned in this document, including “fusion,”
are specific to the fusion center initiative. Varying definitions of the same
term may be utilized within the law enforcement intelligence, public
safety, and private sector fields, and participants in the fusion center
initiative should ensure that term definitions do not deconflict. Definitions
of terms specified in this document can be found in Appendix F.

11 The fusion of public safety and private sector information with any
federal database containing personally identifiable information should

be virtual through networking and utilizing a search function. Federal
agencies participating in the fusion center should adhere to applicable
federal laws and regulations.

Figure 1 — Fusion Process
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measures, the process will also be critical if an incident occurs,
providing information to responders as well as officials, media,
and citizens. It is important to note that the fusion process is not
a system or database; it is an important part of a mechanism by
which participating law enforcement, public safety, and private
sector entities can provide and receive enhanced information
from a fusion center.

Criminal and terrorism-related intelligence is derived by
collecting, blending, analyzing, and evaluating relevant
information from a broad array of sources on a continual basis.
There is no single source for terrorism-related information. It
can come through the efforts of the intelligence community;

local, state, tribal, and federal law enforcement authorities;

other government agencies (e.g., transportation and health
departments); the private sector; and the general public. In order
to implement an effective fusion process, a number of issues
must be addressed, including the following:

e The use of common terminology, definitions, and lexicon by
all stakeholders.

e Up-to-date awareness and understanding of the global threat
environment.

e Aclear understanding of the linkages between terrorism-
related and nonterrorism-related information and intelligence.

e Clearly defined intelligence and information requirements
that prioritize and guide planning, collection, analysis, and
dissemination efforts.

e Clear delineation of roles, responsibilities, and requirements
of each level and sector of government involved in the fusion
process.

Fusion Center Guidelines—Developing and Sharing Information in a New Era 11



e Understanding and eliminating impediments to information
collection and sharing.

e Extensive and ongoing interaction with the private sector and
with the public at large.

e Connectivity (technical and procedural) with critical
intelligence streams, analysis centers, communication
centers, and information repositories.

e Extensive participation of subject-matter experts in the
analytical process.

e Capacity to ensure aggressive oversight and accountability to
protect constitutional protections and civil liberties.

Through the use of fusion centers and by integrating these
guidelines, model templates, policies, and tools, the outstanding
issues hindering our nation’s ability to seamlessly develop and
share information and intelligence will be minimized.

Fusion Centers

The ability to coordinate effective responses in the event of a
terrorist attack is a significant challenge facing our nation. It
is imperative that all appropriate means to combat terrorism,
respond to terrorist attacks, and reduce criminal activity be
employed. This section will define fusion centers; summarize
the basic functions of a fusion center; and provide a summary
comparison of fusion centers, intelligence centers, and
emergency operations centers.

A fusion center is a collaborative effort of
two or more agencies that provide resources,
expertise, and/or information to the center
with the goal of maximizing the ability to
detect, prevent, investigate, apprehend, and
respond to criminal and terrorist activity.

The primary components of a fusion center are
situational awareness and warnings that are
supported by law enforcement intelligence,
derived from the application of the intelligence
process, where requirements for actionable
information are generated and information is
collected, integrated, evaluated, analyzed, and
disseminated. Other key components resident
in the fusion center include representatives of
public safety, homeland security, the private
sector, and critical infrastructure communities.

Fusion centers are not traditional intelligence centers nor do they
perform the same functions as emergency operations centers.
Fusion centers are multidisciplinary, whereas intelligence centers

Important intelligence that may forewarn of a
future attack may be derived from information
collected by local, state, tribal, and federal law
enforcement agencies; public safety agencies;
and private sector entities through crime control
and other normal activities, as well as by
people living and working in our communities.

are traditionally law enforcement centric. Emergency Operations
Centers (EOC) focus on disaster recovery (both natural and
man-made). It is important to note that although these centers
are different and have unique missions, they must work together
and understand each others’ goals and priorities. If an incident
occurs, all of these resources will be needed to successfully
minimize loss and apprehend suspects. The fusion center
provides intelligence to the EOC regarding the disaster or related
events. Because of the investment, expertise, and capability
integrated within a fusion center, plans and procedures should
include how each fusion center will support the jurisdiction’s
emergency management structure during crises. Furthermore,
each fusion center should make provisions for supporting crisis
management and recovery operations as laid out in the Incident
Command System (ICS), the National Incident Management
System (NIMS), and the National Response Plan (NRP).

Fusion centers embody the core of collaboration. Collaboration
increases capacity, communication, and continuity of service
while decreasing duplication.*? As demands increase and
resources decrease, collaboration becomes an evermore
effective tool to maximize resources and build trusted
relationships. In a recent survey conducted by the National
Governors Association (NGA) Center for Best Practices,
responding states ranked the development of a state intelligence
fusion center as one of their highest priorities.*® This is significant
and indicates a need to quickly provide information, materials,
and guidelines to assist in establishing and operating fusion
centers.

As illustrated in Figure 2, the fusion center concept embraces
the collaboration of numerous resources, maximizing and
streamlining operations, while moving jointly toward a common
goal. The figure depicts participating entities using MOUs to
define their roles, responsibilities, and contributions toward center
operations. These resources funnel into a central location, the
fusion center. Here, authorized personnel use the resources

and information to assist investigative and intelligence services,
homeland security, and public safety operations and to integrate
critical infrastructure functions and private sector partnerships.
Participants are subject to all the policies and procedures that
guide center operations. Appropriate information and intelligence
is then disseminated to authorized recipients and used to
investigate crimes and proactively address threats.

12 C.R. Pete Petersen, M.Ed., Community Collaboration, March 4,
2003.

13 NGA Center for Best Practices, Homeland Security in the States:
Much Progress, More Work, January 24, 2005.
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Figure 2—Fusion Center Components
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Fusion centers will act as an analytical hub, processing,
evaluating, and disseminating critical information for law
enforcement, public safety, and private partners, based on a
criminal predicate, threat, or public safety need. They will focus
on collaboration and analysis and will become a repository for
information that flows through the center, while ensuring state
and federal privacy laws and requirements are adhered to.
Ultimately, fusion centers will become the center for investigative
support, information and intelligence sharing, homeland security,
and public safety and private sector partners.

Fusion Center Functions

The principal role of the fusion center is to compile, analyze,

and disseminate criminal/terrorist information and intelligence
and other information (including, but not limited to, threat, public
safety, law enforcement, public health, social services, and
public works) to support efforts to anticipate, identify, prevent,
and/or monitor criminal/terrorist activity. This criminal information
and intelligence should be both strategic (i.e., designed to
provide general guidance of patterns and trends) and tactical
(i.e., focused on a specific criminal event). To be meaningful,
the fusion center must do more than a one-time collection of

law enforcement information. It must include developing the
capability to analyze on an ongoing basis law enforcement
information and intelligence with other important information,
such as public health and transportation, based on a criminal
predicate, threat, or public safety need. The goal is to rapidly
identify emerging threats; support multidisciplinary, proactive, and
community-focused problem-solving activities; support predictive
analysis capabilities; and improve the delivery of emergency and
nonemergency services.

One of the principal outcomes of the fusion process should be
the identification of terrorism-related leads—any nexus between
crime-related and other information collected by local, state, and
private entities and a terrorist organization and/or attack. Many
experts believe that there is a high probability of identifying
terrorists through precursor criminal activity, including illegal drug
operations, money laundering, fraud, terrorism, and identity theft.24
The fusion process does not replace or replicate mission-specific
intelligence and information management. It does, however,
leverage information and intelligence developed through these
processes and systems to support the rapid identification of
patterns and trends that may reflect an emerging threat. Some of
the recommended goals and functions for fusion centers include:

e Serve as the primary point of contact to report criminal/
terrorist information to the local Joint Terrorism Task Force
(JTTF) and DHS’s Homeland Security Operations Center
(HSOCQ).

¢ Include the capability of blending law enforcement information
and intelligence.

e Collect, analyze, and disseminate “all-crimes” information, so
as to identify emerging patterns and trends. Evaluate and
reevaluate the process, new data, and emerging threats.

e Adopt and adhere to a statewide strategy to examine the
information exchanges of the states’ law enforcement and
homeland security partners, including dissemination of
information by the state Homeland Security Advisor to law
enforcement.

e Maintain an up-to-date statewide risk assessment.

e Serve as a receipt-and-dissemination hub for law
enforcement information provided by federal entities, such
as that provided by the Federal Bureau of Investigation’s
Regional Data Exchange (R-DEx) and National Data
Exchange (N-DEX), when operational, and DHS’s Homeland
Security Information Network (HSIN).

Each of these areas can be expanded to include a number

of critical tasks and responsibilities. To successfully achieve
these goals, the first responder and private community, along
with the public, must be a part of the fusion center concept.
The integration of nontraditional consumers of information and
intelligence is a key component of a fusion center.

The responsibilities of fusion centers are immense. Guidelines,
as well as sample policies and templates, must be developed to
assist in establishing and operating fusion centers.

Functional Categories

Every level and sector (discipline) of government and the
private sector should be integrated into fusion centers. This
may seem like a daunting task; however, functional categories
have been developed to assist in integration efforts. These
categories are not meant to be exhaustive; rather, they provide
governance bodies a starting place to begin collaboration with
different components and entities. Each fusion center should
evaluate its needs, threats, and constituents to determine
what entities should be integrated. Entities that comprise the
functional categories can provide fusion centers with both

14 The Impact of Terrorism on State Law Enforcement, June 2005,
p. 34.

Fusion Center Guidelines—Developing and Sharing Information in a New Era 13



strategic and tactical information, including crime trends for
particular industries and public safety agencies, suspicious
activity, and risk assessments. Fusing this information, based
on an identified threat, criminal predicate, or public safety need,
with law enforcement intelligence will provide centers with a
more complete picture of crime and terrorism. The fusion of
public safety and private sector information with law enforcement
data should be virtual through networking and utilizing a search
function, thus ensuring the separation of federal data that
contains personally identifiable information.

The overarching functional categories include:

e Agriculture, Food, Water, and the Environment
e Banking and Finance

e Chemical Industry and Hazardous Materials
e Criminal Justice

e Education

e Emergency Services (non-law enforcement)
e Energy

e Government

e Health and Public Health Services

e Hospitality and Lodging

e Information and Telecommunications

e Military Facilities and Defense Industrial Base
e Postal and Shipping

e Private Security

e Public Works

e Real Estate

e Retail

e Social Services

e Transportation

These categories outline the types of law enforcement
intelligence and public safety and private sector entities to include
in collaboration. Types of information that may be provided to
fusion centers include a suspicious fire that a fire department
responds to, an unusual sickness reported at a public health
department, spikes in cattle disease on a farm, or suspicious
banking activity reports.’® In addition, these entities should be
recipients of information and intelligence from fusion centers,
including threat alerts and related response efforts.

State Strategy

Fusion involves every level and sector (discipline) of government,
private sector entities, and the public—though the level of
involvement of some participants will vary based on specific
circumstances. Some disciplines, such as law enforcement,
represent a core component of the fusion process due to the
relationship between crime and terrorism and the fact that, in
many cases, law enforcement authorities are best suited to
coordinate statewide and local fusion. The HSAC working group
recommended that fusion centers be established in every state.
The fusion process should be organized and coordinated on

15 Anin-depth list of the entities that comprise each of the functional
categories and various examples of the types of information these entities
can provide to fusion centers can be found in Appendix C.

a state level, and each state should establish and maintain an
analytic center. Furthermore, each state fusion center should
regularly collaborate and coordinate with other state fusion
centers to prevent information silos from developing within states.
This effort will enhance information and intelligence sharing.

The functions within a state fusion center should be based

on the intelligence cycle, including requirements, priorities,
identified collectors, indicators for the collectors to be aware of,
collection mechanisms, methods of analysis, and production and
dissemination of reports and assessments to the appropriate
recipients. Public safety and private sector entities, along with

the general public, are a critical part of this plan and should be
incorporated into the intelligence cycle as collectors and recipients
of information, based on their information requirements.

Each major urban area may want to establish a similar capacity,
ensuring that it is linked with the state center. Other localities,
tribal governments, and even the private sector should develop
a process to interlink to these state fusion efforts. The public
should be engaged through public education programs that
describe what they should look for and what to do if they observe
suspicious activity.

Efforts should be scalable and organized and managed on

a geographic basis so adjustments can be made based on
changes in the environment. And, while national guidelines
should guide the process, the actual technologies and
operational protocols used by individual jurisdictions should be
based on the specific capabilities.

Information Flow

With the establishment of fusion centers around the country, it is
important to have a clear understanding of who should receive
and disseminate information and how it flows both vertically and
horizontally among all local, state, tribal, and federal government
agencies and private entities. Successful counterterrorism efforts
require that local, state, tribal, and federal law enforcement
agencies, along with public safety and private sector entities,
have an effective information sharing and collaboration capability.
This will ensure they can seamlessly collect, collate, blend,
analyze, disseminate, and use information and intelligence.

Intelligence and information should be provided based on the
needs of the user. Although fusion center participants may
include emergency management, public health, transportation,
public works, and the private sector, each discipline will not
need the same level of detail (e.g., fire officials and emergency
management officials may not need the specific suspect
information that law enforcement requires). Fusion centers
should also exchange information with appropriate federal
partners such as DOJ (e.g., Federal Bureau of Investigation,
Joint Terrorist Task Force, and U.S. Marshals), DHS (e.g., U.S.
Customs and Border Protection, U.S. Immigration and Customs
Enforcement, and Emergency Alert Networks), High Intensity
Drug Trafficking Areas (HIDTA), Regional Information Sharing
Systems (RISS) centers, the Centers for Disease Control and
Prevention (CDC), and other information sharing initiatives.*®

16 Forinformation to be exchanged, refer to the Information Sharing
Environment (ISE) required under the Intelligence Reform and Terrorism
Prevention Act (IRTPA) of 2004, http://www.gpoaccess.gov/serialset/

creports/intel_reform.html.
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A Phased Approach

The development of fusion center guidelines was separated
into three phases—law enforcement intelligence, public safety,
and the private sector. The law enforcement intelligence phase
developed the foundation for the guidelines. As each phase
was established, previous phase participants were included in
focus group meetings. This ensured that the guidelines were
applicable to all components within a fusion center. In addition,
this allowed for discussions to occur between all component
representatives to identify concerns with the guidelines, its
methodology, and how to effectively incorporate each component.
The activities and recommendations of each focus group will be
explained further in the report.

Phase |I—Law Enforcement
Intelligence Component
Background

Early in 2002, the International Association of Chiefs of Police
(IACP) convened a Criminal Intelligence Sharing Summit
attended by law enforcement executives and intelligence
experts from across the country. Participants agreed that

all law enforcement agencies must work together toward a
common goal: developing the capability to gather information,
produce intelligence, and share that intelligence with other law
enforcement and public safety agencies.

The Summit led to the creation of the Global Intelligence Working
Group (GIWG). The GIWG, one of four issue-focused working
groups under the Global Justice Information Sharing Initiative
(Global),*” was tasked with recommending a national intelligence
plan. Members of the GIWG include representatives from law
enforcement and justice organizations at all levels of government.

The GIWG promoted intelligence-led policing, recommended
leveraging existing systems, and addressed the current and
future needs of law enforcement agencies when developing
the National Criminal Intelligence Sharing Plan (NCISP).18

17  For more information regarding Global, visit www.it.ojp.gov.
18 A copy of the National Criminal Intelligence Sharing Plan can be

“. .. we must create new ways to share
information and intelligence both vertically,
between governments, and horizontally, across
agencies and jurisdictions . . . efforts with the
Global Intelligence Working Group to create a
National Criminal Intelligence Sharing Plan . . .
is a helpful and welcome response.”

Former Homeland Security Secretary
Tom Ridge
October 23, 2003, Philadelphia, PA

Intelligence is the product of systematic gathering, evaluation,
and analysis of raw data on individuals or activities suspected of
being, or known to be, criminal. Intelligence-led policing is the
collection and analysis of information to produce an intelligence
end product designed to inform law enforcement decision making
at both the tactical and strategic levels.®

The GIWG proposed 28 recommendations and action items

for implementation, which are outlined in the NCISP. An event
was held at the U.S. Department of Justice on May 14, 2004, to
publicly support the recommendations and the Plan. Officials
from local, state, and federal law enforcement agencies were
present. The recommendations contained in the Plan pertain to a
wide spectrum of intelligence issues and concerns, including:

e Standards for management

e |[nstitutionalism and outreach

e Protection of rights and privacy
e Standards for process

obtained at http://it.ojp.gov/topic.jsp?topic_id=93.
19 Appendix A of the National Criminal Intelligence Sharing Plan,
October 2003.
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e Sharing of classified information
e Standards for training
e Connectivity

Global's Criminal Intelligence Coordinating Council (CICC),?

in support of DOJ’s efforts to develop fusion center guidelines,
recommended the creation of the Law Enforcement Intelligence
Fusion Center Focus Group to further many of the tenets outlined
in the Plan.

“The Plan represents law enforcement’s
commitment to take it upon itself to ensure that
we do everything possible to connect the dots,
whether it be a set of criminal dots or a set of
terrorist dots.”

Former U.S. Attorney General
John Ashcroft
May 14, 2004, Washington, DC

Methodology

The first phase of the Fusion Center Guidelines initiative was the
establishment of the Law Enforcement Intelligence FCFG. The
focus group was composed of representatives from a variety

of local, state, and federal law enforcement agencies across

the country, including law enforcement personnel involved with
developing fusion centers, and offered example policies and
materials to assist in this initiative.

Throughout the meetings and subsequent communications,
participants were encouraged to discuss and share best practices
resulting from the establishment and operation of their centers or
initiatives. The focus group recommended that the intelligence
component include all crime types and that centers provide an
array of intelligence services. The group also recommended

20 The Criminal Intelligence Coordinating Council (CICC) was
established in response to recommendations contained in the NCISP.
The CICC is composed of local, state, and federal entities and advises
the U.S. Attorney General on matters relating to criminal intelligence.

e
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that centers be scalable based on the needs of the city, state,
or region and should conduct tactical, operational, and strategic
intelligence functions in support of criminal investigations.

The focus group’s work developed Version 1, containing 17
fusion center law enforcement intelligence guidelines. These
guidelines are the foundation for the intelligence component of
fusion centers and take intelligence sharing to the next level. In
addition, the focus group developed sample policies, tools, and
a resource CD to assist agencies in integrating the guidelines.
The Version 1 guidelines were presented to and supported

by the CICC, the GIWG, the Global Advisory Committee, and
DOJ’s Justice Intelligence Coordinating Council (JICC). These
guidelines were also approved by each component of the U.S.
Department of Homeland Security (DHS). Version 1 of the
Fusion Center Guidelines was published in July 2005.

Concurrent with the efforts of the Law Enforcement Intelligence
Focus Group were the efforts of the Homeland Security
Advisory Council’s (HSAC) Intelligence and Information Sharing
Working Group. The HSAC working group developed a report
that revolved around integrating the fusion process into fusion
centers. The result of the Law Enforcement Intelligence
Working Group and the Intelligence and Information Sharing
Working Group was a joining of efforts to expand the Fusion
Center Guidelines to include the public safety and private
sector components. HSAC also established a Private Sector
Information Sharing Task Force that addressed the obstacles
of information sharing between the federal government and the
private sector. This task force also provided recommendations to
alleviate the identified information sharing obstacles.?

Phase 2—Public Safety Component
Methodology

Subsequent to the completion of Version 1 of the Fusion Center
Guidelines, Phase 2 of the initiative began, which involved
incorporating the public safety component into fusion centers. Even
in the planning stages, Phase 2 was a collaborative effort between
DOJ and DHS. This collaboration demonstrated the commitment of
the federal government to ensure a united and comprehensive set
of guidelines for integrating public safety with law enforcement into
local, state, regional, and federal fusion centers. The public safety
component is essential to fusion centers for:

e Precursor information regarding crime, including information
on diversion drugs and hazardous material.

e First responders, who can provide nontraditional information
to fusion centers (e.g., fire and health departments).

¢ Information on suspicious criminal-related activity.

Participants in the Public Safety FCFG included members from
a variety of public safety components, including fire, health,
transportation, agriculture, and environmental protection. Also
participating in the meeting were select members of the Law
Enforcement Intelligence FCFG.

The first task the focus group addressed was to define what public
safety is with respect to a fusion center. The focus group defined

21 A copy of this report can be found on the companion Fusion Center
Guidelines resource CD.
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public safety entities as government-based agencies that respond
to contemplated or completed criminal acts, man-made or natural
disasters, public health issues, or intentional acts that threaten

or directly impact the essential functions of society. Examples of
these functions include economic, transportation, communications,
public works, power/energy, and food supply. Also discussed
during the meeting were the concept of the fusion center and the
definition of the fusion process with a focus on how to incorporate
the public safety component into the center and process.

The focus group identified many public safety entities that could
potentially be integrated into a fusion center and categorized
them into functional categories. The categories are included as
an appendix to the guidelines and, although not comprehensive,
serve as a starting point for operating fusion centers to utilize
when integrating public safety entities.?? When jurisdictions are
establishing a fusion center, the functional categories should be
evaluated and the applicable entities should be identified and
included as partners.

The consensus of the Public Safety FCFG was that the 17
guidelines in Version 1 provide a thorough explanation and
guidance for jurisdictions establishing and operating a fusion
center. The focus group recommended adding in Version 2 of
the guidelines a more comprehensive explanation of the fusion
process and examples of how public safety entities can be
incorporated into the process.

Implementation

Collaboration is vital to the success of fusion centers. The public
safety component can provide fusion centers with information
that will add value to the intelligence and fusion processes.
Additionally, fusion centers can provide public safety entities

with information and intelligence that impact them, such as
bomb threats, health-related information and intelligence, and/or
transportation-related information. Public safety entities (fire,
EMS, transportation) often impact the lives of citizens, and
ensuring that these entities maintain situational awareness and
are actively involved in the fusion center is important to protecting
the lives of citizens. Fusion center governance members should
evaluate the needs of their jurisdiction to identify what public
safety entities should be involved in the fusion center with
particular focus on health services, government, transportation,
education, criminal justice and security, social services, and
public works.

Public safety partners should be incorporated into all phases

of the intelligence/fusion process. Entities within this sector
represent nontraditional information gatherers and can provide
fusion centers with both strategic and tactical information,
including crime-related trends (e.g., prescription drug fraud and
fire investigations); additional response capabilities (fire and
hazmat); and suspicious activity (e.g., unusual diseases reported
at hospitals). Public safety entities should also be included in the
dissemination and evaluation phases.

Because of the groundbreaking efforts of the fusion center,
participating entities may need awareness-level training of how the
fusion center works, an explanation of the intelligence cycle, and

22 A complete listing of each of the functional categories and
corresponding entities, with examples of the types of information that
these entities can provide to fusion centers, can be found in Appendix C.

how public safety entities fit into these efforts. This awareness
training should be offered initially to agency heads to receive
support for integration and then delivered to the information
gatherers and individuals who will support the fusion center.

There are a variety of ways that integration of the public safety
component can occur. While the guidelines fully address
integration opportunities, the fusion center and public safety
agencies should determine whether a full-time representative
or a liaison will be used in the center for receiving and sharing
information and intelligence.

Phase 3—Private Sector Component
Methodology

Phase 3 of the Fusion Center Guidelines initiative involved the
integration of the private sector. DOJ and DHS once again
collaborated with the development of the Private Sector FCFG.
This focus group was comprised of various private sector industry
and association representatives, including tourism, banking and
finance, maritime, and security. The private sector is a crucial
component of fusion centers. Approximately 85 percent of the
nation’s critical infrastructure is owned by the private sector and

“We will build a national environment that
enables the sharing of essential homeland
security information. We must build a

‘system of systems’ that can provide the right
information to the right people at all times.
Information will be shared *horizontally’ across
each level of government and ‘vertically’
among federal, state, and local governments;
private industry; and citizens.”

Source: The President’s National Strategy for
Homeland Security

vulnerable to crime, such as terrorism and fraud.

According to a study jointly conducted by the Council of

State Governments and Eastern Kentucky University, since
September 11, 2001, interactions between the private sector and
state law enforcement agencies have significantly increased.
Specifically, private companies are communicating with agencies
about the security of their facilities and workers and their
interactions with representatives of corporate security.? This
interaction further demonstrates the necessity of private sector
participation in fusion centers. The private sector owns the
facilities that may be targets of crime, including terrorism, and law
enforcement has the information and intelligence regarding the
criminal event.

23 The Impact of Terrorism on State Law Enforcement, June 2005,
p. 23.

Fusion Center Guidelines—Developing and Sharing Information in a New Era 17



The purpose of this focus group was to identify issues and
concerns that should be addressed when fusion centers
incorporate the private sector. Several impediments to
information sharing by the private sector include the potential for
unauthorized release of their information, lack of control of data,
possibility of proprietary disclosure, and concerns regarding the
information being used to impose civil fines in regulatory areas of
government. One of the recurring themes identified by the group
was the need for ongoing collaboration between the private
sector and fusion centers. In addition, the group acknowledged
that the integration of the private sector into fusion centers is a
groundbreaking endeavor. To ensure successful integration, a
two-way education process was recommended between fusion
centers and the private sector.

The focus group also recommended expanding the functional
categories initially developed by the Public Safety FCFG to
include private sector entities. This expansion will promote
comprehensive collaboration within fusion centers. The focus
group based the categories on the national Information Sharing
Analysis Centers (ISAC) components and added categories, as
needed.

Furthermore, the focus group agreed on the need to incorporate
private sector subject-matter experts into fusion centers to

be utilized routinely or as needed, depending on the size

and function of the fusion center. Through this integration,
centers will have additional resources to use when threats are
developed regarding the private sector. Moreover, subject-
matter experts can provide fusion centers with threat assessment
results, specifically risks that have been identified for various
industries. Another recommendation of the focus group was the
development and utilization of Non-Disclosure Agreements (NDA)
within fusion centers. Focus Group members felt NDAs would
provide the private sector with another level of security when
sharing information with fusion center personnel.

Data from the private sector is an important element in the
fusion process; it aids in the development of accurate and
comprehensive products. Even though there are a variety
of industries that fall under this component, the greater the
involvement, the greater the success of the fusion center.

Implementation

The private sector can offer fusion centers a variety of resources,
including industry-specific subject-matter experts who can
provide expertise when specific threats have been identified
(e.g., cyber security subject-matter experts can provide
assistance relating to computer viruses, worms, and hacking
incidents); risk assessment information (e.g., the risks associated
with certain private sector operations ); suspicious incidents

and activity information; and critical infrastructure information
(e.g., the location of critical infrastructure nodes, operational
interdependencies, building blueprints, and what, if any,
hazardous materials are housed there).

When integrating the private sector, the governance body should
first assess the private sector environment within the jurisdiction
of the fusion center to determine what entities should be
incorporated into the fusion centers. Questions that center staff
should answer include:

e What private sector associations are within the jurisdiction?

e What industries are located within or affect the jurisdiction?

e What are the major economic drivers and employers in the
jurisdiction?

e What industries and critical infrastructure services are
essential for emergency services or sustaining quality of life
for citizens?

e What groups or associations can collectively represent
an industry within the fusion centers (e.g., professional
associations)?

e What are past, current, and emerging threats and/or risks that
affect the private sector, and which specific entities do they
affect?

e What are the “mission critical” entities that should be included
in fusion center collaboration (e.g., telecommunications and
energy)?

e What entities can provide fusion centers with timely and
actionable information to incorporate into the intelligence
cycle and the center’s operations?

e What private sector entities are currently working with
government agencies?

Fusion center leadership should coordinate with regulatory
agencies to determine what type of information is available

from the private sector and can be provided to, or accessed

by, the fusion center. These regulatory agencies have already
established working relationships with private sector entities and
may aid in private sector participation.

When partnering with fusion centers, the private sector should
determine how integration will occur. Will the organization supply
full-time personnel to the fusion center, will various private sector
entities create a rotating private sector desk, or will private sector
entities establish a liaison with the fusion center that will receive
and share information?

Once the applicable industries and organizations have been
identified, it is recommended that fusion center officials conduct a
series of meetings with the private sector entities. Fusion center
heads may desire to initially meet with chief executive officers, or
their equivalent, to provide an overview of what the fusion center
is and the importance of collaboration between the fusion center
and the private sector. Once company and organization leaders
affirm their commitment to fusion centers, private sector security
directors and fusion center managers may discuss the plan

of integration, including information requirements; who, if any
personnel, would be located within the fusion center; and their
respective needs.

Two-way awareness training between the fusion center and the
private sector should be implemented, including an overview of
what private sector entities can provide to fusion centers; what
fusion centers can provide to the private sector; and the purpose
of fusion centers, including the National Criminal Intelligence
Sharing Plan (NCISP) and the intelligence and fusion processes.

To ensure continued participation, regular meetings should

be held with private sector entities to keep them informed of
activities of the center. It is imperative that feedback occur when
private sector entities provide information to fusion centers.
Closing the information loop will aid in continued involvement by
all participants.
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Guideline 1

Adhere to the National Criminal Intelligence Sharing Plan (NCISP) and
other sector-specific information sharing guidelines, and perform all steps
of the intelligence and fusion processes.

The NCISP and the Intelligence and
Fusion Processes

Justification

After the tragic events of September 11, 2001, law enforcement
executives and intelligence experts nationwide agreed that

law enforcement agencies must work together to develop the
capability to gather information, produce intelligence, and share
that intelligence with other law enforcement and public safety
agencies. The National Criminal Intelligence Sharing Plan
(NCISP or Plan) was developed in response to this need.

The NCISP provides model standards and policies, recommends
methodologies for sharing classified reports, and recommends

a nationwide sensitive but unclassified (SBU) communications
capability for criminal intelligence sharing. The Plan is a living
document that provides local, state, tribal, and federal law
enforcement agencies the tools and resources necessary

for developing, gathering, accessing, receiving, and sharing
intelligence. It is the blueprint that law enforcement agencies can
employ to support their crime-fighting and public safety efforts
while leveraging existing systems and networks. The Plan is

not a system or a network, nor is it technology-based. It is the
framework for the development and sharing of intelligence. It
supports collaboration and fosters an environment in which all
levels of law enforcement work together to improve the safety of
our nation.

The NCISP is founded on the concept of intelligence-led policing
and encourages law enforcement agencies to embrace and
integrate intelligence-led policing elements in their efforts.
Proactive instead of reactive, intelligence-led policing allows law
enforcement to:?*

e Describe, understand, and map criminality and the criminal
business process.

e Make informed choices and decisions.
e Engage the most appropriate tactics.

24 Ronald Bain, “The Dynamics of Retooling and Staffing: Excellence
and Innovation in Police Management,” Canadian Police College, 2003.

e Target resources.
e Disrupt prolific criminals.
e Articulate a case to the public and in court.

Intelligence-led policing also provides advantages to public
safety and private sector components, including trends in criminal
activity and increased information sharing with law enforcement
to address crime prevention efforts.

Criminal intelligence is the result of a process involving planning
and direction, information collection, processing/collation,
analysis, dissemination, and reevaluation of information on
suspected criminals and/or organizations. This sequential
process is commonly referred to as the intelligence process (or
cycle). There are various models of the intelligence process in
use; however, most models contain the basic steps depicted in
the following graphic:

The Intelligence Process
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Intelligence Process

The intelligence process is the means of developing raw
information into finished intelligence products for use in decision
making and formulating policies/actions. The first step, planning
and direction, involves identifying the need for data. Agency
members should engage in a process of deciding what they want
to know (or what they need to collect) before they collect it, or
they may obtain indiscriminate, unfocused information.

Collection is the gathering of the raw data needed to produce
intelligence products. Data may be collected from many
sources, including but not limited to public records, the Internet,
confidential sources, incident reports, and periodicals.

The next step, processing and collation, involves evaluating the
information’s validity and reliability. Collation entails sorting,
combining, categorizing, and arranging the data collected so
relationships can be determined.

Analysis transforms the raw data into products that are useful.
This is also the function that separates “information” from
“intelligence.” It is this vital function that makes the collection
effort beneficial. Without this portion of the process, we are left
with disjointed pieces of information to which no meaning has
been attached. The goal is to develop a report that connects
information in a logical and meaningful manner to produce

an intelligence report that contains valid judgments based on
analyzed information.?®

Dissemination is also vital. Without disseminating the
intelligence developed, it is pointless to collect it. To be useful,
the intelligence disseminated must be timely and credible.
Dissemination must also be evaluated based on a right to know
and the need to know. The right to know means the recipient
has the legal authority to obtain the information pursuant to court
order, statute, or decisional law. The need to know means the
requestor has the need to obtain information to execute official
responsibilities.?® When dissemination occurs, it is imperative
to include all components of fusion centers, including the public
safety and private sectors.

The final step involves evaluation/reevaluation of the process
performed and the products produced. Evaluation/reevaluation
assesses current and new information, assists in developing an
awareness of possible weak areas as well as potential threats,
and strives to eliminate previously identified weaknesses that
have been hardened as a result of the fusion process. Overall,
this step provides an opportunity to review the performance or
effectiveness of the fusion center’s intelligence function.?”

As previously indicated, fusion centers have improved law
enforcement’s ability to fight crime and terrorism. Ensuring

that each step within the process is followed will facilitate the
production of useful intelligence. Nontraditional collectors of
information, e.g., the private sector, fire, public works, and

public health, are vital to successfully complete the intelligence
process. While law enforcement has intelligence information
and expertise, the public safety and private sectors have the
information systems, processes, and infrastructure that may be
targets of crime and terrorism. Further, fusion, through managing
the flow of information and intelligence across all levels and
sectors of government, integrates the intelligence process to
accomplish this sharing. The intelligence process provides a
framework for the fused information to be turned into intelligence.
Fusion centers utilize the intelligence process to analyze threat-
related intelligence and information. These centers are not
simply information collection hubs but venues to bring together
appropriate partners to prevent crime- and terrorism-related
incidents.

The Fusion Process

The stages of the fusion process generally correlate with the
intelligence cycle. The Homeland Security Advisory Council’'s
(HSAC) Intelligence and Information Sharing Initiative: Homeland
Security Intelligence and Information Fusion report details the
stages of fusion and how to implement the process.?® The first
stage, the management and governance stage, establishes the
foundation for fusion in that it overviews the need for a

25 Bob Morehouse, “The Role of Criminal Intelligence in Law
Enforcement.” Marilyn B. Peterson (Managing Ed.), Bob Morehouse, and
Richard Wright (Eds.), Intelligence 2000: Revising the Basic Elements,
Sacramento, CA: Law Enforcement Intelligence Unit and Lawrenceville,
NJ: International Association of Law Enforcement Intelligence Analysts,
Inc., 2000, pp. 1-12.

26 Ibid, p. 9.

27 The National Criminal Intelligence Sharing Plan, 2003, p. 7.

28 This report, including a comprehensive explanation of the fusion
process, can be found in its entirety in Appendix D.
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management structure, who the stakeholders are, and fusion
center goals and objectives.

The second stage, planning and requirements development, lays
the foundation for the types of information that will be collected.
This phase establishes where information will come from and the
types of information the fusion center will collect. It also provides
collection limitations and privacy issues that affect collection and
sharing of information.

Collection is the third stage of the process during which the
planning and requirements development stage becomes
operational. This is when information is collected from various
sources, including law enforcement agencies, public safety
agencies (e.g., health, fire, and transportation), and the private
sector. This stage is essential for fusion centers to be effective.

The fourth stage, analysis, is similar to the analysis phase in the
intelligence cycle in that it is during this stage that the information
collected is turned into actionable intelligence. One of the goals
of the fusion center during this stage is to identify trends or
information that will prevent a terrorist attack or other criminal
activity.

The fifth stage is dissemination, tasking, and archiving. During
this stage, the information that has been collected and analyzed
is then disseminated to stakeholders.

The sixth stage is reevaluation. The purpose of this stage is for
the fusion center and stakeholders to ensure that what is being
collected, analyzed, and disseminated is factual, timely, and
relevant. It is during this stage that tweaks and improvements
are made to the fusion process.

The last stage is the modification of the requirements stage
(Stage 2). After reevaluation occurs and improvements or
changes are identified, this stage allows the improvements to be
implemented and the process refined.®

Often, gaps in the intelligence process exist. To assist in
closing these gaps, the Federal Bureau of Investigation (FBI)
developed a template to assist agencies in identifying and
tracking intelligence gaps. A summary of the FBI's Intelligence
Requirements and a copy of the template can be found in Law
Enforcement Intelligence: A Guide for State, Local, and Tribal
Law Enforcement Agencies (Carter, November 2004).2° A copy
of this guide is included on the resource CD. Itis recommended
that fusion centers create a formal intelligence and information
requirements process that prioritizes and guides the intelligence
function.

29 Intelligence and Information Sharing Initiative: Homeland Security
Intelligence and Information Fusion report.
30 Available on the Community Oriented Policing Services (COPS) Web

site at www.cops.usdoj.gov/Default.asp?ltem=1404.

Issues for Consideration

When implementing portions of the NCISP, consider these steps
to help establish or enhance an intelligence component of a
fusion center:

® Recognize your responsibilities and lead by example.

e Establish a mission statement and a policy to address
developing and sharing intelligence data within your agency.

e Connect to your state criminal justice network and regional
intelligence databases, and participate in information sharing
initiatives.

e Ensure privacy is protected in policy and practice.

e Access law enforcement Web sites, subscribe to law
enforcement listservs, and use the Internet as an information
resource.®

e Provide your agency members with appropriate training on
the criminal intelligence process.

e Become a member in your Regional Information Sharing
System (RISS) center.

e Become a member of the FBI's Law Enforcement Online
(LEO).

e Partner with public and private infrastructure owners and
operators.

e Participate in local, state, and national intelligence
organizations.

e Participate in the U.S. Department of Homeland Security’s
(DHS) Homeland Security Information Network (HSIN)
Program.

e Ensure the fusion center is fully utilizing the jurisdiction’s
existing networks and information repositories for criminal and
hazard information.

Available Resources

on Fusion Center CD

e 10 Simple Steps to help your agency become a part of the
National Criminal Intelligence Sharing Plan

e HSAC's Intelligence and Information Sharing Initiative:
Homeland Security Intelligence and Information Fusion report

e Law Enforcement Intelligence: A Guide for State, Local, and
Tribal Law Enforcement

e Law Enforcement Intelligence Unit (LEIU) Audit Checklist
e National Criminal Intelligence Sharing Plan report

31 Prior to entering the public Internet as a law enforcement officer or
intelligence organization, consult with jurisdiction and department legal
advisors to ensure compliance with any policy or regulation concerning
law enforcement intelligence use of the Internet for information sharing.
Furthermore, using the official government identity and information
system for Internet searching can pose a security risk to the agency
network and subject of the search. Explore different ways to avoid such
risks with competent technical and legal authorities.
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Guideline 2

Develop and embrace a mission statement and identify goals for the

fusion center.

Mission Statement and Goals
Justification

A mission statement is a written statement of the organization’s
purpose, such as enhancing public safety, sharing information, or
resolving criminal investigations. It is important to have a mission
statement because it focuses efforts and is the foundation of all
the decisions that follow. A mission statement can also inspire
people in the organization and inform customers of the benefits
and advantages of what the organization offers and is the first
step in educating entities about the center and its services.

If a center has a clear understanding of its short- and long-term
goals, it will be easier to integrate efforts. Goals are what you
want to accomplish. Objectives are how you are going to get
there. Goals should be measurable and observable. They
should have specific achievable steps (objectives) with built-in
accountability for accomplishment. Goals should be high enough
to challenge the center but realistic enough to be attainable.
Universal law enforcement goals include four major desired
outcomes:

1. The reduction of the incidence of crime.
2. The suppression of criminal activity.

3. The regulation of noncriminal conduct.
4. The provision of services.3?

Fusion centers will have many demands placed on them, and

it is important to have clear priorities. For example, in order to
properly develop a mission statement and goals, centers should
prioritize tasks such as analytical services, homeland security
issues, and investigative support.

Issues for Consideration

When creating a mission statement and goals, consider:

e Developing the center mission statement and goals
collaboratively with participating entities as this will create
ownership and assist in identifying the primary role(s) of the

32  www.communitypolicing.org/goal.html.

organization.

e |dentifying center customers and their needs and defining
center priorities prior to drafting the mission statement and
goals.

® Prioritizing the intelligence function to address threats posed
in specific fusion center jurisdictions.

e [ntegrating intelligence-led policing to support customer
needs, define tasks, and prioritize functions.

e Utilizing vision statements and/or guiding principles to focus
efforts.

e Using the center mission to promote the organization and
support grant requests and funding.

¢ Including the mission statement in the Memorandum of
Understanding (MOU) (see Guideline 5).

¢ Including five to ten points that outline the benefits of public
safety and private sector participation in the fusion process.

Elements of Mission Statements

Mission statements should be clear and concise. They should
include the primary purpose, priority, and roles of the center.
Mission statements should communicate the essence of the
organization so that stakeholders and the public are clear on
the purpose and intent of the center. Ensure that the mission
statement includes the name of the agency or organization, the
type of agency, what the agency does, and whom the agency
serves. ltis critical that the appropriate time and commitment be
devoted to developing an adequate mission statement. A good
mission statement will provide strategic vision and direction for
the center.

Once the mission statement is created and approved, it should
not require revision very often. The goals and objectives
developed by the center should all be linked to the mission
statement. These will be the short-term measures used to gauge
whether the center is fulfilling the stated mission. However, if the
mission statement becomes inappropriate, irrelevant, or outdated
or if the center’s direction changes, the mission statement should
be revised accordingly.
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Example Mission Statements
Upstate New York Regional Intelligence Center

(UNYRIC)

To advance the efficient, timely, and accurate exchange of
information between all New York state law enforcement
agencies. The UNYRIC focuses on all aspects of criminal activity
in the 54 counties outside the New York City area and interacts
with law enforcement agencies nationwide.

Arizona Counter Terrorism Information Center

(ACTIC)

To protect the citizens by ensuring the resiliency of critical
infrastructure operations throughout Arizona by enhancing and
coordinating counterterrorism intelligence and other investigative
support efforts among private sector and local, state, tribal, and
federal law enforcement agencies.

Rockland County Intelligence Center (RCIC)

To provide intelligence to law enforcement agencies based upon
the collection, evaluation, and analysis of information that can
identify criminal activity. This intelligence can be presented in the
form of:

e Strategic intelligence, which addresses existing patterns or
emerging trends of criminal activity.

e Tactical intelligence, which pertains to a specific event that
can be used immediately.

Georgia Information Sharing and Analysis Center

(GISAC)

To serve as the focal point for the collection, assessment, analysis,
and dissemination of terrorism intelligence relating to Georgia.

State Terrorism Threat Assessment Center
(STTAC)—California

To coordinate the collection of antiterrorism intelligence data, the
dissemination of that intelligence to law enforcement agencies,
and the use of antiterrorism intelligence resources.

Sample Mission Statements

The following are sample templates that centers may use when
developing a mission statement:

The fusion center is a public-private partnership, consisting of
local, state, tribal, and federal law enforcement and public safety
agencies and the private sector. It acts as an information sharing
gateway with the intent to assist law enforcement [homeland
security agencies or agencies tasked with homeland security
functions] to detect, prevent, and solve crimes.

The fusion center is a public-private partnership among

local, state, tribal, and federal law enforcement and public
safety agencies and the private sector. It collects, evaluates,
analyzes, and disseminates information and intelligence to the
law enforcement community [homeland security agencies or
agencies tasked with homeland security functions] in a timely,
effective, and secure manner.

Available Resources
on Fusion Center CD

e A Staircase to Strategic Planning: Mission, The Community

Policing Consortium, www.communitypolicing.org/mission.
html
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Guideline 3

Create a representative governance structure that includes law
enforcement, public safety, and the private sector.

Governance
Justification

Governance may be defined as the set of organizational
regulations and standards exercised by management to provide
strategic direction and ensure objectives are achieved, risks are
managed appropriately, and resources are used responsibly.®®
Establishing a governance structure creates a supported
environment that frames the ability for the center to function
and operate, assign tasks, allocate and manage resources, and
develop and enforce policy. Governance creates a centralized
body to review and endorse issues affecting operations.
Members acting as the governance body are ambassadors

to the program and carry the message to their agencies and
constituents. Governance provides a forum for participants

to voice concerns, offer suggestions, and make decisions. It
enhances relationships, increases effectiveness, and provides
leadership and cohesiveness among participants.

The governance structure ensures an equal opportunity for
all participating agencies and users to have ownership in the
decision-making process. The governing body should be
inclusive to law enforcement, public safety, and private sector

partners, thereby ensuring the effectiveness of the fusion center.

This can be achieved through assessing the jurisdiction to

determine what components, and entities within the components,

should be included in the fusion center and governance body.
Through the governance structure, agencies can strategically
plan for center operations and future enhancements, as well as
identify obstacles and offer resolutions.

Issues for Consideration

When creating a governance structure, consider:

e Allowing participants to have input in the establishment of a
governance structure composed of law enforcement, public
safety, and private sector stakeholders.

e Collaborating with the Joint Terrorism Task Force (JTTF), the

Attorney General's Anti-Terrorism Advisory Council (ATAC),

33 Office of Justice Programs (OJP) Web site, www.it.ojp.gov.

the U.S. Department of Justice (DOJ), the U.S. Department
of Homeland Security (DHS), and other state entities, local
authorities, and relevant entities to establish process.

e Composing the governing body of high-level officials who
have the power and authority to commit their respective
agency'’s resources and personnel to the center.

e |dentifying private sector organizations in the jurisdiction to
include in the governance body.

e Establishing an advisory committee composed of private
sector leadership, who will provide representation and advice
to the governing body.

¢ Including members from the Information Sharing and Analysis
Centers (ISAC).3

e Defining the management structure to include what entity
oversees the centers, manages the operations, and
coordinates daily activities.

e Maintaining a governance structure that is reasonable in size
yet ensures representation of all agencies that comprise the
center.

e Creating an effective and timely mechanism to communicate
decisions made by the governing body to participants and
center personnel.

e Evaluating how political issues and climate may impact center
support and operations.
e Establishing operational and technical committees.

e Establishing an oversight committee to ensure, among other
things, that the intelligence process is properly followed.

e Establishing a privacy committee that will liaise with
community privacy advocacy groups to ensure civil rights and
privacy protection.

e Developing bylaws for operations of the governance
structure.

34 ISACs are sector-specific centers that coordinate the sharing of
terrorism-related information. More information on ISACs can be found at

www.dhs.gov.
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Committees

Governing bodies may employ committees to help execute and
adhere to center policies and procedures, as well as to identify,
review, develop, and/or implement new programs or policies.
Executive committees set policy, make critical decisions, and
commit resources. Operational committees may be asked to
focus on specific policies, such as purge and retention or privacy
(see Guideline 8). These types of committees may be asked

to develop funding strategies or identify grant opportunities.
Technical committees will focus on technical standards, critical
infrastructure operation, and security. Under these committees,
subcommittees may be used to conduct detailed research and
analysis, ultimately to bring recommendations to the governing
body for review and endorsement.%®

To aid in the complete integration of the private sector into the
governing body, it is recommended that an advisory committee
be established. This committee, composed of private sector
organizations and associations, will ensure that critical private
sector entities, as well as private security managers, are
represented both in the fusion center and in the governance
structure.

Fusion centers should consider establishing an oversight
committee that reports directly to the governance body. This
committee will be responsible for providing oversight on the day-
to-day operations of the fusion center, including proper utilization
of the intelligence and fusion processes.

Example Governance Structures
Rockland County Intelligence Center (RCIC)

The county executive, sheriff, Office of Fire and Emergency
Services, and the Police Chiefs Association of Rockland

County are permanent members of the governance body for

the Rockland County Emergency Operations Center (EOC).

In the event of an emergency, the center, operating within

the parameters of the National Incident Management System
(NIMS), requests additional personnel (health, public utilities,
and private security) to respond to the center, as needed. These
personnel have been previously identified and trained as center
representatives and are utilized based on the type of emergency,
e.g., public health, terrorism, or weather-related.

The RCIC Oversight Committee is comprised of police chiefs
chosen by the Rockland County Police Chiefs Association (local
representatives), the county sheriff, and district attorney (county
representatives).

All agencies represented in both the EOC and the RCIC meet on
a regular basis to discuss areas of concern and work collectively
to enhance the effectiveness of law enforcement and the county’s
emergency preparedness initiatives.
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lowa Law Enforcement Intelligence Network

(LEIN)

lowa LEIN is governed by a seven-member executive board, six of
whom are local law enforcement officers who are elected annually
by their fellow LEIN members from across the state. The seventh
member and chairperson of the executive board is the state LEIN
coordinator (a special agent with the lowa Department of Public
Safety’s Intelligence Bureau).

State Terrorism Threat Assessment Center
(STTAC)—California

The State Terrorism Threat Assessment Center (STTAC) is a
partnership of the California Department of Justice, the California
Highway Patrol, the California Office of Homeland Security,

and other state and federal agencies. It provides statewide
assessmen