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1. Introduction

The purpose of the GFIPM metadata is to providerarson semantic model and structure, as
well as a common syntax, for the purpose of passifymation about federated users and
systems between federation participants—identityiplers (IDPs) and service providers (SPs).

The GFIPM Metadata Assertion Framework cleanly sdpa the metadata’s definition and
fundamental structure (specified formally via XMypes and properties) from the methods and
technigues used to encode the metadata in anygylartitransport protocol such as SAML 2.0.
Figure 1 provides a visual diagram of this framedwand clearly illustrates this separation. The
lowest layer of the framework, called the SAML Adigm Layer, is the only layer that deals
with transport of metadata. Please see the asedcobal Federated Identity and Privilege
Management (GFIPM) Metadata 1.0 Overview document for more detail about this framework.
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Figure 1. GFIPM Metadata Assertion Framework

For any given transport protocol, there are mantgmal ways to encode the GFIPM metadata
for transport within it. Therefore, to enable gmptocol used by IDPs and SPs to transport
GFIPM metadata, it is necessary to define a setnebding rules to facilitate interoperability
among those IDPs and SPs. This document dese¢hbesncoding rules that must be used when
encoding a GFIPM metadata assertion for transpitiniman SAML 2.0 environment.
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Note that SAML 2.0 is only one of many possiblensjgort mechanisms for GFIPM metadata.
As the GFIPM metadata specification evolves andvgréhrough use over time, additional
encoding rules may be defined to address otherdattdransport mechanisms as needed.

2. Encoding Rules

The following encoding rules must be obeyed whandporting a GFIPM metadata assertion via
SAML from an identity provider (IDP) to a serviceopider (SP).

1. The IDP must send the GFIPM metadata assertioha®&P inside a SAML
attribute statemertt.

2. The SAML attribute statement must include an SAMtrilaute with the
attribute namesFIPMAssertion-1.0. The name format of this attribute must
beurn:oasis; names: tc: SAML: 2.0: attr name-for mat: basic.

3. The value of theGFIPMAssertion-1.0 attribute must be a base-64 encoded
XML document that conforms to the GFIPM metadatsesta as specified in
the GFIPM metadata specification. This SAML atitéd value must be of
typexs:string.

3. Examples

Figures 2 and 3, respectively, illustrate a GFIP&eation in its raw XML form and the
corresponding SAML 2.0 assertion containing antatte statement with the base-64 encoded
GFIPM assertion in one of its attribute valuesr &aditional examples of how GFIPM metadata
should be encoded in SAML 2.0, please seeSHmplel nstances\SAMLEncodings directory in
this metadata package.

! Within the SAML 2.0 standard, an attribute statenprovides a flexible mechanism through which tecify an
arbitrary number of attributes about a subject. &AML attribute statement is typically tied to ai\NL
authentication statement via a comn&ubject identifier. The purpose of an authenticationestant is to describe
the details of an authentication event for a gisahject. Through the combination of an autheritioastatement
and an attribute statement, an SP can be surdlh#te subject has authenticated with an IDP atedtin the
authentication statement, and (2) the attributes@ated with the subject are correct accordintpad IDP.
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<?xm version="1.0" encodi ng="UTF- 8" ?>
<user: GFl PMJser Asserti on
Xsi : schemaLocation="http://gfi pm net/assertion/user/1.0/...
schemas/ concept ual / G-l PMJser Asserti on. xsd"
xm ns:ext="http://gfi pmnet/assertion/extension/1l.0"
xm ns:user="http://gfi pm net/assertion/user/1.0"
xm ns:j="http://ni em gov/ ni em donei ns/j xdm 4. 0"
xm ns: nc="http://ni em gov/ ni enl ni em core/ 2. 0"
xm ns: n1="http://ww. al t ova. conl sanpl exn / ot her - nanespace"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xm ns: ac="urn: oasi s: nanmes: tc: SAM.: 2. 0: ac"
xm ns:as="urn: oasi s: nanmes: tc: SAM.: 2. 0: assertion">
<user: Userldentification>
<user: User>
<nc: Per sonNane>
<nc: Per sonG venNane>St ri ng</ nc: Per sonG venNane>
<nc: Per sonSur Nanme>St ri ng</ nc: Per sonSur Nane>
</ nc: Per sonNanme>
<ext: Federati onl D>
GFl PM | DP: Or gani zat i on: USER: Local User nane
</ ext: Federati onl D>
</ user: User >
</ user:Userldentification>
<user: User Cont act | nf or mat i on>
<ext: Cont act | nf or mati on>
<nc: Cont act Tel ephoneNunber >
<nc: Ful | Tel ephoneNunber >
<nc: Tel ephoneNunber Ful | | D>
888- 555- 1234
</ nc: Tel ephoneNunber Ful | | D>
</ nc: Ful | Tel ephoneNunber >
</ nc: Cont act Tel ephoneNunber >
</ ext: Cont act | nf or mati on>
</ user: User Cont act | nf or mati on>
<user: User Organi zational Affiliations>
<user: User Enpl oynent Associ ati on>
<nc: Enpl oyer >
<nc: EntityOrgani zati on>
<nc: Or gani zat i onNane>
Justice / Law Enforcement Organization
</ nc: O gani zat i onNanme>
</nc: EntityOrgani zati on>
</ nc: Enpl oyer >
</ user : User Enpl oynment Associ ati on>
</ user: UserOrgani zational Affiliations>
<ext:El ectronicldentification>
<ext:El ectronicldentity>
<ext:ldentityProvider>
<ext: |l dentityProvi der Nanme>
GFl PM | DP: Or gani zat i on
</ext:ldentityProvi der Nane>
</ ext:ldentityProvider>
</ ext: El ectronicldentity>
</ext:El ectronicldentification>
</ user: G-l PMJser Assertion>

Figure 2: GFIPM Assertion in Raw XML Form
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<I-- Pure SAML 2.0 Assertion Envel ope -->
<saml : Assertion | D="_c0594b43e28a2f 94311d395d57d4ae5a"
| ssuel nst ant =" 2007- 10- 16T15: 16: 19. 938Z" Versi on="2. 0"
xm ns: sam ="urn: oasi s: names: tc: SAML: 2. 0: assertion">
<sanl : | ssuer
For mat =" ur n: oasi s: names: tc: SAM.: 2. 0: nanei d-format:entity">
https://rhelidp.ref.gfi pmnet/shibbol eth
</sam : | ssuer >
<samnl : Subj ect >
<samnl : Nanel D
For mat =" ur n: oasi s: nanmes: t c: SAM.: 2. 0: nanei d-format: transient"
NameQual i fier="http://rhelidp.ref.gfi pmnet/shib-idp/">
_8ff677d9adccf a23242d46b10f d5a35a
</ sam : Nanel D>
<sam : Subj ect Confi rmati on
Met hod="ur n: oasi s: nanmes: t c: SAM.: 2. 0: cm bearer" >
<sanl : Subj ect Confi rmati onDat a Addr ess="130. 207. 204. 222"
| nResponseTo="_30ee6ed689da8f 1d13518a052d217be6"
Not OnOr Af t er =" 2007- 10- 16T15: 21: 19. 9382"
Reci pi ent="https://rhel sp.ref.gfi pm net/ Shi bbol et h. sso/ SAM_2/ PCST" />
</ sam : Subj ect Confi rmati on>
</ sam : Subj ect >
<sanl : Condi ti ons Not Bef or e="2007- 10- 16T15: 16: 19. 938"
Not OnOr Af t er =" 2007- 10- 16T15: 21: 19. 938Z2" />
<sanl : Aut hnSt at ement Aut hnl nst ant =" 2007- 10- 16T15: 16: 19. 8782"
Sessi onNot OnOr Af t er =" 2007- 10- 16T15: 46: 19. 878Z2" >
<sam : Subj ect Local ity Address="130.207.204. 222"
DNSNanme="130. 207. 204. 222" />
<sanl : Aut hnCont ext >
<saml : Aut hnCont ext Decl Ref >
urn: oasi s: names: tc: SAM.: 2. 0: ac: cl asses: unspeci fi ed
</ sanl : Aut hnCont ext Decl Ref >
</ sam : Aut hnCont ext >
</ sam : Aut hnSt at enent >
<saml : Attri but eSt at enent >
<sam : Attribute Name="GFl PMAssertion-1.0"
NameFor mat =" ur n: oasi s: nanes: tc: SAM.: 2. 0: at t r nane- f or mat : unspeci fi ed">
<saml : Attri but eVal ue
xm ns: xs="htt p://wwmv. w3. or g/ 2001/ XM_Schema"
xm ns: xsi ="http://wwmv. wW3. or g/ 2001/ XM_Schema- i nst ance"
Xsi:type="xs:string">
PD94bWwgdmvyc2l vbj 1cl j EuMAw | GVuY29kaWsnPViii VWRGLThcl j 8+DQo8dXN c¢j pHRkI QTVWz
[ Most of the base-64 encoded GFI PM netadata has been omtted for brevity.]
dHIvbm j SWRl bnRpZm j YXRpb24+DQo8L3VzZXI 6R0ZIUELVc2Vy QXNz ZXJ0aWpuPgOK
</sam : Attri but eVal ue>
</sam : Attribute>
</sam : Attri but eSt at enent >
</ saml : Assertion>

Figure 3: SAML 2.0 Assertion With Base-64 Encoded GFIPM M etadata From Figure 2




