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1. Introduction

The concept of common, or globally understood, degtaacross a federation of systems is the
critical success factor for Global Federated Idgnand Privilege Management (GFIPM)
interoperability. Just as a common XML data modek the key to data interoperability, a
standard XML set of security attributes about fatlens’ or users’ identities, privileges, and
authentication details can be universally commuedta This common metadata, in the form of
an assertion between systems, allows data owners (service geos) to make independent data
access and data privacy enforcement decisions basdteir trust in the security assertions
about users who are requesting access to speathcod data system resources.

This document and the associat@BlPM Metadata Package ldefine common semantics and
structure for metadata describifgferated users and otherfederated entities (hosts, devices,
services, etc.) essential to the GFIPM concept.is Thetadata can be used in support of
identification, authentication, privilege managemf@rcess control/authorization, auditing, and
personalization across a federation. A layeredhéwwork and approach are presented that
distinguish between the GFIPM metadata contentfitsed the methods for encoding and
transporting that metadata in Security Assertiomkdp Language (SAML) assertions.

This document doesot contain information about the actual contentshef GFIPM Metadata
Package 1.0. The package itself provides thatnmdtion via the following artifacts.

Artifact Description
Metadata Overview Document|  This document
XML Schemas Contain the official schema-level sfieaiion of the

metadata model
Microsoft Excel Spreadsheets Contain a hyperlinkeoywsable representation of the
metadata model, including definitions and usage
guidance for each metadata attribute

UML-Style Diagram Images Contain a visual repreagon of the metadata model
SAML 2.0 Encoding Rules Contains rules for encoding GFIPM Metadata for
Document transport via SAML 2.0

Sample XML Instances Provide examples of valid Xtiat conform to the

metadata schemas

The GFIPM metadata has been developed based oregaisgements and feedback from Global
Security Working Group (GSWG) members and GFIPMu8gcInteroperability Demonstration
Project participants. The current version is expecteexipand and mature over time as content
is refined and additional metadata requirements gathered from the Global community,
partners, and additional GFIPM project participants

! See theSFIPM Security Interoperability Demonstration PatjReportfor more information.
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2. Metadata Modeling: Leveraging GIXDM/NIEM

Given the work and success of the Global Justicd_XMta Model (GJXDM) and the National
Information Exchange Model (NIEM) data-modelingaet$, it is logical to leverage and reuse
these specifications in the GFIPM metadata. LeyetaNIEM inherently makes the GFIPM
metadata model immediately more applicable to odoenains and systems, rather than focused
only on criminal justice users and systems. Desgpuirements for the GFIPM metadata
include the following:

Identify the attributes needed to support the lessnuse cases for
interoperable federated identity and privilege nggmaent within the criminal
justice community.

Identify the standard technology and representdtiothese attributes.

Define the “assertion” structure for the technolegyployed.

The GFIPM metadata design includes metadata supgddur major capabilities, or use cases.
Each capability is described as follows:

« |dentification/Authentication—Metadata needed to communicate
identification of end users and the associatedemtittation context. Who is
the end user and how did the user authenticate?

* Privilege Managemet—Metadata captured by identity providers (IDPs) that
can assist service providers (SPs) in making aizidtton decisions. What
certifications, clearances, job functions, localiviprges, organizational
affiliations, etc., are associated with the end tisat can serve as the basis for
authorization decisions?

» Auditing—Metadata needed or required for the purposes dafimgdystems,
system access, business use, and legal compliance.

* Personalization—Metadata that can enable local systems to feature
“specialized” services, regionalization, or spedidkerest characteristics of
their local software (e.g., regional news or ale®i&s information, and display
and tool settings or preferences).

3. GFIPM Metadata Design Process

A bottom-up approach was used in the identificabo development of the GFIPM metadata
based on actual requirements of operational systérosntributing members. The development
and testing of the GFIPM model were based on adunscope. The primary focus was on the
collection of attributes (metadata) required tomupthe GFIPM use cases and specify federated
users and federated entities in accordance witlwiremd applicable industry standards. Scope
was initially limited to responses provided by Glblsecurity Working Group (GSWG) survey
participants.




72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91

GFIPM Metadata Overview Version 1.0

The GFIPM metadata was developed based on feedbawk GFIPM demonstration project
participants and others. At the time of this wgtiin December 2007, Version 0.4 of the
metadata is currently in operational use by the R&FIparticipants and has been since
March 2007. The GFIPM Metadata 1.0 representhdurtefinement of Version 0.4. It also
reflects input from the broader justice communétyd it has been updated to use NIEM Version
2.0.

By including metadata about both users and nonhuemdities, the GFIPM metadata model
supports the necessary attributes for system-tiisysiser-to-system, and user-to-user use cases
for information sharing. The specific metadataursgments of any of these use cases can be
met by defining a profile, or subset, of the GFIRMtadata model. It should be noted, however,
that a comprehensive collection of all security adata requirements needed for the justice or
national information sharing community—includingivacy, Service-Oriented Architecture
(SOA), networking, other layers of the securitycktaand a comprehensive security process—
was outside the scope of this initial metadataifpation.

Table 1 provides a summary of the process througichwthe GFIPM metadata was developed
and vetted. It also includes items that have yéiet completed.

GFIPM Metadata Development Process

Process Description Status

Broader vetting of the GFIPM metadata is require
The GSWG and Global community will continue t
serve as the vehicle for this expanded vettingnef t
GFIPM.

Advanced vetting
of the GFIPM
metadata

SOngoing
since
March 2006

After consensus had been reached on the data
Harmonize with | requirements, semantics, and representation of the
current version of| GFIPM metadata, it was semantically and Completed

NIEM structurally harmonized with the current version of (October 2007)
NIEM, which was version 2.0.

The current version of the GFIPM metadata is 1.0.
Based on feedback from the vetting process and
additional lessons learned, new versions of the
GFIPM metadata package will be published as | Ongoing
needed. A GFIPM delivery team was established 8ince
September 2007 to facilitate the operational adogtiOctober 2007
of GFIPM. This includes serving as the
configuration management authority over the
GFIPM metadata specification.

Incorporate
feedback and
iteratively refine
GFIPM metadata
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Develop and vet
GFIPM assertion
specification

A set of alternatives for encoding the GFIPM
been identified and documented. The GFIPM

alternatives and selected one for use in the
demonstration project. Lessons learned were
captured from the demonstration project, leading
further specification and recommendations for the
GFIPM metadata. Additionally, specific encoding
techniques have implications with regard to COT}
product support. Some limited COTS testing has
beenconducted as part of the demonstration prod
Lessons learned have been captured and have le
a new recommendation for encoding the GFIPM
Metadata 1.0 for transport with SAML 2.0.

metadata in SAML, along with pros and cons, has

demonstration project participants reviewed these

D

}%ompleted
(December 2007)

UJ

dto

Specify other
layers of the
GFIPM
specification

While this document lays out a four-layer

aspects of interoperability that need to be defined
within the GFIPM concept. There is a parallel dff
currently ongoing to define a more general GFIPN
Interoperability Specification that will addresgse
issues.

framework for GFIPM metadata, there are also other

pPublish Q1 2008
/A

The current version of the GFIPM metadata was
derived from a fairly small set of survey partiaips

and a limited amount of usage experience within the
Collect additional | U.S. Department of Homeland Security (DHS)/U.SOn 0ing since
metadata Department of Justice (DOJ) GFIPM Security going
. - : , . March 2006
requirements Interoperability Demonstration Project. It is
expected to expand with additional inputs as new,
requirements are identified and submitted for
inclusion.
ﬁf,[g:jea?;d update Many of the definitions associated with the metad naoing since
- need to be expanded with input from domain expe going
definitions as o arch 2006
needed and authoritative sources.

Provide code
tables where
necessary

Some properties are currently of type “text” and
should more appropriately be specific codes to
facilitate automated authorization decisions by
service providers. However, an authoritative code
table either does not exist or has not been idedtif

Ongoing since
March 2006

yet and may have to be developed.
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We need to determine where and how the GFIPV\$
concept and GFIPM specifications can be leveraged
in the JRA framework and, in general, an SOA (i.eQngoing; we need to
Map GFIPM to system-to-system use case). One such possilsilitygontinue to

Justice Reference the reuse of the GFIPM metadata conceptual mogdebordinate activities
Architecture and associated schemas. These are designed in ahrough GSWG with
(JRA) and SOA | manner independent of the transport mechanism| JRA/SOA team
(SAML here) and can be leveraged directly by othéeads.
components of the overall architecture (e.g., Wel
services and other IEPDs).

Table 1: GFIPM Metadata Development Process

4. GFIPM Metadata Framework

This section describes a framework used to defmelie and reusable concepts of a federated
user and a federated entity for federated ideatity privilege management. The framework has
the following primary objectives.

* Leverage the existing GJXDM and NIEM data modetingcepts, principles,
architecture, and content (semantics and structure)

* Leverage existing federated identity standards,e@afly the Security
Assertion Markup Language (SAML). Support for otretandards and
versions is anticipated in the future, as thosadsteds and versions become
relevant to Global’s mission.

» Separate the identification and modeling of GFIPMtadata from the
encoding and transport of that metadata using SAMhis allows for parallel
efforts to occur on both the business aspectsefrtbtadata and the specific
technical details related to protocol-level encgdin

Figure 1 depicts the four layers of the frameworEach layer has a distinct purpose and
representation, as explained below.
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GFIPM Metadata Assertion Framework
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Figure 1: GFIPM Metadata Assertion Framework

4.1 The Conceptual Model Layer

At the highest layer of the framework is tbenceptual model. A well-defined, standardized
conceptual data model of a federated user or astigsential to the GFIPM concept. Without a
standardized data model, even simple concepts—asackname,” “employment,” and “job
titte”—can introduce ambiguity when they are used ahared across organizational boundaries.
The conceptual model provides clear structure, s&nsa and relationships of properties
associated with a federated user. It is indepandeithe underlying transport protocol and
representation used to move federated user methddeeen identity providers (IDPs) and
service providers (SPs).

In addition to the concept of a federated userctreeptual model also defines the concept of a
federated entity, which is any nonhuman object.(éhgrdware, software, organization name,
and service) that exists within a federation amplires a federated identity.

As stated previously, the GFIPM metadata leverdgf&M for its base vocabulary, as well as
naming and design rules for describing the cone@ptoodel and building the associated
schemas. However, NIEM does not currently incltite concept of a federated user or a
federated entity; therefore, these concepts atiaatehere.

The following principles were applied in the constion of the conceptual model:

» Optional and Over-Inclusive The conceptual model is designed to act as a
superset of the federated user or federated entibglel that a typical
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federation would adopt for its use. It includesnmaoncepts that may have
limited or no applicability in one federation ane tritical concepts in another
federation. By being optional and over-inclusitke GFIPM conceptual
model can address the data-modeling requirementsmaiy different
federations, thereby achieving maximum flexibikiyd reusability.

» Leverage NIEM The conceptual model leverages existing NIEM datalel
standards as much as possible. This helps to nzi@ithe development effort
for the federated user and federated entity datdefapleverage the existing
knowledge base, and promote interoperability wikisteng systems and tools
that have been built around the NIEM standard.

* Leverage Existing StandardsMany of the data requirements for the
federated user and federated entity conceptual imddee been identified in
existing standards that address the generic festkridentity and privilege
management problem. Where attributes have beamtifiéd as part of a
broader industry standard, they are referencedhéncontext of the existing
standard rather than being redefined.

* Supplement Existing Standards Where Necessdrye NIEM standard forms
a critical part of the federated user and federatatity models; however, it
does not include all of the concepts that are reecgdor federated identity
and privilege management. The federated user ederdted entity models
supplement NIEM by defining their own objects thgppresent extensions or
additions to the NIEM vocabulary.

The conceptual model layer is formally specified #hree XML schemas. There is also a
Microsoft Excel spreadsheet available for easiadability, including a definition for each
element, usage guidance where necessary, andnedsréo the appropriate NIEM and SAML
structures where necessary.

4.2 The Federation Profile Layer

The federation profile layer allows the conceptual model to be subsedteti constrained for a
given federation implementation. It serves asdapter layer, allowing a federation to distill the
general federated user and federated entity modi@eén to an essential supported set of
elements. In addition to specifying a subset efldrger model, a federation profile can specify
constraints and mandatory elements. The federatigiile layer is formally specified by a set of
schemas that specify a subset of the schemas as#efihe the conceptual model layer. The
GFIPM federation is currently using one particuladeration profile; however, as previously
stated, this specific profile is only one of margsgible federation profiles that can be derived
from the GFIPM metadata conceptual model.

4.3 The Federation Profile Instance Layer

The third layer of the architectural frameworkhe tederation profile instance layer. While the
first two layers of the architecture (the conceptoedel and the federation profile) are
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essentially schemas that define the structure t@&f dbjects, this layer is an actual data object or
payload. It takes the form of an XML document tbamnforms to the XML schema of a specific
federation profile. A profile instance is genedaby an identity provider (IDP) that has firsthand
knowledge of the attributes of a specific federatedr or entity. The IDP builds it from data in
a local attribute store, such as an LDAP directaman ODBC database. The profile instance is
intended for consumption by a service provider (8RH is to be used for supporting
identification, authentication, privilege managemeuditing, and personalization. Implicit in
the federation concept is that an SP may use thfdepinstance as it sees fit. It may choose to
use all of the data elements within the profile¢anse, or it may use very few of the elements,
ignoring certain data elements in a profile instaggen though they may have been designated
as mandatory by the federation profile for thatefedion. The goal of this layer is to allow an
IDP to convey information about a federated useartoSP. How the SP chooses to use that
information is outside the scope of the profiledamse.

4.4 The SAML Assertion Layer

The fourth and final layer of the framework is &ML assertion layer. This layer defines how
a GFIPM metadata federation profile instance isodad within and transported by an SAML
assertion. An SAML assertion acts as a transpeghanism for a federation profile instance on
its journey from an IDP to an SP. SAML assertioan carry attribute statements, which state
facts about a user in the form of name/value paif$ie federation profile instance can be
encoded within one or more SAML attributes insideSAML attribute statement, which is itself
sent from an IDP to an SP in an SAML assertion.

The specification of rules for encoding a federatpyofile instance in an SAML assertion has
been a topic of investigation during the developmainthis framework. Several encoding
strategies are possible, each with associated taby@s and disadvantages. Vendor product
support is a major consideration in the choice ofemcoding strategy. Lessons learned
regarding this issue were captured during the iaddent but related DOJ/DHS GFIPM Security
Interoperability Demonstration Project, and severaloding recommendations have been made.
A proposed standard for the encoding of metada@ANIL 2.0 assertions has been specified as
part of GFIPM Metadata 1.0 package.

Table 2 summarizes each of the four layers.

Layer Description
Conceptual |+ Abstract conceptual model of information aboutdefation
Model user or a federated entity

* Provides consistent semantics and a formal basghfring
information about users and other entities in @fation

» Optional and over-inclusive, defines a superseteaif-
defined attributes pertinent to the GFIPM concept

* Represented by a set of three GFIPM XML schemasMWNI
subset schemas, and a Microsoft Excel spreadsheet
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Federation » A profile of the conceptual model that addresseseds

Profile of a specific federation instance

* Places subset and constraint rules on the ab&tdeated
user and federated entity models as needed

» Details of any specific federation profile are aatofficial
part of the GFIPM metadata standard

* Represented by a set of schemas that specify atsoftthe
schemas used to define the conceptual model

Federation » XML instance that conforms to a specific federafpoafile

Profile « Encapsulates the metadata (data payload) for d@fispec

Instance authenticated federation user or federated entityarming
to the federation profile schema

SAML » Acts as the transport mechanism for the XML instanc

Assertion between an identity provider and a service provider

Table 2: Layers of the GFIPM Metadata Framework

5. Feedback

As discussed in previous sections, the GFIPM médadpecification is expected to undergo
several more iterations over the coming months yeats. Comments and feedback from a
broader set of reviewers are necessary to brodeperspective beyond the requirements of the
initial set of contributors that led to the curreetsion. Sufficient work has been accomplished
and documented in the accompanying file set tocisatonstructive comments to help shape
future versions of this specification. Of specialerest are comments in the area of the
conceptual model of the federated user and assdana¢tadata structure, definition, content, and
usage. The Global Security Working Group requésts comments be submitted directly to
John Wandelt, Georgia Tech Research Institutgotat.wandelt@gtri.gatech.eduComments
will be compiled, reconciled, and scheduled forigewv and inclusion as part of the GSWG
GFIPM work plan.

Appendix A: Metadata Sources

This appendix serves to acknowledge several catindp groups and projects for the specific
metadata attributes that they have contributeth¢oGFIPM Metadata 1.0 data model. Most of
the attributes in the GFIPM Metadata model have ednom two sources: GFIPM Pilot
Participants and GSWG Members. The metadata muaelevolved through many iterations
since 2004. The development process for GFIPM tiégtaversion 1.0 included a reconciliation
effort between the GFIPM Metadata model and twameanetadata attribute projects in the
justice community: the Department of Homeland Ségc(DHS) Project on Attribute-Based
Access Control (ABACG)and the Global Technical Privacy Task Team efiordefine privacy-
relevant attributed. The results of each reconciliation effort arectiéed here.

2 See the technical report “Defining User AttribufesAuthority-Based Access Control” by WatermarH&mmar.
% See the technical report “Implementing Privacylstice Information Sharing: A Technical Framewaakd the
web sitehttp://www.privacywiki.org/
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DHS ABAC Project

The DHS ABAC initiative seeks to identify a set base attributes that are critical for
authorization decisions for current and future goweent information sharing systems, and also
to identify the authoritative source of each caltiattribute. The goal of the project’s work is to
identify attributes that can enable rule-based sgcentrol to be implemented based on the most
current information available about a user at itme tof an access attempt. The long-term vision
of the project is for each attribute to be querasdneeded from the attribute authority that is
deemed to be authoritative for that attribute, ebgr relieving applications of the need to
constantly keep access control lists current. ®Werarching vision of the ABAC project is
similar to GFIPM in the sense that both projectkde relieve applications and resources of the
burden of directly managing data about users.

The reconciliation effort between the GFIPM Metadaind the DHS ABAC Project work
produced the following results. Many of the ABAGCetadata attributes about users already
existed within the GFIPM Metadata standard priothis reconciliation process; however, there
were several ABAC attributes that did not existhie GFIPM Metadata standard. Table A.1 lists
all of the ABAC attributes that are considered vatg to GFIPM but were not already included
in the GFIPM Metadata standard. Along with eaaell attribute is that attribute’s current
status as regards the GFIPM Metadata standard.

New ABAC Attribute Current Status

Employment Type Under Consideration for GFIPM Metadl.1

Job Designation Under Consideration for GFIPM Matadl.1

Physical Location Under Consideration for GFIPM bkta 1.1
Location Type Under Consideration for GFIPM Metadatl

Management Level Under Consideration for GFIPM Mata 1.1
List of Direct Reports Under Consideration for GMIRletadata 1.1
Rating/Reviewing Official Under Consideration foFIEM Metadata 1.1
Authorized Purpose Under Consideration for GFIPMadata 1.1
Skills and Skill Levels Under Consideration for ®BM Metadata 1.1

Table A.1: Status of New ABAC Attributes in GFIPM Metadata

Global Technical Privacy Task Team

The Global Technical Privacy Task Team is a tedirstandards group that is working on the
task of translating privacy and requirements irgohnical specifications and standards. It
focuses on identification, specification, and addneg standards for privacy for Global. The
scope for the tasks and deliverables of this taakntcovers the entire justice domain, including
local, state, regional, tribal, and federal orgatians. One of the responsibilities of this team i

to identify a set of privacy-related metadata #yaply to information sharing transactions within

the law enforcement community.

The reconciliation effort between the GFIPM Metadand the Global Technical Privacy Task
Team work produced the following results. Mosttlod privacy metadata about users already
existed within the GFIPM Metadata standard priothis reconciliation process. Also, some of

10
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the privacy-relevant user metadata not alreadyucagtwithin the GFIPM Metadata standard is
actually metadata about the relationship betweasea and the subject of a transaction, e.g. an
attorney-client relationship. This type of relaship metadata falls outside the current
boundaries of the GFIPM Metadata standard, becaysetains to a specific transaction and is
not constant across transactions for a given usdter factoring out these two categories of
privacy-relevant user metadata — items alreadydowithin the GFIPM Metadata standard and
items that are not transaction-independent — tvere very few new user metadata concepts that
remained as candidates for inclusion in the GFIPMtddata standard. Table A.2 lists all
privacy attributes identified by the Technical Ry Task Team’s work that are considered
relevant to GFIPM but were not already includedh@ GFIPM Metadata standard. Along with
each listed attribute is that attribute’s curreatiss as regards the GFIPM Metadata standard.

New Privacy Attribute Current Status

Level of Government Included in GFIPM Metadata 1.0
Professional Licenses Under Consideration for GFN@&ladata 1.1
Employment Role Under Consideration for GFIPM Matadl.1

Table A.2: Status of New Privacy Attributes in GFIRM Metadata

11



