GFIPM Metadata 2.0 Sample Profile




This GFIPM Metadata 2.0 Sample Profile is a refinement of the GFIPM Metadata Specification, Version 2.0. Federations may adapt this profile to suit their needs.

This sample profile specifies the following refinements.

1. The following GFIPM Metadata user attributes are MANDATORY, and MUST be provided by every Identity Provider within every SAML assertion created on behalf of users.
a. gfipm:2.0:user:FederationId

b. gfipm:2.0:user:GivenName

c. gfipm:2.0:user:SurName

d. gfipm:2.0:user:EmailAddressText

e. gfipm:2.0:user:TelephoneNumber

f. gfipm:2.0:user:EmployerName

g. gfipm:2.0:user:IdentityProviderId
2. The following GFIPM Metadata user attributes are HIGHLY RECOMMENDED, as they are required for access by two or more federation resources. Every Identity Provider SHOULD provide them within every SAML assertion created on behalf of users.
a. gfipm:2.0:user:SwornLawEnforcementOfficerIndicator
b. gfipm:2.0:user:PublicSafetyOfficerIndicator
c. gfipm:2.0:user:EmployerORI
d. gfipm:2.0:user:EmployerOrganizationGeneralCategoryCode
e. gfipm:2.0:user:ElectronicAuthenticationAssuranceLevelCode
f. gfipm:2.0:user:IdentityProofingAssuranceLevelCode
g. gfipm:2.0:user:28CFRCertificationIndicator
3. The following GFIPM Metadata user attributes are RECOMMENDED, as they are required for access by at least one federation resource. Identity Providers are encouraged to provide them on behalf of users if practical.

a. gfipm:2.0:user:NCICCertificationIndicator
b. gfipm:2.0:user:CounterTerrorismDataSelfSearchHomePrivilegeIndicator
c. gfipm:2.0:user:CriminalHistoryDataSelfSearchHomePrivilegeIndicator
d. gfipm:2.0:user:CriminalInvestigativeDataSelfSearchHomePrivilegeIndicator
e. gfipm:2.0:user:CriminalIntelligenceDataSelfSearchHomePrivilegeIndicator
f. gfipm:2.0:user:CriminalJusticeDataSelfSearchHomePrivilegeIndicator
g. gfipm:2.0:user:GovernmentDataSelfSearchHomePrivilegeIndicator

4. All other GFIPM Metadata user attributes are PERMITTED. Identity Providers are permitted to provide them on behalf of users if necessary.

