Service Provider Organization Agreement

In order to allow for the connection of multiple parties in a trust environment, the federation is creating a trust environment that allows for the implementation of separately provided identities, associated with end users, and services for those users.

I. Preamble
This Service Provider Organization Agreement (the “SPO Agreement”) is being entered into by the Federation Management Organization and ___________________(authorized organization name), the Service Provider Organization.  The purpose of the SP Agreement is to memorialize the intent of the Service Provider Organization to provide services to the federation and for the Federation Management Organization to allow the Service Provider Organization access to the federation infrastructure to unite Identity Provider Organization end users and the Service Provider Organization’s services.
II. Service Provider Organization Role
The Service Provider Organization agrees to provide its services to the federation.  These services must be published in accordance with the Policies and Procedures.  These services will be accessible to Identity Provider Organization end users who meet the requirements of an established and documented access policy that the Service Provider Organization defined. 

Unless the Service Provider Organization has specific identified services as not public, the federation may publicize the services that the Service Provider Organization has made available to the federation.   Service Provider Organizations may specify required attributes for discovery of their services in the federation directory of services.

At all times that the Service Provider Organization is a party to this agreement it agrees to abide by the Federation Policies and Procedures document.  Specifically, the Service Provider Organization agrees to meet minimum security and availability standards.

The Service Provider Organization agrees to comply with any decisions made through the governance process, in accordance with Federation Governance document. 
1. Service Provider Organizations shall have the capability to validate identity assertions that are submitted as part of a service request.

2. Service Provider Organizations shall have the capability to define attributes required for access to the service.

3. Service Provider Organizations shall have the capability to react to receipt of various requestor assertions based on the established policy.

4. Service Provider Organizations shall provide audit services and make them available upon request to the federation.  

All Service Provider Organizations must certify that they are providing only information or services that they have legal rights to provide.  

Consumers of a federation service are obligated to comply with the specific service-level policies governing the appropriate use, handling, dissemination and/or destruction of the information accessed.  These service-specific policies are not within the purview of federation governance policy.  

III. Federation Role
The Federation Management Organization agrees that it will provide the Service Provider Organization with the federation operational support to enable federation Identity Provider Organization end users and the Service Provider Organization’s services to interact.  The Federation Management Organization agrees that it will abide by the Federation Policies and Procedures document and that it will make governance decisions in accordance with the Federation Governance document.

IV. Personally Identifiable Information 

All Service Provider Organizations must manage the privacy data in accordance with appropriate policies.  All identity assertions received by the Service Provider Organization can be used only to make authorization decisions, dynamically provision accounts, and perform audit logging.  Any additional uses of the identity assertions must be disclosed to end users.

V. Termination 
Termination of this agreement may occur for cause or for no cause.  Either party may terminate this agreement, in accordance with the Federation Policies and Procedures document, upon the occurrence of any material default of this agreement by the other party or upon 60 days notice to the other party.

VI. Modification of Agreement

A modification of this agreement proposed by the Federation Management Organization or by the Service Provider Organization will not be final unless it has been agreed to by both parties and approved by the Board of Directors in writing.

VII. Waiver
A waiver of any provision of this agreement shall not be considered a permanent waiver of such provision unless agreed to in writing by the Federation Management Organization and the Advisory Board.

VIII. Assignment
This agreement may not be assigned, in whole or in part, by the Service Provider Organization without the prior written consent of the Federation Management Organization and the Advisory Board.

IX. Severability
If any provision of this Agreement is vague or contradicts another provision in this agreement or any federation document, the remaining provisions of this Agreement nevertheless will continue in full force and effect without being impaired or invalidated in any way.  The vague or contradicting provision will be reviewed and then clarified or corrected by the Advisory Board.

X. Entire Agreement

This Agreement is the entire Agreement between the parties and supersedes any and all prior oral and written agreements, commitments, understandings, or communications with respect to the subject matter of this Agreement.  This Agreement may not be modified except in writing and signed by a duly authorized representative of each party.
XI. Federation Documents

The operation of this federation is governed by the following documents, which are incorporated into this agreement by reference:

· The Global Federated Identity and Privilege Management Governance Guidelines [GFIPM GOV]—this document defines the roles and responsibilities of the federation, the Federation Management Organization, the Board of Directors, Service Provider Organizations, Identity Provider Organizations, and Trusted Identity Broker Organizations.

· Global Federated Identity and Privilege Management Operational Standards Policies and Procedures Guidelines [GFIPM OPP]—this document details the way in which the federation policies will be carried out.

· GFIPM Cryptographic Trust Model [GFIPM Trust]—this document details the technical requirements for maintaining cryptographic trust among systems in the federation.

· GFIPM Federation Certification Practice Statement Template [GFIPM CPS Template]—this document details the certification practice statement used by the Federation Management Organization in managing the cryptographic trust anchor for the federation.

· GFIPM Federation Member Certificate Policy Template [GFIPM Member CP Template]—this document details the certificate and key management policy that all federation members must follow to ensure that cryptographic trust is maintained among systems in the federation.

· GFIPM Metadata Specification [GFIPM Metadata]—this specification details the metadata requirements that must be used as part of the federation.

· GFIPM Web Browser User-to-System Profile [GFIPM U2S Profile] and GFIPM Web Services System-to-System Profile [GFIPM S2S Profile]—these documents detail the technical interfaces required to implement specific communication profiles in the federation.

XII. Notices

All notices, certificates, acknowledgments, or other written communications required to be given under this Agreement shall be in writing and shall be deemed to have been given and properly delivered if duly mailed by certified or registered mail to the other party at its address as follows, or to such other address as either party may, by written notice, designate to the other.  
Notice to the Federation Management Organization shall be delivered as follows:

______________________

______________________

______________________

Notice to the Service Provider Organization shall be delivered as follows:
______________________

______________________

______________________

The following material, which has been submitted with this Agreement, is incorporated in the Agreement by reference:

(List documents)

XIII. Signature

By signing below, __________, the Service Provider Organization, certifies that it has read this document, that it is accurate, and that it agrees to abide by this Agreement and all federation documents referenced herein.

	[Service Provider Organization Entity], the Service Provider Organization

By: ___________________

      [Title]
	

	
	


