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GPIQWG Mission
The Global Privacy and Information Quality
Working Group (GPIQWG) mission is
to advance the adoption of privacy and
information quality policies by justice system
participants that promote the responsible
collection, handling, management, review,
and sharing of personal information about
individuals.

In collaboration with the DHS/DOJ Fusion
Process Technical Assistance Program,
the Global Privacy and Information Quality
Working Group (GPIQWG) presents the Fusion
Center Privacy Policy Development Guide:
Privacy, Civil Rights, and Civil Liberties Policy
Template for GAC approval.
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Recent events, such as terrorist threats and catastrophic natural disasters, have
revealed a critical need for increasing information sharing capacities across
disciplines, jurisdictions, agencies, and geographic areas. As these needs
are increasingly addressed by the application of new technologies and crossagency interaction, it is imperative to also focus on information quality (IQ). The
justice system depends on information sharing. Increased sharing ultimately
requires increased responsibility for IQ to ensure sound justice decision making.

What Is Information Quality?
Few professionals in any discipline will dispute that “good information is good
business.” But what constitutes “good,” or “quality,” information? Conventional
wisdom typically equates good information with accurate information. Yet good
information should also be timely, reliable, and complete. Today, information
quality is understood to be a multidimensional concept that encompasses
critical relationships among multiple attributes, such as timeliness, accuracy,
and relevancy. Together, these attributes contribute to the validity of the
information. Quality information is the cornerstone of sound agency decision
making and inspires trust in the justice system and in the law enforcement
entities that use information. Such information enables agencies to perform
their jobs efficiently and effectively.

What Problems Arise From Poor
Information Quality?
The typical triggers for poor information quality are commonplace business
challenges such as incomplete records, delays, failure to update record
information, data-entry mistakes, or improper releases of information.
Additionally, data-entry errors, technical issues, information volume, and the
widespread availability of data may lead to IQ concerns.
The routine nature of day-to-day business processes underscores the potential
for inadvertent generation of inferior IQ. As data is increasingly shared and
becomes more readily and rapidly accessible, justice agency control over IQ
becomes a bigger challenge.
Poor information quality can be harmful to the individual, the community, and
the justice entity. Failure to actively and continuously evaluate and improve IQ
in justice-related information sharing practices may result in harm or injustice
to individuals, lawsuits and liability, population of other agency databases with
inaccurate data, public criticism, inefficient use of resources, or inconsistent
actions within agencies.

The following scenario
demonstrates why quality
information is critical for justice
information sharing.
On a busy holiday weekend,
a police officer pulls over a
speeding driver. After quickly
checking whether the vehicle
is stolen and whether there
are warrants for the registered
owner, the officer approaches
the vehicle. The driver
presents his driver’s license,
and the officer observes that
there are two young girls and
an adult female in the car. The
officer runs a routine driver’s
history check and a search
of the state’s criminal history
file. She quickly discovers that
the driver has recently been
released from prison after
serving a term for third-degree
sexual conduct with a child.
The conditions for parole
indicate that the driver is not to
be in the company of minors.
The officer is then able to
make an arrest because an
appropriate amount of justice
information was accessible,
complete, and available at the
time it was most critical.
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 Information Quality Series: The GPIQWG information quality series is now published and available for
distribution.
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Fusion Center Privacy Policy Development Guide: Privacy, Civil
Rights, and Civil Liberties Policy Template
In collaboration with the DHS/DOJ Fusion Process Technical Assistance Program, the Global Privacy and
Information Quality Working Group (GPIQWG) presents the Fusion Center Privacy Policy Development
Guide: Privacy, Civil Rights, and Civil Liberties Policy Template for GAC approval.

The purpose of this template is to assist
fusion center personnel
in developing a center
privacy policy related to the
information the center collects,
receives, maintains, archives,
accesses, and discloses to
center personnel, governmental
agencies, Information Sharing
Environment (ISE) participants,
and other participating criminal
justice and public safety agencies,
as well as to private contractors and
the general public. The provisions
suggested in this template are
intended to be incorporated into the
center’s general operational policies
and day-to-day operations and to
provide explicit and detailed privacy
protection guidance to center personnel
and other authorized source and user
agencies. Privacy policy concepts are grouped into related
sections that contain pertinent questions to which a center
representative may respond with policy language. Useful
sample language is provided along with each question to
assist in the policy drafting process

Vetting and Quality of Guidance: This
template has undergone significant
vetting through Global (GIWG and
GPIQWG), as well as through federal
agencies such as DOJ, DHS, the
Program Manager for the Information
Sharing Environment (PM-ISE),
and the ISE Privacy Guidelines
Committee (PGC).
Each provision in this template
has been drafted based on two
areas: (1) established guidelines
and requirements, and (2)
hands-on field experience.
Provisions have been designed
to meet requirements and
recommendations in documents
such as the FY 2010 Homeland
Security Grant Program Guidance, 28 CFR
Part 23, the Information Sharing Environment (ISE)
Privacy Guidelines, the National Criminal Intelligence
Sharing Plan (NCISP), the Fusion Center Guidelines, the
Findings and Recommendations of the Suspicious Activity
Report (SAR) Support and Implementation Project, and
others. Field experience has strongly influenced the clarity
of this document. It is the result of three years’ work by
the Privacy Policy Review Team (PPRT), which, under

GPIQWG
For GAC Approval
the auspices of the DHS/DOJ Fusion Process Technical
Assistance Program, reviewed 61 privacy policies from
the 72 primary designated fusion centers. In addition,
clarifications, enhancements, and best practices have
been incorporated based on feedback from fusion center
personnel as they utilized the draft template to draft their
center privacy policies.

Value to the Community

GPIQWG Researches
Whole Body Imaging (WBI)
In January, as part of GPIQWG’s venture into the privacy
concerns associated with justice agency use of biometric
technology, GPIQWG members teleconferenced with
Mr. Peter Pietra, Privacy Officer, Transportation Security
Administration (TSA), and Ms. Mary Ellen Callahan, Chief
Privacy Officer, DHS, on TSA’s installation and use of the
Millimeter Wave Whole Body Imaging (WBI) devices at
airports. TSA’s purpose in using these devices is security, to
make sure air travel is safe and secure.
Mr. Pietra discussed TSA’s privacy
efforts, including a privacy impact
assessment, outreach to privacy
advocates, and implementation of
privacy protections.

GPIQWG
Relevance

A strong privacy policy is good public policy. It is responsive
to widely held public expectations about the collection and
use of information about individuals and the fair and open
operation of a democratic government. The values expressed
in this one-stop source for fusion center privacy protections,
SAR provisions, and ISE Privacy Guidelines requirements
are that it is time-tested, field vetted, and, most certainly, the
most comprehensive tool a fusion center can use to draft solid
privacy protections policies. This template will help centers to
articulate to center personnel, to external agencies, and to the
public that the center will adhere to legal requirements and
center policy and procedural provisions that enable gathering
and sharing of information to occur in a manner that protects
constitutional rights, including personal privacy and other civil
liberties, and civil rights.

Several jurisdictions are employing
whole body imaging technology in the justice arena, which
may bring the state and local use of WBI into GPIQWG’s
privacy arena: Colorado Springs Court House, Cook County
Court House, Pennsylvania Department of Corrections facility,
Douglas County Colorado Justice Center, Montana State
Prison, and Utah State Correctional Facility. In relation to
the local agency use of these devices, GPIQWG is currently
researching:

 Whether each of these agencies has completed
privacy impact assessments and whether they
have drafted privacy policies outlining their privacy
protections in the use of this technology.
 What options the manufacturer makes available on
the WBI devices—to store/not store the image, to blur
or not blur the face or any other portion of the body, a
certain level of clarity of image, etc.
For chiefs of police, sheriffs, and law enforcement officers,
it may be useful for GPIQWG to draft a flyer that informs
them that if they are considering the purchase and use of this
technology, to consider, at minimum, implementing certain
privacy protections.

GPIQWG Highlights
 Privacy Guide: The GPIQWG-produced Global
Privacy and Civil Liberties Policy Development
Guide and Implementation Templates and
companion CD are out of date (last revision date
February 2008). GPIQWG is currently working to
revise the guide to provide more comprehensive
privacy policy guidance; to incorporate the current
applicable provisions in the Fusion Center Privacy
Policy Development Template that apply to state,
local, and tribal (SLT)
agencies; to revise
outdated content;
and to enhance the
usefulness of the
Privacy and Civil Liberties
guide. It is envisioned
Policy Development Guide
that the title will also
and Implementation Templates
be updated to clarify
that the guide
is for SLT
agency use.
Privacy and Civil Liberties

 Press Release: In collaboration with Global
Outreach Working Group (GOWG) efforts,
GPIQWG has drafted a press release/news
article to debut and promote the IQ series in
trade publications and for distribution to Global
constituents. GOWG will be coordinating the
publication of this news release.
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Applicable Sections of the Code of
Federal Regulations Title 28 (28 CFR)
Glossary of Privacy Terms
Links to Reference Materials
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Preface to Information Quality
Policy Templates
Privacy Executive Overview
Sample Case Study
Fair Information Principles
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This CD provides an overview of the information and tools contained within the
Privacy Policy Development Guide and Implementation Templates—a practical,
hands-on resource geared toward justice practitioners charged with developing or
revising an agency’s privacy policy. The Guide will assist practitioners in articulating
privacy obligations in a manner that both supports information sharing and protects
privacy interests. Included is an essential tool for drafting comprehensive privacy
policies, entitled Privacy, Civil Rights, and Civil Liberties Policy Templates for Justice
Information Systems. The templates were designed to cover a range of computerbased justice information systems that seek or receive, store, and make available
information in support of activities associated with the justice system, public safety,
and health.
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 OJJDP Coordination: GPIQWG, Global, and BJA/
OJP leadership held a meeting on March 23, 2010
in Washington, DC, with Mr. Jeff Slowikowski,
Acting Administrator, Office Juvenile Justice and
Delinquency Prevention (OJJDP), to discuss
coordination efforts between OJJDP and Global,
including OJJDP representation on GPIQWG.
It is anticipated that OJJDP will become more
involved in Global and in Global working groups
by providing representation.
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 Biometrics Primer: GPIQWG met in Washington,
DC, on March 23–24, 2010, and continued work
on the GPIQWG biometric awareness primer,
Justice Information Quality Risks: Justice Agency
Use of Biometrics. This primer includes two
useful reference charts to help a justice agency
determine, based on the agency’s collection of
biometrics and use of biometric technologies, the
potential for privacy and information quality risks.
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Policy DevelopmentProviding
Guide and
justice practitioners with practical guidance
for Overview
the privacy policy development process
Implementation Templates
Providing justice practitioners with practical
guidance for the privacy and civil liberties
policy development process.
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For consistent navigation and access to Web links, Internet access is required.

About Global

The U.S. Department of Justice’s Global Justice Information Sharing Initiative (Global)
serves as a Federal Advisory Committee to the U.S. Attorney General on critical
justice information sharing initiatives. Global promotes standards-based electronic
information exchange to provide justice and public safety communities with timely,
accurate, complete, and accessible information in a secure and trusted environment.
Global is administered by the U.S. Department of Justice, Office of Justice Programs,
Bureau of Justice Assistance.

For the latest information, visit www.it.ojp.gov/global.

Includes:








Privacy and Civil Liberties Policy Development Guide
and Implementation Templates Download Version
Privacy, Civil Rights, and Civil Liberties Policy Templates
for Justice Information Systems Download Version
Privacy Executive Overview
Sample Case Study
Linked Reference Materials
Glossary of Privacy Terms
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About Global

For More Information

The U.S. Department of Justice’s Global Justice
Information Sharing Initiative (Global) serves as a Federal
Advisory Committee to the U.S. Attorney General on
critical justice information sharing initiatives. Global
promotes standards-based electronic information
exchange to provide justice and public safety communities
with timely, accurate, complete, and accessible
information in a secure and trusted environment. Global
is administered by the U.S. Department of Justice (DOJ),
Office of Justice Programs, Bureau of Justice Assistance.

For more information about the GPIQWG, contact
Christina Abernathy of DOJ’s Global at (850) 385-0600,
extension 318, or e-mail cabernathy@iir.com.
For more information about other DOJ information sharing
initiatives, go to:

www.it.ojp.gov
This project was supported by Grant No. 2007-NC-BX-K001 awarded by the Bureau of Justice Assistance, in collaboration with the
U.S. Department of Justice’s Global Justice Information Sharing Initiative. The Bureau of Justice Assistance is a component of the
Office of Justice Programs, which also includes the Bureau of Justice Statistics, the National Institute of Justice, the
Office of Juvenile Justice and Delinquency Prevention, the SMART Office, and the Office for Victims of Crime. Points of view or
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