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In addition to providing a model in which business analysts and technical architects 
can collaborate to meet business requirements through technical solutions, the 
service model enables the GRA requirement for agility.  The introduction of the 
service model facilitates agility by providing an abstract layer where changes in 
business requirements within the business model can be easily incorporated into the 
service model, thus affecting the implementation within the technology model.  
Essentially, the service model bridges the gap and promotes agility between the 
business and technology models. 

3.2 Service Design Principles 

3.2.1 Background 

In a service-oriented architecture, a SERVICE is the means by which one justice 
partner gains access to one or more capabilities offered by another partner.  Justice 
organizations have a multiplicity of capabilities that others want access to, both inside 
and outside the traditional justice community.  Since the justice community has close 
to 100,000 justice agencies, all with their own applications, hardware, and networks, 
this presents a very complicated and serious problem.  The only way true 
interoperability can be achieved and those capabilities can be made accessible to 
others is to transcend the technical implementation layer and define a consistent 
approach to identifying and describing services.  Additionally, the services and their 
interactions need to be able to be implemented in many different technical 
environments.  Before a service-oriented solution can be developed, we need to 
determine what makes a service suitable from a GRA perspective.   
 
Knowing what capabilities to expose as services and how to describe those services is 
not an easy exercise.  The exercise can be helped by establishing a set of principles 
that can guide service identification and design decisions.  The service design 
principles should be considered in each step of the service identification and design 
methodology, presented in this document, and especially during granularity analysis.  
Additionally, compliance with the service design principles is validated by describing 
the services so they can be leveraged by justice partners.1

 

  These principles take into 
consideration the best practices of industry as well as the needs and desires of the 
justice community to share a variety of information and improve interoperability.   

Additional principles exist and new principles are emerging.  Presented below are the 
service design principles that are currently adopted by the Global GRA specification. 

3.2.2 GRA Service Design Principles 

Service design principles within the GRA provide consistent guidance regarding the 
overall partitioning of capabilities into services and the relationships between 
                                                 
1For more information on describing services, refer to the Services Specification Package 
Documentation. 
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services.  The service design principles are core to the design of services regardless of 
what underlying technology is used to implement them. 

Services Are Reusable 

To achieve reusability, logic is divided into services with the intention of promoting 
reuse.  Service orientation encourages reuse in all services.  Applying design 
standards that make each service potentially reusable increases the chances of being 
able to accommodate future requirements with less development effort.  Inherently, 
reusable services also reduce the need for creating wrapper services that expose a 
generic interface on top of less reusable services.  

Services Are Loosely Coupled 

Loosely coupled services maintain a relationship that minimizes dependencies and 
requires only that they maintain an awareness of each other.  Loose coupling is a 
condition wherein a service acquires awareness and knowledge of another service 
while still remaining independent of that service.  Loose coupling is achieved through 
the use of agreements that allow services to interact within predefined parameters.  
One of the fundamental requirements of the GRA, the requirement for agility, is 
directly supported by establishing a loosely coupled relationship between services.  

Services Are Based on Abstraction 

The principle of abstraction allows services to act as black boxes, hiding their details 
from the outside world.  The scope of logic represented by a service significantly 
influences the design of its actions and its position within a process.  The scope of 
logic a service represents is influenced by the principle of service abstraction.  

Services Are Composable 

Under the principle of composability, collections of services can be coordinated and 
assembled to form composite services. A service can represent any range of logic 
from various types of sources, including other services.  The main reason to 
implement this principle is to ensure that services are designed so that they can 
participate as effective members of other service compositions, when required.  This 
requirement is irrespective of whether the service itself acts as the composer of 
others. 
 
The requirement for any service to be composable also places an emphasis on the 
design of service actions.  Composability is simply another form of reuse; therefore, 
actions need to be designed in a standardized manner and with an appropriate level 
of granularity to maximize collaboration opportunities.2

                                                 
2Services collaboration is related to services orchestration or choreography. The terms “orchestration” 
and “choreography” describe two aspects of emerging standards for creating business processes 

 



Guidelines for Identifying and Designing Services  Version 1.1

 

 
6 

Services Are Autonomous  

Autonomy requires that the range of logic exposed by a service exist within an 
explicit boundary.  As a result, services have control over the logic they encapsulate.  
This principle allows a service to execute self-governance of all its processing.  It also 
eliminates dependencies on other services, which frees a service from ties that could 
inhibit its deployment and evolution.  Service autonomy is a primary consideration 
when deciding how application logic should be divided up into services and which 
actions should be grouped together within a service.  Autonomy does not necessarily 
grant a service exclusive ownership of the logic it encapsulates.  It only guarantees 
that at the time of execution, the service has control over whatever logic it represents. 

Services Are Cohesive  

This principle dictates that services expose functions that belong together because of 
their purpose.  Cohesiveness applies to the functions a service performs and the 
information it manipulates and communicates.  To achieve cohesiveness, a service 
should perform only functions that are related to each other and be responsible for 
information that is semantically connected.  For instance, a service that submits 
fingerprint information for identification and at the same time submits driver license 
information for driver history verification would not be cohesive.  A successful 
approach for achieving cohesiveness is analyzing the functions and the messages a 
service is responsible for and making sure they are related and interdependent. 

Services Are Stateless 

Services should minimize the amount of state information they manage and the 
duration for which they retain it.  State information is data specific to a current 
activity.  While a service is processing a message, for example, it is temporarily 
stateful.  If a service is responsible for retaining state for longer periods of time, its 
ability to remain available to other requestors will be impeded.  Statelessness is a 
preferred condition for services and one that promotes reusability and scalability.  
For a service to retain as little state as possible, its individual actions need to be 
designed with stateless processing considerations.  

Services Are Discoverable 

Services must be designed to be outwardly descriptive so that they can be found and 
accessed via available visibility mechanisms.  To achieve discoverability, services 
define what features of a provider system the system owner makes accessible to 
business partners.  Services also provide a logical description of the information 

                                                                                                                                                 
 
utilizing sets of services. The design choice between orchestrated and choreographed sets of services is 
usually dependent on the execution context. For more information, please refer to the Terms and 
Acronyms section of this document. 
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exchanged between consumer and provider systems as the consumer accesses the 
capability. 
 
Service discoverability aids VISIBILITY and helps avoid the accidental creation of 
redundant services or services that implement redundant logic.  Because each action 
provides a potentially reusable piece of processing logic, metadata attached to a 
service needs to sufficiently describe not only the service’s overall purpose but also 
the functionality offered by its actions and profiles.  
 
In the GRA, VISIBILITY, as the name implies, defines how service consumers and 
providers of capabilities “see” each other in a way that enables interaction between 
them.  The service-orientation design principle of discoverability is related to, but 
distinct from, VISIBILITY.  At the GRA level, VISIBILITY refers to the architecture’s 
ability to provide a discovery mechanism, such as a service registry or directory.  
This effectively becomes part of the infrastructure and can support numerous 
implementations of SOA.  On a service level, the principle of discoverability refers to 
the design of an individual service so it becomes as visible as possible. 
 
Many of the above-mentioned principles aid in achieving separation of concerns by 
promoting the breakdown of a larger problem into a series of smaller problems and 
by instigating separation of the triggering event from the resulting response.  
Principles that directly contribute to the notion of separation of concerns are the 
principles of reusability, composability, loose coupling, abstraction, and autonomy. 
 
Avoiding Excessively Broad Services 
 
By applying the design principles just described—in particular, that services should 
be abstract, autonomous, cohesive, and discoverable—service designers and 
architects should avoid the identification and specification of overly broad services.  
Services should be scoped as narrowly as business requirements allow.  For 
example, a federated query that searches for generic person information from a 
broad range of information sources would fit a business requirement of a broader 
service scope.  However, an improperly scoped service is one where the business 
requirement is specific (e.g., “submit supervision conditions”) and a generic action—
indicated by a very generic name like “doExchange” or “receiveMessage” is defined.  
This type of service or service action hides the real-world effect of that service and 
the specific action.  Designers and architects can have a tendency to design such 
services with convenience in mind, knowing that such a service can be “reused” in 
new contexts (or for new exchanges) simply by changing the structure of the 
message. 
 
The services and actions defined by LEXS and N-DEx are examples of appropriately 
scoped, broad services, since those services are intended to satisfy broad business 
requirements. 
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However, such services exhibit a number of problems, including: 
 

• Reliance on documentation outside the service specification to 
understand the real-world effect, since it is “hidden” behind the 
generic action name. 
 

• Lack of discoverability due to the generic nature of the action 
name that does not reveal the real-world effect. 

 
• Often, a very complex service information model (often 

represented by a single IEPD) which contains a large NIEM subset 
to support the very generic service action. 

 
• Hidden implementations that force consumer systems developers 

to rely on the message structure, rather than the interface, for 
determining service behavior. 

 
• Tight coupling of the hidden underlying actions—handling of one 

type of interaction is necessarily coupled to the handling of other 
types, by virtue of their being within the same service. 

 
To avoid excessively broad scope, service designers should consider the following: 
 

• Design the behavior model of each service carefully, paying 
particular attention to alignment of the real-world effect(s) and the 
names of actions. 
 

• Minimize “gateway” and message broker logic in service 
implementations; if the first logic encountered in a service 
implementation is an “if-then-else” construct, then it is likely the 
service needs to be refactored. 
 

• Avoid “message type” or “action” data (flags, codes) in the 
information model of a service. 
 

• Ensure that each action in a service’s behavior model does one 
clearly defined thing. 

 
• Be wary of expansive impacts of change—if a change in one area 

of the business affects other areas of the business that are otherwise 
unrelated, then an overly broad service definition may be part of 
the problem. 
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• Review and consider process modifications or fine tuning to your 
service identification methodology (specifically see Sections 4.6 
and 4.7 for more information). 

4. Service Identification Methodology 

There are a number of service identification methodologies in use today.  More often 
than not, these methods are combined in an approach to identifying services for an 
organization. 
 
Service identification methodologies include the following: 
 

1. Business process decomposition 
2. Business functions 
3. Business entity objects 
4. Ownership and responsibility 
5. Goal-driven 
6. Component-based 
7. Existing supply (bottom-up) 
8. Front-office application usage analysis 
9. Infrastructure 

10. Nonfunctional requirements 
 

The service identification approach presented in this document can be considered to 
use a combination of methodologies 2, 5, 7, and 8 shown above. 
 
In the presented approach, identifying the services to be implemented and the 
priority in which these services are to be deployed is based on (1) identifying those 
business capabilities required and (2) the technical capabilities already implemented 
or planned for implementation by the agency.  Successful service identification 
would imply compliance with the service principles provided in this document in 
conjunction with the use of common service identification methodologies. 
 
Determining a list of capabilities for service enablement is the first and probably the 
most important step in moving toward service enablement.  This discovery process 
will assist in documenting, from a business perspective, the lines of business, business 
functions, subfunctions, and capabilities.  From a technical perspective, all current 
systems, subsystems, and interface/applications are identified, and their capabilities 
are documented.  In turn, the business and technical capabilities identified are 
consolidated into a catalog of service candidates that are critical to providing value to 
justice users and partners.    
 
The business capabilities analysis will document a mix of current and future 
capabilities.  Current capabilities in this context are defined as capabilities currently 
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implemented that provide value to a justice organization.  Future capabilities are 
perceived to be those capabilities which could be implemented to provide additional 
value to a justice organization.   
 
The systems capabilities analysis will primarily document current [technical] 
capabilities but will also provide information about required capabilities or 
enhancements to the existing capabilities.   
 
Utilizing business-oriented methodologies is very important from a strategic 
perspective and allows the organization to plan and achieve its long-term information 
sharing goals.  It is also practical to use the system-oriented approach to identify the 
services to be implemented in the short term.  This approach allows a justice agency 
to realize immediate efficiencies in implementing services driven by some of its 
immediate objectives.  Additionally, it allows an organization to gain experience with 
defining, implementing, deploying, and maintaining services in its environment while 
planning for agility and efficiency on its long-term service identification and 
prioritization strategy.   
 
Best practices indicate that it is efficient to employ both of these approaches together 
to realize the full benefits of deploying a Service Oriented Architecture.  
 
Figure 3 depicts the process of identifying services utilizing both the business and 
system-oriented approaches. 
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Figure 3:  Services Identification Approach 

4.1 Scope 

It is important to note that the suggested methodology for identifying services is an 
iterative methodology.  Service candidates are identified based on business drivers, 
and a complete business or technical decomposition is not required in any of the 
iterations.  A justice organization can assess the scope and the level of detail it would 
like to achieve during each iteration of the service identification methodology 
presented in this document. 
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The analyst should consider the trade-off between a too-large or too-specific scope.  
Too large a scope will require a lot of time and effort and could be viewed as 
paralysis by analysis.  On the other hand, a too-narrow scope will limit the usefulness 
of the process (as more iterations will be necessary), including the prioritization 
process.  Specific point solutions should move directly on to either the prioritization 
or interdependency processes.   
 
In essence, the scope of your effort should coincide with goals, objectives, and 
resources.  

4.2 Drivers and Objectives 

The first step in the service identification methodology is to determine business 
drivers and associated objectives within the larger scheme of business goals.  Drivers 
and objectives define the strategic bounds within which to conduct the service 
identification process. 
 
As mentioned, the determination of drivers and objectives establishes bounds within 
which to identify and prioritize services.  For example, although it is possible to apply 
a service identification methodology to the entire enterprise, practical application 
suggests that boundaries be established based on business drivers.  Drivers could be 
defined from a number of perspectives.  Listed below are some examples of typical 
drivers that could be used independently or in combination to frame the service 
identification process.  Performance evaluation measures could also be implemented 
to determine whether those drivers and subsequent objectives are being met by the 
deployment of services. 
 

• Legislation (e.g., Adam Walsh Act) 
• Executive Order (e.g., information sharing initiatives) 
• Judicial findings 
• Technology [changes] 
• Social [changes] 
• Liability 
• Community interaction 

 
Some objectives associated with business drivers could be: 
 

• Decrease prison population 
• Increase operational efficiencies of law enforcement patrol 
• Enhance information sharing capabilities between agencies 
• Improve operations between law enforcement and the courts 
• Improve cost/unit value of IT resources 
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4.3 Business Capabilities Analysis (“Business-Oriented Approach”)  

Although a number of Enterprise Architectures are available to assist in the business 
categorization process (e.g., state EAs, NASCIO, FEA), the business capabilities 
analysis approach provided in this document starts with a view of the justice 
enterprise, its lines of business (LoBs), and business subfunctions from a high-level 
perspective using the Federal Enterprise Architecture (FEA3

 

) Business Reference 
Model (BRM).  The BRM provides a high-level framework for development of a 
business capability model.  The intent is to develop a model that can be leveraged to 
identify capabilities within the highest level of the FEA framework and still provide 
the required lower-level flexibility allowing business decomposition to be applied to 
any state and/or local information sharing initiative. 

In the initial analysis, each business function is identified.  During the subsequent 
decomposition, the analysis of selected business functions is refined and specified in 
greater detail (subfunctions), until the entire analysis is reduced to those low-level 
core business capabilities that address the established business drivers.  
 
Once the core business capabilities are identified through the business functional 
decomposition described above, business process modeling (BPM) techniques can 
be used to identify business processes components surrounding those capabilities 
which may help to identify additional capabilities. 
 
Figure 4 illustrates the components of the Business Capabilities Analysis model 
derived from the Federal Transition Framework (FTF4

 

) Meta-model.  In this model, 
we decompose a business into its functional components, which ultimately identify 
business capabilities.  Access to these capabilities is provided through services.   

                                                 
3 For more information about the Federal Enterprise Architecture, refer to Appendix A. 
4 For more information about the Federal Transition Framework, refer to Appendix B. 
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Figure 4:  Business Capabilities Analysis Model 
 
The result of the business capabilities analysis is a catalog of business capabilities that 
will be utilized during the next step of the services identification methodology.  For 
the purpose of simplicity at this step of the process, it is assumed that each business 
capability is provided by a single service or service candidate.  In other words, it is 
assumed that the relationship between business capabilities and services is one to 
one. 

4.3.1 Business Considerations 

In the context of performing a business capabilities analysis, which is an iterative 
process, the following business considerations can assist in determining a catalog of 
service candidates: 

 
• Are there capabilities which can in the future be utilized by other 

justice agencies? 
 

• Are there business requirements to share information with other 
justice agencies in the near future? 

 
• Does the model incorporate strategic planning initiatives? 
 
• Does the model accurately reflect business policies and 

procedures? 
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4.4 System Capabilities Analysis (“System-Oriented Approach”) 

The system-oriented approach to services identification starts with identification of 
the individual technical systems.  Most systems can be viewed as comprising 
subsystems and, upon further decomposition, interfaces and applications.  As a 
result, each of the systems identified is decomposed and specified in greater detail to 
form subsystems.  Interfaces/applications and their functions or capabilities are then 
identified and documented.  It is at the interface/application layer where a justice 
organization provides technical capabilities and could provide or consume services in 
the process of  sharing information.  
 
The system-oriented approach to services identification requires detailed analysis 
and documentation of the current systems environment, the existing systems and 
subsystems, and their external interfaces.  This approach would also include 
documenting in detail the known requirements for enhancing the existing systems or 
solutions or for the implementation of new systems or solutions.  This would lead to 
a catalog of systems, subsystems, and applications/interfaces.5

 
 

Figure 5 illustrates the components of the described System Capabilities Analysis 
model. 
 

 
Figure 5:  System Capabilities Analysis Model 

                                                 
5While this document uses system, subsystem, and interface/application for decomposition of the 
technical environment of an organization, there are other widely adopted terminologies. If a different 
terminology is used by an organization, it might be practical to preserve this terminology in the 
decomposition process to avoid confusion and ensure understanding. 
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Justice organizations may already have listings or inventories of some of the existing 
or required interfaces/applications.  This information might also be available within 
existing information sharing agreements or as part of an architecture technical 
specification, system configuration, system release, help desk system, or other 
documentation.  These are common places where justice organizations typically 
categorize systems, subsystems, and interfaces/applications.  It is suggested that the 
above-mentioned resources be reviewed for currency and, if applicable, be leveraged 
in the process of system capabilities analysis.  
 
To achieve efficiency in the process of system capabilities analysis, it is implied that 
not all systems, subsystems, and applications/interfaces are completely decomposed 
and documented during this process.  Only those systems and subsystems which fall 
within the bounds established in the process of identifying business drivers and 
objectives are incorporated into the analysis.  In addition, one or more of the 
following criteria can be utilized to identify a system or subsystem that is a good 
candidate for service enablement.   
 
A system or subsystem which… 

 
• Has high importance for the agency’s mission and maintains highly 

critical information 
 

• Plays or will play a major role in the agency’s information sharing 
 
• Is stable and for which there are no existing plans for replacement 
 
• Has a large number of high-priority enhancements pending 
 
• Can satisfy high demand to build new interface(s) or a system  
 
• Provides current interfaces that are not maintainable 
 
• Provides interfaces or will need to provide interfaces that require 

higher transaction rates 
 
The interfaces/applications provided by these systems or subsystems would be 
added to a catalog of interfaces/applications to be considered for service 
enablement.  Some business and technical considerations for evaluating and 
documenting the interfaces/applications follow: 
 

• Are there interfaces which can be utilized by other justice agencies 
in the future? 
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• Are there requirements to build interfaces to other justice agencies 
in the near future? 

 
• How are the interfaces to other justice agencies implemented? 

 
• How many interfaces to other justice agencies does the system 

provide? 
 

• Are the existing interfaces to other justice agencies stable, efficient, 
and maintainable? 
 

• What are the current usage statistics of the existing interfaces? 
 

• What are the expected transaction rates for the interfaces that need 
to be provided in the near future? 

 
The result of the system capabilities analysis is a documented catalog of technical 
capabilities that will be utilized during the next step of the service identification 
methodology.  For the purpose of simplicity at this step of the process, it is assumed 
that each capability equates to a single service.  In other words, it is assumed that the 
relationship between technical capabilities and services is one to one. 

4.5 Consolidation 

At this step of the service identification process, an organization will combine the 
service candidates developed from both the business capabilities and system 
capabilities analyses.  The two service (2) candidate catalogs will be consolidated 
into one catalog.   
 
Based on an organization’s drivers and objectives, the business capabilities analysis 
will allow an organization to capture current and desired capabilities for the 
business.  In a similar fashion, the system capabilities analysis will enable systems to 
be decomposed into subsystems and ultimately interface/applications that either 
currently exist or are in the planning stages of development.  During consolidation, 
the business and technical capabilities catalogs are merged, revealing both business 
capability requirements and existing technical capabilities that can be leveraged to 
create services.   
 
Each service candidate should also be tagged as having been identified, either 
through business (B) or system (S) analysis [decomposition] or both.  Services 
candidates identified by both decomposition approaches are considered to be viable 
for service enablement.  Services identified only by the business decomposition 
might represent capabilities that are not currently implemented technically or the 
technical implementation is relatively stable and not considered for service 
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enablement in the near future.  Services identified only by the technical 
decomposition might indicate technical capabilities that are not currently required or 
of importance to the organization.  It is recommended that the reason for the 
discrepancy between the two decompositions be analyzed and well-understood prior 
to making a decision for including the service candidate in the [consolidated] 
catalog.  
 
It is important for the organization to recognize that this consolidated catalog of 
service candidates is partial, since it is based on the business drivers and objectives 
for a given iteration of the process. 
 
Figure 6 is an example of a consolidated service candidate catalog in a spreadsheet 
format.  Ultimately, this catalog is aligned with the justice organization’s drivers and 
objectives and thus with its ability to affect performance metrics by providing real-
world effects.   
 

Business-Oriented and System-Oriented Approaches 
# (B) usiness Line of Business Business Subfunction Business Subfunction 

Interface/Application Capability Service (S) ystem System Subsystem 
1 B Law Enforcement Criminal Apprehension Arrest Knowing when and where arrests 

are taking place. Arrest 

2 B Law Enforcement Crime Prevention Identification/Biometrics Preventing crime by associating 
biometrics with the individual. Identification 

3 B Law Enforcement Crime Identification and 
Surveillance Identification Nonbiometrics Preventing crime by associating 

nonbiometrics with the individual Identification 

4 S Messaging 
Environment 

Event Message 
Publication Arrest Message Knowing when and where arrests 

are taking place. Arrest 

5 S Child Support 
System Locate Warrant Application Finding individuals who have 

child support warrants. 
Warrant 
Request 

6 BS Child Support 
System Person Demographic Person Inquiry 

Locating personal attributes for 
those owing or paying child 
support. 

Identification 

7 BS 
Driver's License Person Demographic Person Inquiry Locating personal attributes for 

those having a driver's license. Identification 

8 S Driver's Photo 
Application Person Demographic Photo Inquiry Locating and providing a person's 

driver's license photo(s). Identification 

 
Figure 6:  Business-Oriented and System-Oriented Approaches 

 
This catalog will be further used in the interaction and granularity analysis process 
and in building a next iteration of the services candidates catalog.  This catalog will 
eventually be used again in the prioritization steps.   

4.6 Interaction Analysis 

The business capabilities and system capabilities analysis approaches to service 
identification are based on a decomposition of the organization into its core 
capabilities to identify service candidates.  Thus, these approaches are based on 
static views of the business and technology environments of the organization and its 
capabilities.  An important step in identifying and confirming the service candidates 
is analyzing the interaction between the business and technical capabilities of the 
organization.  This allows evaluation of the capabilities breakdown from another 
perspective, thus validating the catalog of service candidates. 



 

 

 


