
   
 OFFICE OF THE CITY CLERK 

 
PUBLIC SAFETY COMMITTEE  

 
 
November 7, 2013 
 
The Public Safety Committee of the City of Mesa met in the lower level meeting room of the Council 
Chambers, 57 East 1st Street, November 7, 2013 at 8:40 a.m.  
 
 
COMMITTEE PRESENT COMMITTEE ABSENT STAFF PRESENT 
   
Dennis Kavanaugh, Chairman  None John Pombier 
Alex Finter 
Christopher Glover 

 Alfred Smith 
 

 
(Items on the agenda were discussed out of order, but for purposes of clarity will remain as 
listed on the agenda.) 
 

1. Items from citizens present. 
 
There were no items from citizens present. 

 
2a. Hear a presentation and discuss an update of the City’s cyber security. 
 
 Chief Information Officer Diane Gardner introduced Information Technology (IT) Security 

Manager Pat O’Keefe, who was prepared to assist with the presentation. 
 

Mr. O’Keefe displayed a PowerPoint presentation (See Attachment 1) and reported on the 
types of cyber attacks that relate to the City. He listed the top four types of attacks received in 
the month of September, including:  
 

• Exploitation – 28,114,976 
• Reconnaissance – 8,095,600 
• System – 10,693,176 
• Denial of Service – 13,525,153 

 
Mr. O’Keefe stressed that there are hundreds of different types of attacks in addition to the top 
four mentioned above. He discussed the top six cyber threat alerts geographically (point of 
origin) within a one week period in September (See Page 3 of Attachment 1) and noted the 
majority came from within the U.S. (234,098), with significant threats coming from China, 
Russia, India, France and Germany.  
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Mr. O’Keefe stated that threats come through e-mail and that 93 percent of e-mail received is 
not delivered due to spam and virus filters. (See page 4 of Attachment 1) 
 
Ms. Gardner illustrated the types of data breaches including: accidental publications, hackings, 
and loss of information from personal (social media) and business-related accounts. (See Page 
5 of Attachment 1)  
 
Mr. O’Keefe explained how the Information Security Team mitigates security threats, including a 
security framework combining technology tools, established security measures and best 
practices, intrusion detection/prevention systems, firewalls, spam filtering, anti-virus and end 
point protection. He added that City staff collaborates with local and national agencies and 
private organizations to continuously improve its cyber security posture. He further stated that 
staff is currently working with the Department of Homeland Security on its Supervisory Control 
and Data Acquisition (SCADA) network, which will include a full assessment of policies, 
procedures, best practices, an active external and internal test and an overall architectural 
review of the SCADA network. 
 
Mr. O’Keefe discussed the IT staff’s mantra, “Stop, Think and Connect”, (See Pages 7 and 8 of 
Attachment 1) which focuses on key areas such as keeping workstations clean, maintaining the 
latest security software, web browser, firewall and operating system both at work and home.  
 
Ms. Gardner emphasized the importance of using different and unique passwords on all types of 
work, social media and bank accounts in order to protect personal information. (See Page 7 of 
Attachment 1) She added that passwords should be changed every 45 to 90 days. 
 
Chairman Kavanaugh reported that he attended a seminar earlier in the week that addressed 
cyber security and storing information in the Cloud. He noted that one of the key issues focused 
on where servers are located within the Cloud. 
 
In response to a question from Chairman Kavanaugh, Ms. Gardner clarified that the City largely 
uses the Cloud in terms of Software as a Service, and stated, for example, that the agenda 
packet software is in the Cloud. She noted that when staff reviews these types of vendors, they 
consider how well a vendor handles incident management and breaches. 
 
Chairman Kavanaugh thanked Mr. O’Keefe and Ms. Gardner for the presentation. 

  
2b. Hear a presentation and discuss the Axon Body Camera Program. 
  

Police Chief Frank Milstead introduced Lieutenant Lee Rankin, Sergeant Ryan Stokes and 
Officer Steve York. He noted that Lt. Rankin has been overseeing the Axon On-Body Camera 
pilot program for the last year, and Officer York has been a test officer of the system.  

 
 Chief Milstead displayed a PowerPoint presentation (See Attachment 2) and commented that 

the on-body cameras are being used for the purpose of mitigating liability and litigation, which 
costs law enforcement $2.5 billion annually. He cited a study from the University of Cambridge 
which found that on-body cameras reduced complaints by 87.5%, litigation by 93% and use of 
force complaints by 59%, and noted that the camera captures the entire event, ambient radio 
traffic and ambient noise. (See page 3 of Attachment 2)   
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 Chief Milstead stated that during the pilot program period, complaints were reduced by 40% and 

use of force complaints by 75% for Mesa Police officers wearing the Axon cameras. He cited 
statistics for reductions in use of force and complaints nationwide for departments that use the 
Axon cameras. (See Page 4 of Attachment 2) Chief Milstead explained that the Axon camera is 
a true Point-of-View (POV) system which attaches to the officer’s glasses, lapel or a part of the 
vest. (See Page 6 of Attachment 2) He described the advantages of having an Axon camera as 
opposed to a dash cam, which are more expensive than body cameras, and do not capture all 
parts of an event.  

 
A short video presentation was played that highlighted a pursuit between Officer York, who was 
wearing the Axon On-Body camera, and a fleeing suspect. Chief Milstead pointed out the 
benefits of having the on-body camera, which can greatly reduce the likelihood of a lawsuit and 
costly litigation.  

 
 Chief Milstead highlighted additional features of the Axon Camera (See Pages 8 through 12 of 

Attachment 2), including: 
 

• Pre-Event buffer with 12-hour battery (captures what led up to all events) 
• Multiple mounting options and flexibility for officers 
• Retina low light 
• Weather resistant and ruggedized build and durability 
• Live Camera View 
• Stored Video List 
• Live Streaming Video 
• Add Metadata easily for retrieval 
• Adds title and case I.D. information 

 
Chief Milstead reviewed the key metrics for evidence management, and how the system works 
from the docking station to how the evidence is stored. (See Page 13 through 15 of Attachment 
2) 
 
Lt. Rankin explained that he has been testing the product for the last 18 months, and noted a 
key part of the system is on the back-end, including how the evidence is stored through 
Evidence.com.  He advised that the system was scrutinized for easy retrieval and review of 
evidence to aid in civil litigation and enhance prosecution of criminal cases. He commented that 
the system needed to be intuitive for ease of use by the officers and minimize the time spent in 
order to get officers back on the street.  He highlighted the following: downloading files and 
videos; logon and retrieval of files; access management of files (inability to edit or alter); how to 
search and access evidence; how an audit trail is created; and evidence retention rates. (See 
Pages 16 through 20 of Attachment 2) 
 
Chief Milstead remarked that data can be filed by category and that all data is encrypted for 
transfer and storage, whether the information comes from a home, a remote station or mobile 
device. He indicated that Evidence.com spends about $700,000 annually on data security and 
has conducted tests to ensure the system is not breached. (See Pages 21 through 23 of 
Attachment 2) He added that Evidence.com has a very quick turnaround time of 90 days for 
new development and updates, compared to a one to two year turnaround time with traditional 
software programs. 
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Chief Milstead provided information on the financial return per officer within the Mesa Police 
Department (MPD), and noted that the return rate would be between 83% and 172% annually. 
(See Pages 26 and 27 of Attachment 2) He explained the advantages of entering into a 5-year 
contract versus a 3-year contract, (See Page 28 of Attachment 2) including the following:  
 

• Three sets of new hardware with a 5-year contract versus one set for a 3-year 
contract 

• Locked into current promotional pricing 
• Unconditional 5-year warranty 
• Covered for five years without having to worry about system upgrades 

 
Chief Milstead advised that there will need to be an additional field technology group to support 
the system and noted that over the last two years the MPD has added electronic ticketing, 
Coplink mobile application in police vehicles, two finger fast I.D. systems, and the Axon On-
Body camera system without adding I.T. support. He said that it would be necessary to expand 
staff to facilitate this program in the future.  
 
Chief Milstead further stated that the MPD would like to issue the Axon camera to new recruits 
who will be graduating from the Academy on November 21.  
 
Chief Milstead summarized the benefits to the MPD (See page 32 of Attachment 2) as follows: 
 

• Increased transparency 
• Reduced departmental complaints 
• Reduced use of force incidents 
• Decreased civil liability 

 
In response to a question from Committeemember Finter, Mr. Pombier stated that if Council 
provides direction to proceed with expansion of this program, he would meet with City Attorney 
Debbie Spinner and Deputy City Attorney Marc Steadman to review options, confirm that liability 
can be reduced, and determine how much can be funded out of the Liability Reserve Fund.  He 
added that, in addition, department budgets can be reviewed to determine alternate funding 
opportunities.  
 
Committeemember Finter expressed support for the Axon On-Body camera system due to the 
large amount of money being paid out on lawsuits.  
 
Committeemember Glover offered his support for the program and stated that the cameras 
would be a deterrent to poor behavior. He suggested funding sources be evaluated. 
 
Chairman Kavanaugh stated that the use of the camera will allow jurors to see events in real-
time. He added that it will serve to reduce complaints significantly, reduce liability, add 
transparency, and encourage officers to behave in a professional manner on each and every 
call. He suggested that staff review the Liability Loss Fund as a funding option.  
 
Mr. Pombier confirmed that staff will review funding options and determine the best method for 
expanding the program. 
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Chairman Kavanaugh commended Chief Milstead and his department for taking the time to 
implement and understand the intricacies of the pilot program.  

 
2c. Hear a presentation and discuss an update of the CenturyLink 9-1-1 outage findings. 
 
 Deputy City Manager John Pombier introduced Assistant Chief Information Officer Joe 

Sugihara, who was prepared to assist with the presentation.  Mr. Pombier provided background 
on an incident that occurred with the 9-1-1 system a few weeks ago.  
 
Mr. Sugihara explained that there was a mechanical failure at the CenturyLink facility that 
allowed water to leak on critical equipment in the central office, which had the effect of isolating 
approximately 20,000 customers in a specific portion of the service area. He explained that 
while people could call each other in this area, they were not able to call someone on the other 
side of town and were also not able to call 9-1-1 since it is on a separate phone system. 

 
In response to a question from Chairman Kavanaugh, Mr. Sugihara clarified that the problem 
was at CenturyLink’s facility, not in a City office or facility.  

 
 Mr. Pombier further reported that City staff from Police, Fire, Information Technology, 

Communications and Management responded very quickly to coordinate the City’s response, 
disseminate information, address the problem and resolve the issue with CenturyLink. He 
acknowledged the City’s frustration that initially, it did not appear that CenturyLink felt the 
urgency of the issue. He added, however, that CenturyLink’s representative was very 
professional in responding to the City on the night of the incident and CenturyLink has 
consistently directed a high level of importance to this issue in subsequent meetings with City 
staff. He stated that the City has an excellent partner in CenturyLink, who has continually 
addressed the City’s concerns and shown that they not only understand the urgency of this 
issue, but that they want to work with the City closely in the future.  

 
 Mr. Pombier explained that in working with CenturyLink since the incident, City staff has gained 

valuable insight in how to proceed with future projects. He stated that he and Assistant Fire 
Chief Cori Hayes toured the facility where the problem started and were shown how a number 
of things had to go wrong at the same time for the incident to occur, even with several levels of 
redundancy built in. He indicated that additional redundancies have been built into the system 
since the incident occurred. 

    
Chairman Kavanaugh expressed his appreciation to CenturyLink for their continued partnership 
with the City. 

 
2d. Hear a presentation, discuss and provide a recommendation for the CAD system upgrade. 
 
 Assistant Fire Chief Cori Hayes introduced Assistant Police Chief Heston Silbert and 

Information Technology Public Safety Project Manager Scott Parker who were prepared to 
assist with the presentation. She stated that staff is in the process of upgrading its current 
Intergraph CAD product. She noted that staff is using version 8.13 and will be recommending an 
upgrade to version 9.2 and that staff is expecting to have a proposal and an estimated cost to 
Council in January or February, with additional information on impacts to the end users.  
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 In response to a series of questions from Chairman Kavanaugh, Chief Hayes stated that staff is 

anticipating implementation of the upgraded program by December 2014 with an estimated cost 
of $700,000 to $800,000, which does not include some of the options that staff is considering.  
She noted that there would be an estimated 500 end users, which would include Police and Fire 
vehicles, as well as vehicles for the City’s partner agencies, including Gilbert, Queen Creek, Rio 
Verde, and Apache Junction Fire departments. She added that the program will interface with 
Phoenix Fire Department which dispatches for all fire agencies across the Valley. 

 
 In response to a question from Committeemember Finter, Chief Hayes advised that the partner 

agencies will be charged a portion of the dispatch cost, and there may be some costs to the 
partner agencies for the Mobile Computer Terminal (MCT) upgrades, specific to their respective 
jurisdictions. 

 
 Chairman Kavanaugh thanked everyone for the update.  
 
3. Adjournment. 
 
 Without objection, the Public Safety Committee meeting adjourned at 9:40 a.m. 
 
I hereby certify that the foregoing minutes are a true and correct copy of the minutes of the Public 
Safety Committee meeting of the City of Mesa, Arizona, held on the 7th day of November, 2013. I 
further certify that the meeting was duly called and held and that a quorum was present. 
 
 

_______________________________________ 
DEE ANN MICKELSEN, CITY CLERK 
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Paym
ent Schedule 
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B
enefits to the M

esa Police D
epartm

ent 

•
Increased Transparency 

•
R

educed D
epartm

ental C
om

plaints 
•

R
educed U

se of Force Incidents 
•

D
ecreased C

ivil Liability 
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