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The collection of Global-recommended normative standards has been developed and assembled into
a unified package of composable, interoperable solutions that enable effective information exchange.
This collection is known as the Global Standards Package (GSP). GSP solutions are generally focused
on resolving technical interoperability challenges but also include associated guidelines and operating
documents to assist implementers. The GSP includes artifacts associated with many of the Global
product areas, including but not limited to:

o Global Reference Architecture (GRA): Offers guidance on the design, specification, and
implementation of services (and related infrastructure) as part of a justice Service-Oriented
Architecture (SOA).

o Global Service Specification Packages (SSPs): Reference services that are reusable nationwide in
order to save time and money and reduce complexity when implementing particular information
exchanges with external partners.

o Global Federated Identity and Privilege Management (GFIPM): Guidelines and standards for
establishing, implementing, and governing security, identity management, and access control
solutions to ensure that information can be accessed only securely and appropriately.

o Global Privacy Technology Framework: A framework for automating information access controls
based on privacy and related policies restricting the use or dissemination of such information.

For More Information

For more information on the GSP and the Global Standards Council (GSC)—the Global group
responsible for developing, maintaining, and sustaining the same—please visit

-~ Justice and
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The Global Advisory Committee (GAC) serves as a Federal
Advisory Committee to the U.S. Attorney General.
Through recommendations to the Bureau of Justice
Assistance (BJA), the GAC supports standards-based
electronic information exchanges that provide justice and
public safety communities with timely, accurate, complete,
and accessible information, appropriately shared in a
secure and trusted environment. GAC recommendations
support the mission of the

U.S. Department of Justice, initiatives sponsored by BJA,
and related activities sponsored by BJA's Global Justice
Information Sharing Initiative (Global). BJA engages GAC-
member organizations and the constituents they serve
through collaborative efforts, such as Global working
groups, to help address critical justice information sharing
issues for the benefit of practitioners in the field.

For more information on Global and its products, including
those referenced in this document, call (850) 385-0600 or
visit http://www.it.ojp.gov/GIST.

About the Global Standards Council
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The Global Standards Council (GSC) serves as a Global
Advisory Committee (GAC) subcommittee, supporting
broadscale electronic sharing of pertinent justice- and
public safety-related information by recommending

to BJA (through the GAC) associated information
sharing standards and guidelines. To foster community
participation and reuse, the GSC reviews proposed
information sharing standards submitted by Global
consumers and stakeholders. Additionally, BJA
emphasizes an open, participatory review-and-comment
process for proposed standards; please see the Global
Justice Tools Web site at www.globaljusticetools.net for
more information on this opportunity. BJA-approved
standards are developed, maintained, and sustained as
one cohesive Global Standards Package (GSP) located at
http://www.it.ojp.gov/gsp.
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Preface:  Introduction to GRA

In the context of the Global Reference Architecture (GRA) and Service-Oriented Architecture (SOA) in general, a service is the means by which one partner gains access to one or more capabilities offered by another partner.  Capabilities generate real-world effects that can be as simple as sharing information or can involve performing a functional part of a complex process or changing the state of other related processes.  Justice and public safety organizations have numerous capabilities and a multitude of partner organizations, both inside and outside the traditional justice and public safety community.  There are significant benefits for these organizations to have access to each other’s capabilities.  The justice and public safety world has nearly 100,000 agencies, each with its own governance, business needs, applications, hardware, and networks. Achieving interoperability among justice and public safety organizations and with external partner organizations requires alignment of business and technical requirements and capabilities.  In addition, it is critical to have a consistent way of specifying these requirements and capabilities and sharing them across organizational boundaries.  The GRA was developed to facilitate interoperability and to assist in meeting other key requirements in a justice and public safety information sharing environment.  In order to achieve this goal, there is a strong need to define a consistent approach to identifying and describing services and their interactions that can be implemented in many different technical environments, across multiple government lines of business, at all levels of government, and with other partner organizations. 

The GRA defines a service interface as “the means for interacting with a service.”  It includes the specific protocols, commands, and information exchange by which actions are initiated on the service.  A service interface is what a system designer or implementer (programmer) uses to design or build executable software that interacts with the service.  That is, the service interface represents the “how” of the interaction.  Since the service interface is the physical manifestation of the service, best practices call for service interfaces which can be described in an open-standard, referenceable format (that is, a format which could be automatically processed by a computer).

A Service Specification is a formal document describing the capabilities made available through the service; the service model that defines the semantics of the service by representing its behavioral model, information model, and interactions; the policies that constrain the use of the service; and the service interfaces which provide a means to interact with the service.  A Service Specification is analogous to the software documentation of an Application Programming Interface (API).  It provides stakeholders with an understanding of the structure of the service and the rules applicable for its implementation.  It gives the service consumers the information necessary for consuming a particular service, and service providers the information necessary for implementing the service in a consistent and interoperable way. 

The main components of a Service Specification are the Service Description, one or more Service Interface Descriptions, and the schemas and the samples required to implement and test the service. 

A Service Description contains information about all aspects of the service not directly tied to the physical implementation (in other words, the service interface).  A Service Interface Description is a description of the physical implementation—specifically, the service interface used in a specific implementation of the service.  Since a service can leverage multiple Service Interfaces, the Service Specification might contain more than one Service Interface Description.
This document is designed as a Service Description for the Person Information Availability (PIA) Service.

1. Service Overview

1.1 Purpose

The PIA Service provides a summary of the availability and location of information relating to a specific person by querying multiple sources.  This capability enables exchange partners to quickly and efficiently identify the type of information available regarding a specific individual, who is responsible for that information, and where additional information may be obtained.
1.2 Scope
The PIA Service searches multiple information sources (e.g., law enforcement, courts, probation/parole, human services, open source media) and provides a summary of what information about a specific person is available, how current that information is, and where it can be obtained.  The specification places no restrictions on the lines of business that might participate in such an exchange and, as such, the PIA Service could be used to create an enterprisewide virtual “directory” of information.
The PIA Service assumes that the service consumer has the necessary information to uniquely identify the subject (person) of interest to provider systems.  As such, identity resolution is not within the scope of the PIA service.  The PIA Service, however, may be orchestrated with other services to provide this capability.  For example, the Fingerprint Service
 could be used to obtain a biometric identifier which could then be used in a PIA query message to uniquely identify the subject of interest.  It should also be noted that the PIA information model is flexible enough to allow for other types of identifiers depending on the implementation.
Additionally, the PIA Service only provides an indication of what information is available and not the detailed information itself.  As such, retrieval of detailed information is not within the scope of the PIA Service.  The PIA Service, however, may be orchestrated with other services to provide this capability.
During the service specification development workshop, it was decided to limit the scope of this service as described above (i.e., communicating only information availability, not the information itself).  This was done for the following reasons:
· In many cases, potential users of the service are interested only in whether the information is available.  Subject-matter experts indicated that, as a first step, it is more useful to simply get a summary of what data is available instead of an overwhelming amount of detail.  Additionally, this potentially makes the service more versatile, since the specific type of information required will vary depending on the specific user, business domain, and use case.
· Limit the scope of the information model.  One goal of the service is to make a broad set of information available to a wide variety of business domains.  If actual information is communicated (instead of information availability), the information model quickly becomes unwieldy.  Information models for each and every type of information would need to be created and understood by all exchange partners.
· Security and privacy rules vary greatly across different types of data. It would be impractical to devise a single, unified security and privacy policy that applies to every type of data from every exchange partner.  Although revealing that information exists may be subject to the same rules as communicating the information itself, this restriction greatly simplifies the implementation.
1.3 Capabilities
1. Query Information Availability Status
2. Receive Information Availability Status
1.4 Real-World Effects
At a high level, the PIA Service provides consumers with a snapshot of the information available from provider systems regarding a specific person.  This capability provides myriad real-world effects to service consumers that can be used throughout a government enterprise.
Across all lines of business, the service is used to quickly and efficiently identify and find available information on an individual.  This enables effective decision-making regarding the handling of an individual, promotes public safety and staff safety, and reduces redundant data entry.
The following examples illustrate how various entities could benefit from this capability.  It should be noted, however, that use of this service (as either a consumer or a provider) is not constrained to the following lines of business.
1.4.1 Law Enforcement
· During a criminal investigation, law enforcement can quickly find previously collected information on an individual to provide a starting point for the investigation.  This allows law enforcement to quickly target their investigation and eliminates the need to reach out to information providers that may not have any relevant information.
· During an encounter with a person, law enforcement officers can quickly ascertain what specific risks the individual may present and approach the situation accordingly.
1.4.2 Corrections
· During the intake process, corrections staff can quickly identify any risks (social, health, etc.) an individual may present based on information collected during previous encounters or by other agencies.  This reduces redundant data entry and enhances decision-making as it relates to housing or other special accommodations.
1.4.3 Probation and Parole
· Upon entry, probation and parole officers can easily identify key information collected during previous encounters or by other agencies.  This can eliminate redundant data entry and promote accuracy of the information collected.
· Probation and parole officers can efficiently identify an individual’s restrictions, risks, and treatment requirements for the purpose of making effective decisions relating to a person’s housing or other supervision restrictions.
1.4.4 Courts

· During court appearances, courts can easily identify a person’s current physical location and custody status.  This information can be used to determine a course of action should an individual fail to appear for a court event.
· During sentencing, the court can quickly locate a summary of an individual’s risk factors, financial obligations, restrictions, and history with the criminal justice system or human services.
1.4.5 Human Services
· When performing an assessment, human services agencies can quickly ascertain a person’s past involvement with the criminal justice system (e.g., arrests, convictions, incarcerations, and supervision conditions) to support treatment and monitoring decisions.
· A human services agency can assist courts and prosecutors in determining appropriate handling of an individual by making information relating to a person’s treatment history easily accessible.
· The presence or absence of a criminal history or other disqualifying conditions can be quickly determined when performing a background check on an individual for the purposes of issuing a child care agency license.
1.4.6 Fusion Centers and Criminal Intelligence

· Fusion centers can quickly locate information available from multiple systems, allowing them to more efficiently collect data for the purposes of analysis and sharing.  Additionally, potential errors and omissions in the available information can be easily discovered.
1.5 Summary
Businesses will use this service to quickly determine what information is available about a specific person and where it can be obtained.  Where applicable, source systems, record identifiers, and associated dates are provided to enable further inquiry and retrieval of the detailed data available from underlying sources.
1.6 Description
The PIA Service functions as a form of federated query.  Upon receiving a request message from a consumer system, the service forwards the request to any number of provider systems.  Each provider system returns a response indicating what information about the individual is available with a pointer that can be later used to retrieve any detailed information.  The service then aggregates the responses from the provider systems and returns a single response to the consumer system.
It is important to note that the PIA Service is designed to summarize what information about an individual is available and where detailed information can be obtained.  Contrast this with a service that actually obtains and summarizes the information itself.  For example, a responding system may indicate that a person has a history of illegal drug abuse.  In this case, the PIA Service only indicates that this history exists and provides a pointer for obtaining further (detailed) information.  It does not indicate what drugs were used, the circumstances or dates of the use, etc.  To provide context for this information, some response elements may contain additional temporal information.  For instance, a responding system may indicate that a person has a criminal history and provide the date of the most recent offense.  As in the previous example, this response also provides a pointer for obtaining the full criminal history.
1.7 Security Classification

The highest level of security classification for the information exchanged by this service is Sensitive But Unclassified (SBU).  As a result, the service can be assigned a security classification of SBU.

1.8 Service Specification Package Version

This service specification is built based on version 1.0.0 of the Service Specification Package.
2. Business Scenarios
Businesses will use this service to determine what information about a specific individual is available from any number of provider systems.
2.1 Primary Flow
· A user or system seeks to determine what information about a specific person is available from other responding systems.

· The Requesting System generates and submits a request message to the PIA Service.  This message contains identifying information for the person of interest, as well as other information to identify the requesting user and/or system.

· The PIA Service forwards the request message to any number of Responding Systems.

· The PIA Service waits for asynchronous responses from Responding Systems.  Note that the PIA implementation must make provisions for handling timeouts and other exceptional conditions while waiting for these responses.

· Responding Systems search for available information relating to the person of interest.  The Responding System may choose to filter this information based on local policies or the identity of the requesting user or system.
· Responding Systems generate and send a response message to the PIA Service.  The response message indicates what data is available and the location where further detail can be obtained.
· The PIA Service collects and aggregates responses from Responding Systems into a single response message.  This response message is then returned to the Requesting System.
The following diagram depicts the process flow described above:
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Figure 1:  Primary Process Flow Diagram—Information Availability Request

Although the PIA Service does not, itself, provide a means to retrieve detailed information, it does provide the necessary location information (e.g., a “pointer”) that could then be used by another service to retrieve detailed information.  Although this second tier is outside the scope of this service, the process is included here for illustrative purposes:
· A user or system seeks to obtain detailed information that a previous PIA response message indicated was “available.”
· Using the “pointer” information in the PIA response message, the Requesting System generates and submits a detail request message to a service capable of providing that information.  This message contains identifying information for the person of interest as well as other information to identify the requesting user and/or system.
· The Responding System retrieves the desired detail information.  The Responding System then generates and submits a response message containing this information to the Requesting System.
· The Requesting System receives and processes the detail response message.
The following diagram depicts the process flow described above:
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Figure 2:  Process Flow Diagram—Detail Information Request
2.2 Alternate Flow

Although the PIA service is designed to support the querying of multiple responding systems to provide the requestor with a single, aggregated response, the service is also capable of performing a query directly to a single responding system.  This scenario supports a use case in which the requesting system only desires a specific type of information availability and has a priori knowledge of the information housed at a particular responding system.  This process flow effectively bypasses the intermediate step of federating the requesting message and aggregating responses.  It should be noted that the same message formats and exchange patterns used by the primary flow are also applicable to this scenario.
For example, consider a PIA Service implementation where a corrections system (a responding system) offers incarceration status indicating whether a person is currently incarcerated and, if so, the name and location of the facility where the person is housed.  If a consumer was only interested in a person’s incarceration location and knows that the corrections system provides this information, the consumer could send a PIA Query Message directly to the corrections system.  The corrections system would then reply directly to the consumer system rather than through an intermediate aggregation service.  Such a reply would include only the information availability offered by the corrections system rather than a response aggregated from multiple responding systems.
· A user or system seeks to determine what information about a specific person is available from a specific responding system.

· The Requesting System generates and submits a request message to the PIA Service implemented at the responding system.  This message contains identifying information for the person of interest as well as other information to identify the requesting user and/or system.

· The Requesting System waits for an asynchronous response from the Responding System.  Note that the Requesting System implementation must make provisions for handling timeouts and other exceptional conditions while waiting for this response.

· The Responding System searches for available information relating to the person of interest.  The Responding System may choose to filter this information based on local policies or the identity of the requesting user or system.

· The Responding System generates and sends a response message to the Requesting System.  The response message indicates what data is available and the location where further detail can be obtained.

The following diagram depicts the process flow described above:
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Figure 3:  Process Flow Diagram—Information Availability Request

3. Service Interoperability Requirements

3.1 Service Assumptions

· All messages exchanged are stored in a log file for auditing purposes.

· All messages exchanged will require a synchronous acknowledgement of receipt.

· The acknowledgement of receipt will contain only metadata about the message.  The metadata will consist of a time stamp and identifiers that uniquely identify the message.

· Messages other than the synchronous acknowledgement or fault (e.g., PIA Response message) are returned asynchronously.  As such, Requesting Systems must implement a service endpoint to receive these responses.

· The service implementation has a means to identify and locate Responding Systems.  That is, the service specification does not specify how the service might locate responding systems of interest.  In practice, the identities of Responding Systems may be “hardcoded” in the service implementation or the service may use an electronic directory to locate provider systems.
3.2 Service Dependencies
No dependencies have been identified at this time.

3.3 Execution Context 

The service design will follow the GRA Execution Context Requirements.  The GRA Execution Context Requirements guarantees that there is appropriate and necessary support for interaction between all services, and that the adapters, connectors, and intermediaries have proper environments in which to reside.  Network connections will need to exist between participating agencies and the location of the intermediary host.  Each endpoint location will need to provide a hardware environment for the containers.  
3.4 Policies and Contracts
Participating entities will use memoranda of understanding (MOUs), nondisclosure agreements (NDAs), service-level agreements (SLAs), or other types of agency agreements as appropriate to document applicable policy requirements.

3.5 Security
· The service implementation must adhere to the rules of the CJIS Security Policies.
· Because of the variety and complexity of the security rules associated with the messages exchanged by the PIA Service and the significant differences from jurisdiction to jurisdiction, it is recommended that a comprehensive authorization and access control mechanism based on GFIPM be in place for the implementation of this service.
3.6 Privacy
· The MOUs between participating entities will further define specific privacy requirements.

· Because of the variety and complexity of the privacy rules associated with the messages exchanged by the PIA Service and the significant differences from jurisdiction to jurisdiction, it is recommended that a comprehensive authorization and access control mechanism based on GFIPM be in place for the implementation of this service.  This would allow implementation of the guidelines defined by the Global Privacy Technical Framework. 

· Note that, in many cases, simply divulging the existence of information is equivalent to disseminating the information itself.  Implementers must take care to ensure that appropriate authorization and access controls are in place even when exchanging seemingly benign flags that indicate information availability.
3.7 Additional Information

3.7.1 Aggregation of Responses

The PIA Service is intended to aggregate response messages from multiple responding systems before returning a single, “summarized” response to the requesting system.  The information model is designed specifically to facilitate this process.  Please refer to the PIA IEPD Master Document for additional information on how this may be accomplished.
3.7.2 Timeout and Exception Handling

Because the service aggregates multiple responses into a single response message, implementers must take care to handle timeouts and other exceptional conditions.  For example, suppose the service sends the request message to three provider systems.  The first provider system immediately returns a meaningful response, the second provider system is unable to be reached because of network problems, and the third provider system immediately returns an acknowledgement but does not return a meaningful response within some time period.
The PIA IEPD provides mechanisms to distinguish between cases of “the request was processed and no available information was found” and “the request could not be processed.”  See the PIA IEPD Master Document for further information on this topic.
Given the above, implementers are responsible for determining appropriate timeout periods, cases of response messages received after a timeout has expired, and appropriate handling of response messages that indicate some sort of problem.
3.7.3 Further Federation
The PIA information model is designed such that request and response messages follow the same exchange format throughout the entire process.  Because of this, a single provider system could potentially be represented by a separate implementation of the PIA Service that federates requests to a second “tier” of provider systems.
For example, a PIA Service implementation may submit request messages to courts, law enforcement, and corrections.  The responding service implemented by law enforcement may, in turn, forward the request to a criminal history system, an RMS system, and an incident-based reporting system.  The service implemented by law enforcement would then return an aggregated response to the initial requesting service, which would, in turn, aggregate this response with responses from courts and corrections.
The service places no technical limitations on the number of responding systems or how responding systems choose to generate a response.
4. Service Model
4.1 Information Model
The information exchanged by the service consists of a request message identifying the subject of interest and the requesting entity, a WS-RM-based acknowledgement or fault message, and a response message indicating the availability of information about a person.
At a high level, each information availability indicator describes whether or not the information is available, specifies the owner of that information, and provides identifying information for retrieving the detailed information using another service.  In some cases, the indicator also may include additional temporal information (e.g., date of most recent event, date of last entry) to provide context to the indicator.
4.1.1 IEPD Reference
The PIA Service uses the PIA Information Exchange Package Documentation (IEPD) for all messages exchanged by the service.  The IEPD is included in its entirety in the artifacts/service model/information model folder of the Service Specification Package.
4.1.1.1 Data Inputs 
4.1.1.2 Query Message
A PIA InformationAvailabilityQueryMessage is used to submit a query request to the service.  The message contains, at minimum, information to identify the subject of interest, information to identify the person and/or agency requesting the information, and metadata used to correlate a response with the request. 
4.1.1.3 Response Message
A PIA InformationAvailabilityResponseMessage is used to asynchronously submit the results of the query to a requesting system.  For each type of information (e.g., criminal history, mental health status, or restrictions), the message indicates whether the information was found, not found, or unable to be retrieved (e.g., because of a system problem), metadata indicating the owner of the data, and a “link” that can be used to retrieve detail information using another service.  For some types of data, additional temporal information is included (e.g., date of most recent event, date of last entry).
4.1.1.4 Data Outputs

All actions of the service return a synchronous WS-RM-based acknowledgement or fault message.  The acknowledgement message indicates that the input message was successfully received and provides identifiers that can be used to correlate an asynchronous response to the original input message.  The fault message indicates that the request message could not be processed, including the reason for the failure. 
4.1.1.5 Data Provenance
The data exchange by this service originates at the Responding System.  The provenance of the data will be restricted to the data provided by the specific responding partner agency.
4.2 Behavior Model
4.2.1 Action Model
Included in this section are the actions defined by the PIA Service.
	Action Name
	InformationAvailabilityQuery

	Action Purpose

	Consumer systems invoke this action to submit a request message to the service.  Additionally, the service itself invokes this action to submit a request message to provider systems.

	Action Inputs
	Action Outputs

	InformationAvailabilityQueryMessage
	WS-RM Acknowledgement or Fault

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


	Action Name
	InformationAvailabilityResponse

	Action Purpose

	Provider systems invoke this action to submit an asynchronous response message to the service.  Additionally, the service itself invokes this action to submit an asynchronous response message to consumer systems.

	Action Inputs
	Action Outputs

	InformationAvailabilityResponseMessage
	WS-RM Acknowledgement or Fault

	Action Provenance

	The provenance of this action is the same as the provenance of the service.


4.2.2 Process Model

The information flow diagram, sequence diagram, and business process modeling notation (BPMN) diagram provided below further describe the behavior model of the service.  These diagrams are also included in the artifacts/service model/behavior model folder of the Service Specification Package for reference.
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Figure 4:  Information Flow Diagram
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Figure 5:  Sequence Diagram
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Figure 6:  BPMN Diagram

Appendix A—References
	Global Reference Architecture Web Site
	http://www.it.ojp.gov/globalgra

	CJIS Security Policy 
	The CJIS Security Policy is considered to be Sensitive But Unclassified (SBU) material.  This policy may not be posted to a public Web site, and discretion must be exercised in sharing the contents of the policy with individuals and entities who are not engaged in law enforcement or the administration of criminal justice.  A copy may be obtained by contacting the state’s CJIS Systems Officer (CSO).


Appendix B—Glossary

	BPMN
	Business Process Modeling Notation

	GSC
	Global Standards Council

	PIA
	Person Information Availability

	SBU
	Sensitive But Unclassified

	WS-Addressing
	Web Services Addressing

	WS-RM
	Web Services Reliable Messaging
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