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Overview

Purpose

The Person Information Availability (PIA) Information Exchange Package Documentation (IEPD) provides an information model to support the exchange of data using the PIA Service.  The PIA Service provides a summary of the availability and location of information relating to a specific person by querying multiple sources.  This capability enables exchange partners to quickly and efficiently identify the type of information available regarding a specific individual, who is responsible for that information, and where additional information may be obtained.
Description
The PIA Service and the PIA IEPD will be used by businesses to quickly determine what information is available about a specific person and where it can be obtained.  Where applicable, source systems, record identifiers, and associated dates are provided to enable further inquiry and retrieval of the detailed data available from underlying sources.
Approach

When considering the PIA Service, it is important to note that the service is intended to communicate only the status or availability of information about an individual.  Contrast this with a service that exchanges the information itself.  For example, a PIA response message may indicate that the responding system has a criminal history on file for a specific person, but the response will not actually contain the criminal history itself.  Instead, the response message will indicate the entity responsible for the information and provide a pointer or link to a location where the full detail can be obtained.
In some cases, it is desirable to include additional contextual information in the response.  Following the example above, a response indicating that a criminal history exists might also include a flag indicating that the history includes felony convictions.  To the extent possible, this additional information should be minimized to keep the information model simple to implement and use.
With the above in mind, the PIA IEPD serves two primary purposes.  First, it provides structures to support the messages exchanged by the PIA Service.  Second, it provides abstract base types that can be leveraged by implementers to define specific types of information availability to communicate.
Note that the PIA IEPD does not attempt to anticipate every possible type of information availability that a particular implementation may exchange.  Instead, the core IEPD provides abstract structures that can be used by implementers to design an extension schema specific to their implementations.  The PIA IEPD does, however, provide examples of how these extensions could be implemented.  See the Extension Schema and Example Schema sections below for further discussion of this topic.
Additional Information
LEXS Interoperability

Although the PIA Service is currently designed to use the PIA IEPD as its primary information model, the Logical Entity Exchange Specification
 (LEXS) also provides a NIEM-based framework for exchanging similar information.  Specifically, the LEXS Search and Retrieval (LEXS-SR) IEPD supports federated queries and detailed information retrieval.
The LEXS standard defines data structures that support the exchange of highly detailed data elements.  The PIA Service, by contrast, is intended to exchange metadata describing the availability of data.  Although completely extensible, simplicity is a major design goal of the PIA IEPD.
It should be noted, however, that the LEXS-SR specification could be used as an information model for the PIA Service should a particular implementation require a more detailed information model.  It is also possible that a future version of the PIA Service Specification may either include XML stylesheets to convert messages between PIA and LEXS formats or support the use of LEXS directly. 
Logical Structure
The PIA IEPD includes three primary schemas:
· Exchange Schema:  Defines structures for each of the messages exchanged by the PIA Service.
· Extension Schema:  Contains PIA-specific structures and elements used by the IEPD.
· Example Schema:   Provides examples of how implementers may extend the PIA IEPD to accommodate a specific implementation.
A detailed discussion of each of these components is included in the following sections.
Exchange Schema

The PIA IEPD Exchange Schema provides structures to support the messaging requirements of the PIA Service.  The PIA Service exchange two messages—a PIA Query Message and a PIA Response Message.  The query message includes data elements to identify the requesting organization or user and the query criteria.  The response message contains the information availability and associated metadata.
For more information, please refer to the Information Availability Query Domain Model and Information Availability Response Domain model included in the PIA IEPD.
Query Message (<pia:InformationAvailabilityQueryMessage>)
· Requesting Organization (<ansi-nist:TransactionOrganization>):  

Identifies and describes the organization making the query request.
· Requesting User (<ansi-nist:TransactionUserIdentification>):  
Identifies the specific user making the query request.
· Query Criteria (<pia-ext:InformationAvailabilityQueryCriteria>):   Contains the criteria used for performing the query.
The Query Message extends from the <nc:DocumentType>.  As such, elements of the document type may be used by implementers to support the needs of their specific exchanges.
Additional discussion of the Query Criteria element is included in the Extension Schema section below.
Response Message (<pia:InformationAvailabilityResponseMessage>)
· Query Criteria (<pia-ext:InformationAvailabilityQueryCriteria>): Contains the criteria that were included in the request message that generated this response.
· Information Availability (<ansi-nist:TransactionUserIdentification>): Indicates whether a particular type of information was available and, if so, where detailed information can be obtained.
The Query Message extends from the <nc:DocumentType>.  As such, elements of the document type may be used by implementers to support the needs of their specific exchanges.
Additional discussion of the Query Criteria and Information Availability elements are included in the Extension Schema section below.
Extension Schema

The PIA IEPD Extension Schema provides structures to represent the availability of specific types of information and the metadata associated with that status.
There is expected to be wide variation in the types of information availability communicated from implementation to implementation.  As such, the core PIA IEPD does not provide concrete data elements for specific types of information availability.  Instead, the IEPD defines an abstract <pia-ext:InformationAvailability> element that contains a basic structure for representing information availability.  To represent a specific type of information availability, implementers should define concrete elements of <pia-ext:InformationAvailabilityType>.  Implementers also may create new elements that derive from this type in order to include additional contextual information with the status.

Although concrete information availability elements are not defined by the core PIA IEPD, the example schema does include many examples of concrete information availability types.  The examples include both simple information availability indicators as well as more sophisticated types that include dates, identifiers, and other information.  Elements and types from the example schema may be used as is or simply as a reference while designing custom types.  For further information, see the Example Schema section below.
The following sections detail the Extension Schema elements.
Query Criteria (<pia-ext:InformationAvailabilityQueryCriteria>)

The Query Criteria element defines the search criteria to be used when searching for information availability.  The core PIA IEPD includes a single element (<nc:Person>) within the query criteria.  This element can be used as-is to provide fields for specifying criteria such as a person’s name, identifiers, demographics, and/or biometrics.
Implementers are free to extend the query criteria to include other NIEM components or custom extensions.
Information Availability (<pia-ext:InformationAvailability>)
The Information Availability element is an abstract element that defines a basic set of components necessary to communicate information availability.  Implementers should create concrete elements of the <pia-ext:InformationAvailabilityType> as necessary to facilitate their specific exchanges.  The example schema provides samples of how this may be accomplished.
The basic Information Availability element includes the following components:
· Information Availability Text (<pia-ext:InformationAvailabilityText>): Indicates whether the information was found.
· Information Availability Metadata 
(<pia-ext:InformationAvailabilityMetadata>):
Includes additional metadata regarding the status such as the owner of the information and where detailed information can be obtained.
The Information Availability type extends from the <nc:StatusType>.  As such, elements of the status type may be used by implementers to support the needs of their specific exchanges.
Because the pia-ext:InformationAvailability element contains all the information necessary to describe a single piece of information availability (including the type of information, source system, record identifiers, etc.), the information availability elements from several PIA response messages can easily be aggregated into a single response message.
For instance, suppose two responses are received, each with a single information availability element.  An aggregated response could be produced that contains a single pia:InformationAvailabilityResponseMessage with each information availability element as a child.  This aggregated response is useful for supporting a federated query capability as described in the PIA Service.
Additional discussion of the Information Availability Text and Information Availability Metadata elements is included in the sections below.
Information Availability Text (<pia-ext:InformationAvailabilityText>)
The Information Availability Text indicates the status of a particular type of information using one of three enumerated values:
· FOUND:  Indicates that the responding system found information using the supplied query criteria.
· NOT FOUND:  Indicates that the responding system found no information using the supplied query criteria.
· UNKNOWN:  Indicates that the responding system was unable to perform the search.  Can also indicate that the requesting system was unable to contact the responding system or did not receive a response from the responding system (see Information Availability Failure) below.
Information Availability Metadata (<pia-ext:InformationAvailabilityMetadata>)
The Information Availability Metadata includes contact information for the entity that provided the status, where detailed information may be obtained (in the case of “FOUND”), and the query criteria that produced the match.
Specifically, the information availability metadata includes the following components:
· Document Location (<nc:DocumentLocation>):  Describes a physical location where the detailed information is located (in the case of “FOUND”).
· Document Location URI (<nc:DocumentLocationURI>):  Describes an identifier where an electronic version of the detailed information is located (in the case of “FOUND”).
· Contact Information (<nc:ContactInformation>):  Contact information for the entity that owns the detailed information.
· Identity Match Criteria (<pia-ext:IdentityMatchCriteria>):  The subset of data from the input Query Criteria that actually was used to produce this match.  This can be used by consumers to determine a level of “confidence” that the person described in the response is the intended subject of the query.
· Caveat Text (<nc:CaveatText>):  A text warning or disclaimer regarding the information provided.
The Information Availability type extends from the <nc:MetadataType>.  As such, elements of the metadata type may be used by implementers to support the needs of their specific exchanges.
Information Availability Failure (<pia-ext:InformationAvailabilityFailure>)
The Information Availability Failure element is used to indicate that a provider system could not be reached or failed to respond to a query.
This generic failure is necessary, since a consumer system or service that aggregates PIA responses often will not have a priori knowledge of the type of information availability provided by a responding system.  Contrast this with a case where a provider system returns a specific type of information availability with an Information Availability Text value of “UNKNOWN.”  In the former case, the consumer or aggregating service was unable to contact the provider system (e.g., because of a network problem) or did not receive a response from the provider system within some timeout period.  In the latter case, the provider system was able to provide a response but indicates that it could not retrieve a particular type of information for some reason.
Example Schema
As noted previously, the core PIA IEPD does not attempt to provide specific concrete elements for each type of information availability a particular implementation may choose to exchange.  Instead, the IEPD provides abstract structures for this purpose which can be used or extended as necessary to support a particular exchange.
The IEPD does, however, include examples of such extensions.  These examples include many common types of information availability that were identified during development of the PIA Service.
Implementers are free to use these examples either as-is or through extension in their particular implementations.  The example schema includes both simple information availability elements that describe only whether information was found as well as more complex examples that include additional contextual information such as dates, flags, and identifiers. 
Mapping
For information regarding the mapping of specific entities and data elements to NIEM components, please refer to the PIA IEPD Mapping document included in this package.
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