BRENNAN
CENTER
FOR JUSTICE

at New York University School of Law

Security

There are many factors that go into data security, most of which are technical matters outside of the scope of departmental policies.
However, some departments have laid out procedures to prevent officers from tampering with or improperly releasing video.

“Does viewing require allowed purpose?” “Is viewing logged?” and “Is permission required to copy video?”: The question of
who is allowed to watch the videos is not limited to the issue of public access. The history of dashboard cameras in police cars includes
instances of videos being watched and distributed by police officers as entertainment. A system that limits when a video can be viewed or
copied, and logs any activity with a username, can help prevent such abuses. We have noted the circumstances under which an officer can
view the video, whether viewing is logged, and whether permission is required to copy it.

Does Viewing Require Allowed Purpose? Is Viewing Logged?| Is Permission Required to Copy Video?

Atlanta

(pilot) Not specified Not specified Not specified

Viewing allowed to ensure the system is working; to

write a report, review evidence, or investigate an act No, though making personal copies is

Austin . Not specified o
of employee conduct; or as part of an official p prohibited.
investigation.
. Viewing must be for law enforcement purposes and All access to video must be authorized in
Baltimore o iy . iy . .
(pilot) be authorized in writing by the Police Yes writing by the Police Commissioner or
Commissioner or designee. designee.
o Chief of Police must give permission.
Viewing allowed only for “approved departmental . L Sive per
Charlotte . .. . Exceptions: the court liaison unit can make
purposes” such as writing reports and auditing Yes . .
NC copies for the district attorney or court, and

system. gy . . L
Y the homicide unit can copy for investigations


https://www.scribd.com/doc/269593124/Atlanta-Police-Body-Camera-Procedure
https://rcfp.org/bodycam_policies/TX/Austin_BWC_Policy.pdf
http://www.wbaltv.com/blob/view/-/36070608/data/1/-/yextpy/-/Baltimore-Police-Body-Worn-Camera-Pilot-Program-policy.pdf
https://rcfp.org/bodycam_policies/NC/Charlotte_BWC_Policy.pdf
https://rcfp.org/bodycam_policies/NC/Charlotte_BWC_Policy.pdf
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City Does Viewing Require Allowed Purpose?

Is Viewing Logged?

Is Permission Required to Copy Video?

No restrictions if viewing own video or if a
supervisor. If viewing someone else’s video,
permission needed from supervisor.

Chicago
(pilot)

Accessing recordings without proper approval is

Dallas prohibited, but no details on when or why approval
is granted.
Denver Viewing allowed for “legitimate law enforcement or
- administrative purposes.” In general, officers can
see their own video.
Ferguson No
Viewing allowed for conducting investigations,
Las Vegas completing reportts, prior to testimony, and
providing a statement in internal investigations.
Los Angeles No
Mesa, AZ | Recordings should only be accessed for “official law

(pilot)

Minneapolis
(pilot)

enforcement purposes,” which are not listed.

An officer may access own video for “essential
functions of his/her job” or to “defend against

Yes

Not specified

Not specified

Not specified

Yes

Not specified

Not specified

Not specified

with permission from sergeant.

Yes

Yes

Yes. Lead investigators can make a single
copy to attach to a case file and evidence may
be shared with the District and City
Attorney’s Offices upon written request.
Other copies require written permission
from the Chief of Police.

No permission required to copy for
administrative review or to book as evidence.
Permission required from Chief of Police to

copy for an external agency.

Sheriff or designee must give permission in
writing.

“Officers shall not copy... recordings except
as authorized by law or Department policy.”

Recordings should only be copied for
“official law enforcement purposes.” No
permission process is specified.

Officer must submit request form to the
Crime Lab Video Forensics section for a


http://directives.chicagopolice.org/directives/data/a7a57b73-14af4bb0-e1214-af4b-b44b0d70f0964db3.html?hl=true
http://dallascityhall.com/government/Council%20Meeting%20Documents/PS_2_BodyCameraProcedureUpdate_Combined_052615.pdf
https://www.denvergov.org/Portals/720/documents/BWC%20POLICY%20-%20FINAL%2009-01-15.pdf
https://www.denvergov.org/Portals/720/documents/BWC%20POLICY%20-%20FINAL%2009-01-15.pdf
https://www.scribd.com/doc/241649017/Ferguson-Police-General-Orders-VICE-News-compressed-pdf
https://www.bja.gov/bwc/pdfs/LasVegasMetro_PD-BWC-Policy-Current.pdf
https://www.bja.gov/bwc/pdfs/LasVegasMetro_PD-BWC-Policy-Current.pdf
http://documents.latimes.com/proposed-lapd-body-camera-procedures/
http://azcommonlaw.com/wp-content/uploads/2014/06/mesa-police-directives.pdf
https://rcfp.org/bodycam_policies/MN/Minneapolis_BWC_Policy.pdf
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Does Viewing Require Allowed Purpose? Is Viewing Logged?| Is Permission Required to Copy Video?

allegations of substandard performance or copy.
misconduct.” Other access requests must go
through public records process.

Viewing is prohibited other than for “official law Not specified, though copying is prohibited

New Otrleans ’ Not specified other than for “official law enforcement
enforcement purposes. »
purposes.
New York . .
(pilot) Not specified Not specified Yes
Not specified if
Officers can view their own recordings and logged by system, but

No. Authorized personnel can make copies

Oakland, CA supervisors can view officer recordings unless personnel shall
o ] but must document the reason.
prohibited by policy. document reason for
access.

Viewing allowed for case-related purposes, use of

force, formal or informal complaints, legal review,

pursuant to established policy, or as directed by the
Chief of Police.

Chief of Police or designee must give

Orlando .
I permission.

Not specified

Copying recordings without the approval of
Not specified the Police Chief or his designee is prohibited,
but no permission process is specified.

Phoenix, AZ No restrictions on officer viewing own video or
(pilot) subordinate’s video.

Once uploaded, “personnel may view their own
audio/video data.” In addition, “an employee”
(which employee/s not specified) may view files for
criminal investigations & reports, before testimony,
or before providing a statement pursuant to an
administrative inquiry.

Permission required from the Chief of
Yes Police, unless purpose of copying is to book
as evidence.

Rialto, CA



http://www.nola.gov/getattachment/NOPD/Reform-and-Publications/New-Orleans-Police-Department-Policy-Manual-2015-07-20.pdf/
https://rcfp.org/bodycam_policies/NY/NYPD_BWC_Policy.pdf
http://www2.oaklandnet.com/oakca1/groups/police/documents/webcontent/oak054254.pdf
https://rcfp.org/bodycam_policies/FL/Orlando_BWC_Policy.pdf
http://azcommonlaw.com/wp-content/uploads/2014/07/phoenix-police-department.pdf
https://rcfp.org/bodycam_policies/CA/Rialto_BWC_Policy.pdf

BRENNAN CENTER FOR JUSTICE

City Does Viewing Require Allowed Purpose? Is Viewing Logged?
No restrictions on viewing own video. For general
San Diego viewing, there is a list of acceptable administrative Yes
purposes.
Viewing allowed for criminal investigations,
San Jose preparing reports or testimony, training, and Yes
(pilot) preparation of an Internal Affairs interview. Other
reasons require permission of the Chief of Police.
Viewing allowed for complaints, investigations,
Seattle . .
(pilot) FOIA requests, performance appraisal, audits, and Yes
other listed purposes.
Tampa Not specified Yes
Viewing allowed for investigations, reports, and .
Tucson & . satlons, rep . Not specified
preparation for hearings, depositions, and trials.
Washington, = “[M]embers shall not view recordings for anything Yes
D.C. other than official law enforcement purposes.”

Is Permission Required to Copy Video?

Unauthorized copying is prohibited, but no
permission process is specified.

Unauthorized copying is prohibited, but no
permission process is specified.

Captain must give permission in writing.

Chief of Police must give permission.

No permission required for listed purposes;
other copying requires supervisor approval.

An official must give permission in writing.


http://www.sandiego.gov/police/pdf/2015/dp149.pdf
http://www.sjpd.org/InsideSJPD/BodyCameras/SJPD_BWC_Policy_06-29-15_with_POA_approval.pdf
http://www.seattle.gov/police-manual/title-16---patrol-operations/16091---body-worn-video-pilot-program
https://rcfp.org/bodycam_policies/FL/Tampa_BWC_Policy.pdf
https://rcfp.org/bodycam_policies/AZ/TucsonAZ_BWC_policy_update.pdf
https://go.mpdconline.com/GO/GO_302_13.pdf
https://go.mpdconline.com/GO/GO_302_13.pdf
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Model Policies

- Does Viewing Require Allowed Purpose? Is Viewing Logged? | Is Permission Required to Copy Video?

LIl el Not specified Not specified Not specified
Statute

International

Association . ' ' '

of Chiefs of Not specified Not specified Written approval required.
Police

Police
Executive '
Research Yes Yes Not specified
Forum


https://www.aclu.org/sites/default/files/field_document/aclu_police_body_cameras_model_legislation_may_2015_0.pdf
https://www.aclu.org/sites/default/files/field_document/aclu_police_body_cameras_model_legislation_may_2015_0.pdf
http://www.aele.org/iacp-bwc-mp.pdf
http://www.aele.org/iacp-bwc-mp.pdf
http://www.aele.org/iacp-bwc-mp.pdf
http://www.aele.org/iacp-bwc-mp.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf

